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Abstract: The quick escalation of the Internet and the digital economy has driven an exponential rise in response for data storage 

and analytics, and most organizations are facing difficult challenge in protecting and analysing these increased volumes of 

information. Big data and cloud computing are both the fastest-moving technologies from the last decade, so there is a need to 

integrate the two technologies together to come up with a new defined technology which will solve the present problems in either 

big data alone or cloud computing alone. The main aim of this study was to visit different literature in cloud-based approach on 

big data analysis and find out some challenges countered on the cloud computing approach in big data analysis. It was found that 

there are still difficulties in using cloud based approach in big data analysis especially in terms of security and noisy data 

retrieved from cloud server. It was recommended that further research must be done on ensuring security on the large amount of 

data stored in the cloud servers. 
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1. INTRODUCTION 

The quick escalation of the Internet and the digital 

economy has driven an exponential rise in response for data 

storage and analytics, and most organizations are facing 

difficult challenge in protecting and analyzing these 

increased volumes of information. 

Generating, collecting, distributing, processing and 

analyzing extraordinary amounts of diverse data has become 

a core topic in different industries and research disciplines as 

well as for society as a whole [1]. The term ‗‗big-data‘‘ was 

created to find the thoughtful meaning of this data-explosion 

trend  [2]. 

 It is useful in data collections whose proportions or type 

is outside the ability of traditional relational databases to 

capture, manage, and process the data with low-latency and 

it has one or more of the following characteristics – high 

volume, high velocity, or high variety [3], also is a term  that 

can only be defined relative to something and even when 

care is taken in its definition, gaps readily form that lead to 

discrepancies [4]. 

Big data analytics is the process of scrutinizing outsized 

and diverse data sets i.e., big data  to expose unseen patterns, 

unidentified correlations, market trends, customer likings 

and other useful information that can help organizations 

make more-informed business decisions [5]. 

According to IBM [3], big data analytics is the use of 

forward-looking analytic techniques against very large, 

varied data sets that include different types such as 

organized/free and streaming/batch, and different sizes from 

terabytes to zettabytes, it mirrors the challenges of data that 

are too massive, too unstructured, and too fast moving to be 

accomplished by traditional ways and means. 

Big data analysis can be described as the sub-area of big 

data concerned with adding structure to data to back choice 

making as well as supporting domain-specific usage 

scenarios [6]. 

Gantz et al [7],  defined ‗Big data technologies describes 

a new generation of technologies and architectures, 

designed to economically extract value from very large 

volumes of a wide variety of data, by enabling high-velocity 

capture, discovery, and/or analysis’.  

A part from four characteristics of big data (volume, 

variety, value and velocity) [8], added another characteristic 

which is veracity, so now there are 5 V‘s of big data 

characteristics which are summarized as follows: 

 Volume- Measures the amount of data available to 

an organization, which does not necessarily have to 

own all of it as long as it can access it. 

 Variety - Measures the richness of the data 

representation – text, images video, audio, etc. 

From an analytic perspective, it is probably the 
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biggest obstacle to effectively using large volumes 

of data. 

 Velocity - Refers to the speed of data transfer. It 

measures the speed of data creation, streaming, and 

aggregation.  

 Veracity - A lot of data generated are noisy, e.g., 

data from sensors. Data are often incorrect. For 

example, many websites accessed may not have the 

correct information. It is difficult to be certain 

about the veracity of big data. 

 Value - Refers to the process of discovering huge 

hidden values from large datasets with various 

types and rapid generation. Data by itself is of no 

significance unless it is processed to acquire 

information.  

Big data exploits dispersed storage technology based on 

cloud computing rather than local storage devoted to a 

computer or electronic device and cloud computing not only 

does it provides facilities for the computation and processing 

of big data but also serves as a service model [9].  

Cloud computing is an information technology (IT) 

archetype that permits worldwide access to shared pools of 

configurable system possessions and higher-level services 

which can be rapidly provisioned with minimal management 

effort, often over the Internet or it can be defined as the 

delivery of computing services such as servers, storage, 

databases, networking, software, analytics and more  over 

the Internet (―the cloud‖), cloud computing can be deployed 

as private, public or hybrid as explained below [10-13]. 

 Public cloud: Are owned and operated by 

companies that offer rapid access over a public 

network to affordable computing resources. 

 Private cloud: Are operated solely for a single 

organization, whether managed internally or by a 

third party and hosted internally or externally. 

 Hybrid cloud:   Combines public and private 

clouds, bound together by technology that allows 

data and applications to be shared between them 

The main services  provided by cloud computing includes  

Infrastructure as a service (IaaS), Platform as a service 

(PaaS) and Software as a service (SaaS) that run on servers 

reachable through the Internet rather than be present on the 

desktop and are briefly explained below  [10-13].  

 IaaS - Provides companies with computing 

resources including servers, networking, 

storage, and data center space on a pay-per-

use basis. 

Users have an allocated storage capacity and 

can start, stop, access and configure the VM 

and storage as desired. 

 PaaS - Refers to cloud computing services that 

supply an on-demand environment for 

developing, testing, delivering and managing 

software applications. 

Users access developing tools over the internet 

using APIs, web portals or gateway software.  

 SaaS - Refers to a method for delivering 

software applications over the Internet, on 

demand and typically on a subscription basis. 

Users can access SaaS applications and 

services from any location using a computer or 

mobile device that has internet access.  

Cloud computing plays a main role for Big Data; not 

because it provides infrastructure and tools, but also because 

it is a business prototypical that Big Data analytics can 

follow (e.g. Analytics as a Service (AaaS) or Big Data as a 

Service (BDaaS)) [14].  

Big data in cloud atmospheres can help organizations 

define, evaluate, and act on data aggregates in a simple and 

convenient way without requiring much physical server 

space. 

Big data bases from the cloud and Web are warehoused in 

a distributed fault-tolerant database and managed through a 

programing model for large datasets with a parallel-

distributed algorithm in a cluster, the following diagram 

illustrates the use of cloud computing in big data analysis. 
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Figure 4: Diagram showing cloud computing usage in big data [9] 

 

Big data and cloud computing are both the fastest-moving 

technologies from the last decade, so there is a need to 

integrate the two technologies together to come up with a 

new defined technology which will solve the present 

problems in either big data alone or cloud computing alone. 

The main aim of this article is to comprehensively review 

the integration between cloud computing based approach on 

big data analytics by reviewing cloud computing services, 

types and its usage in big data analytics and also to find out 

some challenges countered on the cloud computing approach 

in big data analysis. 

2. LITERATURE SURVEY 

Storage and data transport are technology problems, which 

seem to be answerable in the near-term, but represent 

longterm challenges that require research and new paradigms 

[15]. 

According to [8], in his research titled ‗Big data analytics‘, 

discussed the possibility of analyzing huge data collections ( 

mostly of unstructured data such as emails, blogs, Twitter, 

Facebook posts, images, and videos estimated that in 2015, 8 

Zettabytes (Zetta=1021) ) with clusters of thousands of  low-

cost computers to discover arrays in the data that have many 

applications but he warned that analyzing gigantic volumes 

of data obtainable in the Internet has the potential of 

imposing on our confidentiality. 

[16], provided a synopsis on the topic of Big Data on how 

the current problem can be addressed from the perspective of 

Cloud Computing and its programming frameworks, they 

focused on those systems for large-scale analytics grounded 

on the MapReduce scheme and Hadoop, its open-source 

implementation. 

To address the challenge of storing, managing, and creating 

values from the service-oriented big data have become an 

important research challenge, to address this challenge 

Zheng et al [17], provided an overview on service-generated 

big data and Big Data-as-a-Service in which  Big Data-as-a-

Service, including Big Data Infrastructure-as-a-Service, Big 

Data Platform-as-a-Service, and Big Data Analytics 

Software-as-a-Service, is employed to provide common big 

data related services (e.g., accessing service-generated big 

data and data analytics results) to users to enhance efficiency 

and reduce cost. 

High volumes of event data produced by the execution of 

processes during the business lifetime thwart business users 

from proficiently accessing timely analytics data, in their 

article Vera et al [18], presented a technological solution 

using a big data approach to provide business analysts with 

visibility on distributed process and business performance by 

proposing an architecture which allow users to evaluate 

business performance in highly distributed environments 

with a short time response. 

Demchenko et al [19] discussed a nature of Big Data that 

may originate from different scientific, industry and social 

activity domains and proposes improved Big Data definition 

that includes the following parts: Big Data properties (also 

called Big Data 5V: Volume, Velocity, Variety, Value and 

Veracity), data models and structures, data analytics, 

infrastructure and security they also discussed paradigm 

change from traditional host or service based to data centric 

architecture and operational models in Big Data.  

Schmidt et al [20], developed a framework that reckons the 

alternatives for executing Big Data applications using cloud-

services and identified the strategic areas supported by these 

Alternatives, they created framework that clarified the 

options for Big Data initiatives using cloud-computing and 

thus improved the strategic alignment of Big Data 

applications. 
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In their research titled ‗Towards Service-Oriented Enterprise 

Architectures for Big Data Applications in the Cloud‘, 

Zimmerman et al [21], proposed a new integration model for 

service-oriented Enterprise Architectures on basis of ESARC 

- Enterprise Services Architecture Reference Cube, which 

was their earlier developed service-oriented enterprise 

architecture classification framework, with MFESA - 

Method Framework for Engineering System Architectures - 

for the design of service-oriented enterprise architectures, 

and the systematic development, diagnostics and 

optimization of architecture artifacts of service-oriented 

cloud-based enterprise systems for Big Data applications. 

 Zhang et al [22] proposed two online algorithms: an online 

lazy migration (OLM) algorithm and a randomized fixed 

horizon control (RFHC) algorithm , for optimizing at any 

given time the choice of the data center for data aggregation 

and processing, as well as the routes for transmitting data 

there and careful comparisons among these online and 

offline algorithms in accurate settings were conducted 

through widespread experiments, which determine close-to-

offline-optimum performance of the online algorithms. 

According to [23], the main objective of cloud computing is 

to share resources, which consist of infrastructure, platform, 

software, and business process and when those resources are 

provisioned as services, the value of cloud computing is 

realized, this also comes in servicelization which is  the way 

of offering social networking services, big data analytics, 

and mobile Internet services, in short, ―everything as a 

service‖ is creating a Big Services age due to the 

foundational architecture (i.e., Service-Oriented 

Architecture) of services computing. 

Bi et al [24],presented a work which clarified the necessities 

of predictive systems, and identified research challenges and 

opportunities on BDA to support cloud-based information 

systems. 

As per Rajinder et al [25], a global architecture was proposed 

for QoS based scheduling for big data application to 

distributed cloud datacenter at two levels which are coarse 

grained and fine grained, at coarse grain level, appropriate 

local data center was chosen based on network distance 

between user and data center, network throughput and total 

available resources using adaptive K nearest neighbor 

algorithm while at fine grained level, probability triplet (C, I, 

M) is predicted using naïve Bayes algorithm which provides 

probability of new application to fall in compute intensive 

(C), input/output intensive (I) and memory intensive (M) 

categories, each data center was then  changed into a pool of 

virtual clusters capable of executing specific category of jobs 

with specific (C, I, M) requirements using self-organized 

maps.  

Shang et al [26], proposed a lightweight approach for 

detecting differences between pseudo and large-scale cloud 

deployments, their approach made use of the readily-

available yet rarely used execution logs from these 

platforms, the approach abstracts the execution logs, 

recovers the execution sequences, and compares the 

sequences between the pseudo and cloud deployments. 

Grolinger et al [27], identified challenges that were grouped 

into four main categories corresponding to Big Data tasks 

types: data storage (relational databases and NoSQL stores), 

Big Data analytics (machine learning and interactive 

analytics), online processing, and security and privacy. 

Additionally, current efforts aimed at improving and 

extending MapReduce to address identified issues and 

challenges MapReduce faces when handling Big Data. 

According to Zhang et al [28], a scalable multidimensional 

anonymization method for big data privacy protection was 

proposed by using Map Reduce on cloud, in their approach, 

a highly scalable median-finding algorithm merging the idea 

of the median of medians and histogram technique is 

proposed and the recursion granularity was controlled to 

achieve cost-effectiveness. 

Suciu et al [29], analyzed current mechanisms and methods 

of firmly incorporating big data processing with cloud 

Machine to Machine (M2M) systems based on Remote 

Telemetry Units (RTUs) and proposed a converged E-Health 

architecture built on Exalead Cloud View, a search based 

application. 

As per Terzo et al [30], a DaaS approach for intelligent 

sharing and processing of large data gatherings with the aim 

of abstracting the data location (by making it suitable to the 

needs of sharing and retrieving) and to fully decouple the 

data and its processing was proposed,  the aim of their 

methodology was to build a Cloud computing platform, 

offering DaaS to support large communities of users that 

need to share, access, and process the data for collectively 

building knowledge from data. 

Patel et al [31], reported the experimental work on big data 

problem and its optimal solution using Hadoop cluster, 

Hadoop Distributed File System (HDFS) for storage and 

using parallel processing to process large data sets using 

Map Reduce programming framework, they prototyped 

implementation of Hadoop cluster, HDFS storage and Map 

Reduce framework for processing large data sets by 

considering prototype of big data application scenarios. 

Assunção et al [14], critised AaaS/BDaaS, as it brings 

several challenges because the customer and provider‘s staff 

are much more involved in the loop than in traditional Cloud 

providers offering infrastructure/platform/software as a 

service. 

By what means cloud computing can give a clarification for 

big data with cloud services and open-source cloud software 

tools for treatment of big data issues have been clearly 

explained by Bahram et al [32], they also explained the role 

of cloud architecture in big data, the role of major cloud 

service layers in big data, and the role of cloud computing 

systems in handling big data in business intelligence models. 

Ahuja et al [33], scrutinized the present developments and 

features of Big Data, its examination and how these are 

offering challenges in data collection, storage and 

management in cloud computing. 
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Cloud Computing provides scalability with respect to the use 

of resources, low administration effort, flexibility in the 

pricing model and mobility for the software user, due to 

these circumstances, it is understandable that the Cloud 

Computing paradigm benefits large projects, such as the 

ones related with Big Data and BI [34]. 

3. METHODOLOGY 

The methodology adopted by this study was ‗Literature 

readings from previous researchers and then analysed what 

have been previously done in the field of Cloud computing 

merged with big data‘. The study consulted different sources 

on the Internet to establish evidence and facts about big data 

analytics and cloud computing, the author went further on 

finding the sources about the integration of cloud computing 

approach on the big data analysis. Where possible the 

websites of the specific resource were visited, for example 

website of some journals that only put materials in html 

format rather than pdf or documents. The reviewed 

literatures are mostly available on the Internet and where 

possible in some areas algorithm were modified to facilitate 

the discussion. So generally secondary source of data were 

mainly used in a large part to come up to conclusion.  

 
4.  DISCUSSION AND CHALLENGES 
The discussion, technology about integrating cloud based 

approach on big data analysis, concepts and models from 

different literatures involves different analysis and 

interpretation.  

Integrating Cloud computing with big data seems to be a 

savior approach to the current crisis of data storage which 

requires a huge servers or storage devices with maximum 

care about data loss. 

The approach itself has some drawbacks as it have been 

observed in some literatures, like the use for example of 

MapReduce which seems to be a very new approach in big 

data processing in cloud computing has the weakness in 

supporting updates and recapture from disasters during 

updating of the stored data, in transforming input data in 

files into a format needed by a certain DBMS and so many 

other weaknesses.  

Another new approach for cloud based computation for big 

data analysis is HADOOP database which seems to cover 

some weaknesses of MapReduce but itself has got some 

drawbacks like forcing users to use certain type of DBMS 

like mostly users must be required to use SQL rather than 

any other DBMS, which for current technological 

advancement is not necessary so it is required to develop an 

API (Application Program Interface) which can be integrated 

to any DBMS. 

Storing a large amount of big data in cloud may also pose 

another challenge in retrieving them because upon retrieving 

you may encounter another amount of data embedded with 

the data you stored which are not relevant to you, those kind 

of undesired data are commonly termed as noisy data 

(unrequired data which are retrieved with the significant or 

needed data) a real example of this is shown in figure below 

 

 
Figure 2: showing three data sources (Owners), sending and retrieving data from Cloud based server. 

 

In figure 2, it can be easily understood that the data owners 

1, 2, 3 can send data to be stored in cloud server in what we 

can say they send clean data, but upon retrieving by using 

either keywords or index words, it is possible for the data 

from data owner 1 be retrieved by data owner 2 if and only if 

the keywords are similar among the two data owners, so the 

data retrieved by owner 2 but belongs to data owner 3 are 

termed as noisy data by data owner 2. So this is one of the 

challenge big data face in cloud computing. 

Even though cloud computing provides minimal 

administrative costs of big data management, it also has 

some flaws in terms of security as it becomes very difficult 

to ensure maximum security in data stored in clouds. 
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5. CONCLUSION 

According to visited literature reviews, which brings about 

the secondary data sources and some few primary data 

sources, it seems that there are still some challenges in 

totally integrating cloud computing and big data analysis. 

The main aim of this study was to visit different literature in 

cloud-based approach on big data analysis and find out some 

challenges countering the integration between the cloud 

computing and big data analysis. The results of the literature 

review visited shown that there are still difficulties in using 

cloud based approach in big data analysis especially in terms 

of security and noisy data retrieved from cloud server as one 

can retrieve undesired data which were not intended to be 

retrieved but they are retrieved because of sharing the same 

keyword or index word, this makes duplication of data which 

may sometimes occupy unnecessary space required to be 

occupied by the required data item sets. 

Even if this paper has not fixed the complete theme about 

this important topic, confidently it has delivered some 

valuable argument and an outline for scientists. 

 
6. RECOMMENDATION AND FUTURE WORK 

In the future, research must be done on:  

 Ensuring security on the data stored in the 

cloud servers, and  

 Ensuring that the data stored in the cloud 

servers upon retrieval they must be obtained 

without the noisy data, which are termed so to 

mean data unrequired to be accessed at the time 

of retrieval. 
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