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Abstract: Man-in-The-Middle (MiTM) attack is one of the most intimidating forms of attack on a computing device where an attack
occurs without the victim having the slightest knowledge that a breach in security has occurred. These attacks are so smartly
planned that they are able to elude detection from most network instruction detection systems and they are capable of penetrating
sophisticated defenses. In the past, several systems have been developed to defend against MiTM attack, but they generated a lot of
false negative during testing and were unable to detect Man-in-The—Middle attack and its various forms. Hence, In this paper, we
proposed and simulated a Bayesian Belief Network model to predict Man-in-The-Middle attack. The model was designed using
Bayes Server and tested with data collected from cyber security repository. The model had a 99% prediction accuracy.
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1. Introduction

The evolution of the computer networks has brought communication amongst devices at a level never attained before. This
communication allows computing devices to process raw data and transfer information within a platform called network.

A network is a collection of devices such as computers, mobile handheld devices and other computer peripherals connected via a
communication medium or pathway that allow these devices to share files and resources amongst themselves.

This communication medium brings about interconnectivity between people and computing devices at very high stage that have
never been visualized before. With the advent of mobile handheld device like tablets and phones communication among devices
has become seamless thus leading to easy sharing of information among individuals.

Information (including sensitive ones) stored on server databases situated on several network can be easily accessed via computing
devices on the popular network of networks called the Internet.

In [1] it was stated that due to the interconnectivity of these networks, the chances of a security breach to these networks such as
unauthorized access, which can affect these connected devices is on the rise.

This act can be perpetrated by advanced persistent threat (APT) from either within or outside the network raising concerns over
network security which can be in form of network attacks.

[2] defined Network attack as a term used to describe an intrusive activity on a network and its devices by carefully analyzing the
network environment in order to retrieve information about network in order to exploit vulnerabilities of networks or open
channels, ports which may involve unauthorized access to resources.

However, there are several attacks that cause a breach to network and information passed along the communication channel. Of
these attacks, Man-in-the-middle attack is one of the most frightening forms of attack on a computing device where an attack
occurs without the victim having little or no knowledge that a breach in security has occurred as stated by [3].

A Man-in-The-Middle attack (MiTM) is classified as a type of cybersecurity attack that makes provision for an advanced persistent
threat (APT) to surreptitiously snoop in on a conversation (i.e. eavesdrop) on the communication channel between two computing
devices. The execution of the attack takes place in between two legitimately communicating hosts, allowing the attacker to meddle
on a conversation that they are not meant to listen to, hence the name “man-in-the-middle” for its position between two legitimate
communicating devices as stated by [4].

MITM attacks are categorized as one of the foremost forms of cyber attack with network security experts searching for ways to
prevent attackers from causing damage or eavesdropping on communication amongst computing devices.

In [5], a scenario of MiTM attack that occurred in an organization was made known where an advanced persistent threat
incorporated themselves in-between two hosts (client and a server). The attacker took control of communication amongst the two
computing device hereby intercepting data, files or information transferred amongst the devices. This attack paralyzed the
organization leading to a huge unaccountable loss.

Furthermore, there are several types of man in the middle attacks namely Rogue Access Point Attack, ARP Spoofing Attack,
MDNS Spoofing Attack, DNS Spoofing Attack, Eavesdropping Attack, IP Spoofing Attack, Email Hijacking Attack, HTTP
Spoofing Attack, SSL Spoofing Attack and Man-in the-Browser Attack respectively. Of the aforesaid types, Spoofing attacks are
the most perpetuated type of MiTM attack as stated by [6].
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In the past, several techniques have been utilized to mitigate MiTM attack in the works of [7], [8], [9], [10], [11], [12], [13], [14],
[15], [16] and [17] respectively they generated a lot of false negative during testing and were unable to detect Man-in-The—Middle
attack and its various kinds.

In this paper, we intend to employ Bayesian Belief Networks (BBN) for detecting Man-in-The-Middle attack. Bayesian Belief
Networks are complex probabilistic network that combines expert knowledge and observed datasets. It maps out cause and effect
relationships between variables and encodes them with probability that signify the amount in which one variable is probable to
influence another. In this paper, BBN was our technique of choice because of its capability to make predictive inference.

2. Related Works

In the past, several studies have been conducted on detecting Man-in-the-Middle attacks and its various kinds.

In [7], MiTM attacks were detected using a static analysis algorithm called Precise Timing. The system results showed the ability
to classify perpetuated MiTM attacks. However, the development and verification of the timing model for the system was very
expensive, time consuming, and error prone.

In [8], a system was proposed for detecting man-in-the-middle attacks using Secure Socket Layer (SSL) certificate. The system
allowed users to directly determine man-in-the-middle attack effectively. However, SSL authentication is time-consuming, it also
allows insecure encryption on a network which can aid execution of a MITM attack.

In [9], a system was developed to detect MiTM attack using a protocol called SignatureCheck. The system showed the ability to
detect man-in-the-middle attacks on SSL and TLS by detecting timing differences between a standard SSL session and executed
MITM attack. However, digital signatures have short lifespan, highly dependent on technology, SSL authentication is time-
consuming, also allows insecure encryption on a network which can aid execution of a MiTM attack.

In [10], a system was developed and framework proposed to detect session hijacking which is a kind of MiTM attack on computer
network. The system showed the ability to detect session hijacking attack effectively. However, the system failed to detect the
other types of MiTM attacks hereby detecting just one type of MiTM Attack which shows its biasness.

In [11] a system was proposed called MIDAS (Man-in-the-middle Distributed Assessment System). This system utilized pinning-
in-the-host techniques to pinning-in-the-net techniques, by enabling mechanisms to validate certificates as they travel through a
given network. The purpose of the system was to analyze between trusted and not trusted certificates as they pass through the
network. The Trust in certificates was achieved using Public Key Infrastructures (PKIs), which employ trusted certificate
authorities (CAs) to establish certificate validity chains. However, the system reasoning module based on Bayesian Network was
never built nor implemented.

In [12], a system was proposed for detecting man-in-the middle attacks using the timestamps of TCP packet headers. The system
accurately detects Man-in-the-Middle attacks with a low probability of false positives. However, the system was limited to non-
mobile systems showing its biasness.

In [13], a system was proposed that detected MiTM attack based on attack behaviour pattern using a machine learning technique
called K-Nearest Neighbor (KNN) Algorithm with Bregman divergence. The system results showed high ability to clearly
conclude that an MiTM attack had taken place. However, the KNN Algorithm employed is a lazy learner i.e. it does not learn from
the training data which is based on expert knowledge.

In [14], a system was developed that defended against MiTM Attack using Nash equilibrium and proposed a learning algorithm.
The system results showed the ability to efficiently detect MITM attacks. However, the Nash equilibrium technique utilized by the
system leads to untenable and sub-optimal outcomes.

In [15], a system was developed that utilized Ping Echo Analysis to detect MiTM attacks in LANs called Vesper. The system
results showed that Vesper is capable of detecting end-point, in-line, and in-point MiTM attacks. However, the ping echo utilized
by the system are often given low treatments by routing devices and hosts, network traffic description based on ping echo is likely
to be inaccurate due to measurement errors that emanates from ping echo usage.

In [16], a system was developed to detect MiTM attacks using a machine learning technique called decision tree. The system
solved the problem of selective jamming attacks in networks that leads to the execution of other attacks such as MiTM attack.
However, decision trees are also prone to errors in classification due to differences in perceptions.

In [17], recent works of intrusion detection by attack techniques were reviewed especially types of MITM attacks with
demonstration against SSL environment in the network layer. Awareness of MiTM attack was established and presented
precautionary measures against this kind of attack. However, no system was implemented to mitigate MiTM attacks.

3. Bayesian Belief Network

Bayesian Belief Network (BBN) is directed acyclic graphical model that uses probability to show conditional dependencies that
exist amongst nodes on a graph [18].1t is a complex probabilistic network that combine expert knowledge and observed datasets. It
maps out cause and effect relationships between variables and encodes them with probability that signify the amount in which one
variable is probable to influence another. Bayesian Network is based on the Bayes theorem which relies on probability.

www.ijeais.org/ijaisr

45


http://www.ijeais.org/ijaisr

International Journal of Academic Information Systems Research (1JAISR)
ISSN: 2643-9026
Vol. 4, Issue 4, April — 2020, Pages: 44-53

P(b/a)P(a)
Pa/b) ==
Where,

P(a) is the probability of event “a” happening without any information about event “b”. It is called the “Prior”.

P(a/b) is the conditional probability of event “a” happening given that event “b” has already occurred. It is otherwise called the
“Posterior”.

P(b/a) is the conditional probability of event “b” happening given that event “a” has already occurred. It is called the “Likelihood”.

P(b) is the probability of event “b” happening without any information about event “a”. It is called the “Marginal Likelihood”.

The Naive Bayes classifiers are often represented as a type of directed acyclic graph (DAG). The Directed Acyclic Graph (DAG)
comprises of vertices representing random variables and arrows connecting pairs of nodes. Figure 1 shows a pictorial
representation of a Bayesian Belief Network

)

Figure 1: A pictorial representation of a Bayesian Belief Network

Some advantages of this model are: it is quite speedy in making inferences; the resultant probabilities are easy to interpret with the
learning algorithm quite simple to comprehend and the model has the capability to adequately combine with utility functions to
make optimal inferences. In this paper, we intend to detect Man-in-the-Middle (MiTM) attack with its various kinds using
Bayesian Belief Network (BBN). A model consisting of 26 nodes where each node represents a form of network attack will be
designed using Bayes Server. A cybersecurity dataset will be used to train and test the system. Using the Pareto Principle, 80% of
the dataset will be utilized to train the model while the remainder will be employed in testing the model. The aim of the model is to
achieve a high level of detection accuracy of perpetuated MiTM attack.

4. Methodology

Simulation, Discussion and Results

The dataset used in training, testing and predicting Man-in-the-middle attack was retrieved from [19]. The dataset consist of 26
attacks and each attack has a value which represents the probability of such attack in causing Man-in-The-Middle attack. These
attacks are Eavesdropping Attack (EA), Application Attack (APPA), Address Resolution Protocol Spoofing Attack (ARP),
Scanning Attack (SA), Session Attack (SESA), Session Hijacking Attack (SHA), Man-in-The-Middle Attack (MITMA), Hypertext
Transfer Protocol Spoofing Attack (HTTPS), Malware (MAL), Network Ping (NP), Internet Protocol Spoofing Attack (IPSA),
Hacking Software Programs (HSP), Rogue Access Point Attack (RAP), Multicast Domain Network Server Spoofing Attack
(MDNSS), Domain Network Server Spoofing Attack (DNSS), Packet Sniffing (PS), Port Scanning Utility (PSU), Man-in-the-
Middle-Browser Attack (MITB), Protocol Analyzer (PAZ), Secure Socket Layer Spoofing Attack (SSLS), Internet Control
Message Protocol Packet Internet Groper (ICMP Ping), Email Hijacking Attack (EH), Session Replay Attack (SRA), Packet
Traffic Monitoring (PTM), IP Address and MAC Addresses associated with the MiTM attack. The figure 2 below shows a sample
of the cybersecurity dataset utilized to develop the BBN model in figure 3.
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Figure 2: Snapshot of Cybersecurity Dataset

The Bayesian model was designed using Bayes-Server platform. The Bayesian Belief Network for predicting Man-in-The-Middle
attack was designed such that the nodes on the network are linked based on the probability of an attack resulting to another. In our
model for an attack to be denoted as a Man-in-The-Middle attack such attack must have perform any of the following attacks; are
Eavesdropping Attack (EA), Application Attack (APPA), Address Resolution Protocol Spoofing Attack (ARP), Scanning Attack
(SA), Session Attack (SESA), Session Hijacking Attack (SHA), Hypertext Transfer Protocol Spoofing Attack (HTTPS), Internet
Protocol Spoofing Attack (IPSA), Rogue Access Point Attack (RAP), Multicast Domain Network Server Spoofing Attack
(MDNSS), Domain Network Server Spoofing Attack (DNSS), Session Replay Attack (SRA), Man-in-the-Middle-Browser Attack
(MITB), Secure Socket Layer Spoofing Attack (SSLS) and Email Hijacking Attack (EH) respectively.
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Figure 3: Bayesian Belief Network Model for Detecting Man-in-The-Middle Attack.
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The above dataset in figure 2 was employed by the Bayes Server Simulator to design the BBN model for detecting Man-in-The-
Middle attack and its various kinds which is shown in figure 3 below.

After designing the BBN model from the cybersecurity dataset as shown in figure 3 above, to mathematically represent our BBN
model we have:
Man — in — The — Middle Attack

26
= 1_[ P(Attack;|Parents(Attack;) 2)

i=1

Where,
Attack: Node with an attack
Parents (Attack;) = Nodes that converge on Attack;.

The dataset was used to train and test the model. Upon completion of training and testing the BBN model, the test data converged
at time series 2. The log likelihood value for each case was recorded.

Figure 4, 5, 6,7,8 and 9 shows log likelihood batch query chart for predicting Man-in-The-Middle attack , feature importance chart
for nodes in the model, the in-sample anomaly detection chart, the log likelihood attack graph for detecting Man-in-The-Middle
attack, the mesh query plot for the loglikelihood chart and Man-in-The-Middle Attack detection results chart respectively. The
result generated from the simulation indicated that the network was able to predict 99% MiTM attack on the dataset accurately and
it had a log likelihood of 26.21 on the test dataset.

oy S T . LS. NS T W 2 el

Figure 4: The Loglikelihood Chart Batch Query for Detecting Man-in-The-Middle Attack

This loglikelihood chart batch shows the result of the test data.

In Experiment 1: the value of Predict(MITMA) was 0.501 compared to 0.500827709584672 and the value of Predict(DNSS) was
0.000939 compared to  0.000939165772681049, Predict(ARPS) was 0.53 compared to 0.530423268937056, Predict(RAP) was
0.221 compared to 0.22051187591599, Predict(HTTPS) was 0.458 compared to 0.458435315306961, Predict (IPSA) was 0.666
compared to 0.665730880418207 and Predict(SSLS) was 0.115 compared to 0.114506542769504.

Experiment 2: the value of Predict(MITMA) was 0.337 compared to 0.337365793213798, Predict(DNSS) was 0.705 compared to
0.705495650811725, Predict(ARPS) was 0.84 compared to 0.840028317504334, Predict(RAP) was 0.832 compared to
0.832028302705737, Predict(HTTPS) was 0.195 compared to 0.195252655965284, Predict(IPSA) was 0.99 compared to
0.990376351715899 and Predict (SSLS) was 0.591 compared to 0.590890435110309.
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Experiment 3: the value of Predict(MITMA) was 0.461 compared to 0.460851794004761, Predict(DNSS) was 0.908 compared to
0.908040834959557, Predict(ARPS) was 0.853 compared to 0.852759241898598, Predict(RAP) was 0.57 compared to
0.570365625961246, Predict(HTTPS) was 0.396 compared to 0.396265075715765, Predict(IPSA) was 0.146 compared to
0.146071005660792 and Predict (SSLS) was 0.851 compared to 0.850814013147289 through to Experiment 10. Hence, the
system results showed a 0.01% value difference between the prediction results and original test data of 100% resulting to 99%
prediction accuracy.
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Figure 5: The Feature Importance Chart for Nodes in the Model

The Feature Importance Chart shows p-value of the variable (nodes), feature and mutual information in reference to the Man-in-
The-Middle attack node.

The p-value signifies the likelihood (probability)of the nodes being involved in the execution of a Man-in-The-Middle attack.
Feature signifies that the said attack in involved in the pertuated Man-in-The-Middle attack. The check box is checked if that
particular node is fully involved in the said attack.

The mutual information shows the relationship with nodes directly connected to one another (i.e. in this case the direct relationship
of the nodes with the Man-in-The-Middle attack node) and assigned a value.

The Significance level signifies the margin of error in the detection of Man-in-The-Middle attack.
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Figure 6: The In-sample Anomaly Detection Chart
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The In-sample Anomaly Detection Chart shows 10 experimental results of detecting Man-in-The-Middle attack. Each Case is
assigned an ID(Identification value) which is the value of the Predict(MITMA) in Figure.4.The IsAnomaly checkbox is checked to
identify that each case is an executed Man-in-The-Middle attack. The 10 cases of Man-in-The-Middle attack has a case count value
of 5.573 (weighted) which signifies the importance of the cases leading to a execution of a MiTM attack. The tolerance is the
margin of error that could be encoutered as regards to the detection of the Man-in-The-Middle attacks.

After the BBN model in figure 3 was designed and simulated, a loglikelihood attack graph was generated and shown in figure 7
below.

(B Data plet e | L

Figure 7: The Loglikelihood Attack Graph for Detecting Man-in-The-Middle Attack

This loglikelihood graph for detecting Man-in-The-Middle attack shows the residual values on the vertical axis plotted against the
loglikelihood values on the horizontal axis which are independent variables. A residual value is a measure of how much a
regression line vertically misses a data point. Regression lines are the best fit of a set of data. The lines are categorized as averages;
a few data points will fit the line and others will miss. Ideally, residual values should be equally and randomly spaced around the
horizontal lines.

The values obtained from the horizontal lines on the graph are the residual values while the values obtained on the vertical lines are
the loglikelihood values.

In this loglikelihood attack graph, 10 experimental cases were conducted and generated the following results: 25.21, 25.30, 25.35,
25.40, 25.43, 25.50, 25.61, 25.62, 25.63, and 26.21 residual values; loglikelihood values of -24.37, -24.79, -24.85, -24.89, -24.91,-
24.93,-24.95, -25.14, 25.21,-25.28 and -25.37 respectively.

The generated results showed the progression in detecting an MiTM attack in each experimental case, as the simulation was
conducted, the loglikelihood values was getting larger and closer to the optimal result. It is of note that the higher the loglikelihood,
the better the accuracy. The highest values attained in the attack graph for the residual and loglikelihood are 26.21 and -25.37
respectively. Hence, the difference between the aforesaid residual and loglikelihood values is 0.84 which serves as the predicted
value.

To obtain the detection accuracy percentage, we find the difference between the apex residual value (26.40) and the predicted value
(0.84). Note the apex residual value stands as the 100% mark. Hence, 26.40 - 0.84 = 25.56 which is equivalent to 99.16% detection
accuracy.
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Figure 8: The Mesh Query Plot for the Loglikelihood of a Single Attack (Address Resolution Protocol Spoofing, [ARP]) Being
involved in a Man-in- The-Middle Attack.

The mesh query plot shows the loglikelihood/likelihood of a node in this case Address Resolution Protocol Spoofing attack (ARP)
being involved in the execution of a Man-in-The-Middle attack (MITMA). The Node (Man-in-The-Middle Attack.) is plotted on
the Y-axis and the other Address Resolution Protocol Spoofing attack (ARP) plotted along the X-axis.

In this context, the Red contour signifies the likelihood of an ARP being involved in a Man-in- The-Middle attack with the contour
ranging from interval -1.500 to 1.600 on the Y-axis and interval -1.500 t01.500 on the X-axis.
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Figure 9: Man-in-The-Middle Attack Detection Results Chart

The Yellow contour shows the loglikelihood of an ARP being involved in a Man-in- The-Middle attack with the contour ranging
from interval -0.700 to 0.550 on the Y-axis and interval -0.960 to 1.000 on the X-axis. Figure 9 below displays the Man-in-The-
Middle attack detection results derived from the simulation carried out.

This chart shows the probabilities of 14 main attacks namely are Application Attack (APPA), Address Resolution Protocol
Spoofing Attack (ARP), Domain Network Server Spoofing Attack (DNSS), Eavesdropping Attack (EA), Email Hijacking Attack
(EH), Hypertext Transfer Protocol Spoofing Attack (HTTPS), Internet Protocol Spoofing Attack (IPSA), , Man-in-the-Middle-
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Browser Attack (MITB), Multicast Domain Network Server Spoofing Attack (MDNSS), Rogue Access Point Attack (RAP),
Scanning Attack (SA), Session Attack (SESA), Session Hijacking Attack (SHA) and Secure Socket Layer Spoofing Attack
(SSLS) respectively.

This detection results showed the probability of having all the aforementioned attacks involved in a Man-in-The-Middle attack
denoted as:

P(Man-in-The-Middle Attack] SESA,SHA ,APPAEA, SA, HTTPS, IPSA ARPS,MITB, EH, MDNSS, DNSS, RAP, SSLS) =
0.839759.

From the experiment it can be seen that our model has a higher residual log likelihood value which is 26.21 and a 99.16% residual
loglikelihood percentage accuracy value. Comparing the 99.16% detection accuracy value from the experiments conducted by Li et
al (2017) and Feng and Louise (2013) which are 94% and 89% respectively, it is obvious our model has a better prediction
accuracy. The higher prediction accuracy achieved by our model could be due to the size of the dataset used in training and testing
the model.

5. Conclusion

Man-in-the-Middle attack detection is very difficult because of its intelligent execution pattern. To defend a network, cybersecurity
experts need to improve on existing technologies for detecting Man-in-The-Middle attacks. In this paper we utilized a Bayesian
Belief Network model to predict Man-in-The-Middle attack. The network had 26 nodes with each node representing a unique
attack. The BBN model in figure 3 was trained and tested and it had an accuracy of 99% in predicting Man-in-The-Middle attack.
The system can be utilized on computer network infrastructures to provide information which will be used to safeguard computer
networks. It will also bring about improvement in the following areas: Man-in-the-Middle Attack Prediction, Man-in-the-Middle
Attack Detection and Computer Network Security in general. Future research should be geared towards improving Man-in-The-
Middle attacks prediction using Masked IP addresses and devices that utilizes network traffic signal jammers softwares.
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