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Abstract: The purpose of a system of physical protection of information sources is to prevent the intruder from infiltrating the 

protected information sources and to warn of natural disasters, primarily fire. Engineering constructions create barriers that prevent 

the spread of threats to information sources. The uncertainty of the types and timing of threats to information, the number and 

variety of means of protecting information, and the lack of time in emergencies place high demands on the management of 

physical means of information protection. 
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     INTRODUCTION 

1. System of physical protection of information sources 

2. Engineer protection of information 

The purpose of the physical protection system is to prevent the intruder from infiltrating the protected information sources and to 

warn of natural disasters, especially fire. 

Engineering constructions create barriers that prevent the spread of threats to information sources. 

The uncertainty of the types and timing of threats to information, the number and variety of means of protecting information, and 

the lack of time in emergencies place high demands on the management of physical means of information protection. 

Management should ensure that: 

• Implementation of general principles of information protection; 

• Coordination of the physical protection system of information and its leakage protection system in a single framework; 

• make operational decisions on information security; 

• Monitoring the effectiveness of safeguards. 

METHODS 

Regulations for the management of physical protection systems are set out in information security guidelines. However, the 

guidelines do not cover all situations. The means of the physical defense system must ensure that the correct conclusions are drawn 

in the event of atypical situations in the context of time constraints. 

The structure of the physical protection system is diverse: from a simple locked wooden door to an automated security system. A 

generalized schematic of the physical protection system is shown in Figure 7. 

The need for engineering protection and technical protection of facilities is confirmed by statistics, that is, if more than 50% of 

infiltration is carried out by employees and customers on freely accessible facilities, only 5% of strong security regime weather 

ect. 

Figure 16.1. The structure of the system of physical protection of the information source 

Information security is provided by the following: 

• Natural and man-made roadblocks that may interfere with the information (or valuables) of the intruder and the disaster; 
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• Blocking devices for control and management systems. 

Natural barriers include areas (ditches, ravines, cliffs, rivers, dense forests, and forests) that are difficult to walk on or near the 

organization, and should be used to strengthen boundaries. 

Artificial barriers are man-made and differ significantly from natural barriers in their design and resistance to destructive 

influences. They include various walls, floors, ceilings, building windows, and so on. relevant 

The windows are reinforced with mechanical glass and metal bars. 

The final boundaries of protection are metal cabinets, safes. Therefore, high demands are placed on their mechanical strength. 

Metal lockers are designed to store documents, valuables, and small amounts of money that are not highly classified. The 

reliability of the cabinets depends only on the strength of the metal and the secrecy of the locks. 

Figure 16.2 shows a typical structure of a complex of technical means of protection of objects. A sensor is a technical device that 

generates an alarm signal when it is subjected to mechanical force and field by an intruder. 

The alarm loop forms an electrical circuit that provides electrical connection to the sensors and receiver-control devices. 

The receiver-control point is designed to receive and process signals from the sensors, to inform security personnel about the 

arrival of alarm signals using sound and light signals, malfunctions of sensors and plumes. 

Figure 16.2. Model structure of a complex of technical means of protection of objects 

Television surveillance systems are now widely used. The system also includes on-duty lighting devices that provide the required 

level of illumination in the protected area at night  . 

The operation of an autonomous security system is costly. For this reason, centralized security systems are widely used. In this 

system, the issue of neutralizing intentional violations is common to several organizations. 

Examples of centralized security are savings bank branches, small firms, private houses, country houses, and apartments. 

RESULTS 

Natural barriers include areas (ditches, ravines, cliffs, rivers, dense forests, and forests) that are difficult to walk on or near the 

organization, and should be used to strengthen boundaries. 

Artificial barriers are man-made and differ significantly from natural barriers in their design and resistance to destructive 

influences. They include various walls, floors, ceilings, building windows, and so on. relevant 

The windows are reinforced with mechanical glass and metal bars. 

The final boundaries of protection are metal cabinets, safes. Therefore, high demands are placed on their mechanical strength. 

Metal lockers are designed to store documents, valuables, and small amounts of money that are not highly classified. The 

reliability of the cabinets depends only on the strength of the metal and the secrecy of the locks. 

Figure 16.2 shows a typical structure of a complex of technical means of protection of objects. A sensor is a technical device that 

generates an alarm signal when it is subjected to mechanical force and field by an intruder. 

The alarm loop forms an electrical circuit that provides electrical connection to the sensors and receiver-control devices. 

The receiver-control point is designed to receive and process signals from the sensors, to inform security personnel about the 

arrival of alarm signals using sound and light signals, malfunctions of sensors and plumes. 

Figure 16.2. Model structure of a complex of technical means of protection of objects 

Television surveillance systems are now widely used. The system also includes on-duty lighting devices that provide the required 

level of illumination in the protected area at night  . 
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The operation of an autonomous security system is costly. For this reason, centralized security systems are widely used. In this 

system, the issue of neutralizing intentional violations is common to several organizations. 

DISCUSSION 

The need for engineering protection and technical protection of facilities is confirmed by statistics, that is, if more than 50% of 

infiltration is carried out by employees and customers on freely accessible facilities, only 5% of strong security regime weather 

ect. 

Figure 16.1. The structure of the system of physical protection of the information source 

Information security is provided by the following: 

• Natural and man-made roadblocks that may interfere with the information (or valuables) of the intruder and the disaster; 

• Blocking devices for control and management systems. 

Natural barriers include areas (ditches, ravines, cliffs, rivers, dense forests, and forests) that are difficult to walk on or near the 

organization, and should be used to strengthen boundaries. 

Artificial barriers are man-made and differ significantly from natural barriers in their design and resistance to destructive 

influences. They include various walls, floors, ceilings, building windows, and so on. relevant 

The windows are reinforced with mechanical glass and metal bars. 

The final boundaries of protection are metal cabinets, safes. Therefore, high demands are placed on their mechanical strength. 

CONCLUSION 

The purpose of the physical protection system is to prevent the intruder from infiltrating the protected information sources and to 

warn of natural disasters, especially fire. 

Engineering constructions create barriers that prevent the spread of threats to information sources. 

The uncertainty of the types and timing of threats to information, the number and variety of means of protecting information, and 

the lack of time in emergencies place high demands on the management of physical means of information protection. 
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