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Abstract: In order to benefit from the ubiquity of the Internet, work has been done to create a virtual private network VPN that 

effectively resists network attacks and allows businesses to actively and securely use open networks. As a result, in the early 

1990s, the concept of a virtual private network VPN was created. The term "virtual" was coined to indicate that a connection 

between two nodes is considered temporary. In fact, this connection is permanent, not fixed, and only exists when traffic passes 

over an open network. 
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        INTRODUCTION 

1. The concept of VPN and its types 

2. Classification of VPN networks 

3. Basic types of VPN network building 

In order to benefit from the ubiquity of the Internet, efforts have been made to create a virtual private network VPN that can 

effectively resist network attacks and allow businesses to actively and securely use open networks. As a result, in the early 1990s, 

the concept of a virtual private network VPN was created. The term "virtual" was coined to indicate that a connection between two 

nodes is considered temporary. In fact, this connection is permanent, not fixed, and only exists when traffic passes over an open 

network. 

 

METHODS 

The protection of information during the transmission through the VPN tunnel is based on the following tasks: 

• authenticate the parties involved; 

• cryptographic encryption of transmitted data; 

• Verification of the authenticity and integrity of the information provided. 

Routers are used to create protected channels according to this method of building a VPN. Since all information from the local 

network passes through the router, it is natural to load it with encryption. Examples of router-based VPN devices are Cisco-

Systems devices. 

VPN based on firewalls. 

Most manufacturers' firewalls support tunneling and data encryption functions. An example of a firewall-based solution is Check 

Point Software Technologies' Fire Wall-1. Personal 

computer-based firewalls are only used in networks with relatively small amounts of transmitted information. The disadvantages 

of this method are the high cost of the solution per worker and the fact that productivity depends on the hardware that runs the 

firewall. 

Software-based VPN. 
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While software-based VPN products lag behind a specialized device in terms of performance, they are powerful enough to 

implement VPNs. It should be noted that the requirements for the required bandwidth for remote use are not high. Therefore, the 

software products themselves provide sufficient performance for remote use. The undoubted advantages of software products are 

flexibility and ease of use, as well as relatively low cost. 

VPN based on specialized hardware. 

The most important advantage of VPNs based on specialized hardware is high productivity. Encryption in specialized VPN 

systems on chips allows for speed. Specialized VPNs provide a high level of security, but their cost is much higher. 

VPN classification by OSI model 

Channel level VPN 

The VPN tools used in the channel layer of the OSI model allow encapsulation of various third-level (and higher) layer traffic and 

build virtual tunnels in a "point-to-point" language (from a router to a router or from a personal computer to a local area network 

gateway). 

Network-level VPN. 

Network-level VPN-products encapsulate IP to IP. One of the most common protocols at this level is the SKIP protocol. However, 

this protocol is gradually being pushed out by the IPSec (IPSecurity) protocol, which is called for authentication, tunneling, and 

encryption of IP packets. 

Session-level VPN 

Some VPNs use a method called "circuit proxy". This method works on the transport layer and retransmits a separate traffic for 

each socket from the protected network to the public Internet. (An IP socket is identified by a combination of a TCP connection 

and a specific port or UDP. The TCP / IP stack does not have a fifth session level, but socket operations are often referred to as 

session level operations.) 

 

RESULTS 

The VPN tools used in the channel layer of the OSI model allow encapsulation of various third-level (and higher) layer traffic and 

build virtual tunnels in a "point-to-point" language (from a router to a router or from a personal computer to a local area network 

gateway). 

While software-based VPN products lag behind a specialized device in terms of performance, they are powerful enough to 

implement VPNs. It should be noted that the requirements for the required bandwidth for remote use are not high. Therefore, the 

software products themselves provide sufficient performance for remote use. The undoubted advantages of software products are 

flexibility and ease of use, as well as relatively low cost. 

 

DISCUSSION 

VPN based on firewalls. 

Most manufacturers' firewalls support tunneling and data encryption functions. An example of a firewall-based solution is Check 

Point Software Technologies' Fire Wall-1. Personal 

computer-based firewalls are only used in networks with relatively small amounts of transmitted information. The disadvantages 

of this method are the high cost of the solution per worker and the fact that productivity depends on the hardware that runs the 

firewall. 

Software-based VPN. 
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While software-based VPN products lag behind a specialized device in terms of performance, they are powerful enough to 

implement VPNs. It should be noted that the requirements for the required bandwidth for remote use are not high. Therefore, the 

software products themselves provide sufficient performance for remote use. The undoubted advantages of software products are 

flexibility and ease of use, as well as relatively low cost. 

CONCLUSION 

In order to benefit from the ubiquity of the Internet, efforts have been made to create a virtual private network VPN that can 

effectively resist network attacks and allow businesses to actively and securely use open networks. As a result, in the early 1990s, 

the concept of a virtual private network VPN was created. The term "virtual" was coined to indicate that a connection between two 

nodes is considered temporary. In fact, this connection is permanent, not fixed, and only exists when traffic passes over an open 

network. 
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