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Abstract: Information security refers to the protection of accidentally or intentionally affected information of a natural or artificial 

nature and the infrastructure that supports it. and can cause serious damage to information-supporting infrastructure. 
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INTRODUCTION 

The state system of information protection represents a set of agencies and executors, as well as objects of protection, which use 

information security techniques. This system is organized and operates in accordance with the legal, organizational and regulatory 

documents in the field of information security. At the same time, it is an integral part of the country's national security system and 

is aimed at protecting national security from internal and external threats in the field of information. 

The concept of information security. 

Information security refers to the protection of accidentally or intentionally affected information of a natural or artificial nature and 

the infrastructure that supports it. Such impacts affect information relationships, including information owners, information users 

and information. can cause serious damage to the infrastructure that supports protection. 

 

METHODS 

Information security policy 

Measures to establish the Center for Development of Electronic Government and Information Security Centers under the State 

Committee for Communications, Information and Telecommunication Technologies of the Cabinet of Ministers of the Republic of 

Uzbekistan dated September 16, 2013 The centers were established and put into operation by the decision of the President of the 

Republic of Tajikistan. 

The protection of information must ensure the prevention of damage caused by the voluntary loss of information (theft, tampering, 

falsification). Information security measures should be organized in accordance with applicable laws and regulations on 

information security and in the interests of information users. To ensure a high level of information protection requires the solution 

of complex scientific and technical problems and the improvement of security tools on a regular basis. 

Today, there are three main principles that ensure information security: integrity of information, confidentiality of information, and 

access to information for all users with access rights; In addition, some areas of activity (law enforcement, defense and special 

structures, banking and financial institutions, information networks, public administration) have high requirements for the 

reliability of their information systems, depending on the importance and nature of the issues addressed in them. security requires 

special precautions. 

The effectiveness of information security is determined by its timeliness, activity, continuity and complexity. Comprehensive 

protection measures eliminate dangerous channels through which information can be disseminated. However, a single channel of 

information that is left open can drastically reduce the effectiveness of the entire protection system. 

There are three components that are interconnected in terms of information security in computer systems: information; hardware 

and software; attention is paid to service personnel and users. 

The principles of information security can be divided into three groups: the use of information security in legal, organizational and 

technical intelligence protection, and the use of computer technology in information processing. 

The practice of using information security systems shows that only complex information security systems can be effective. 
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In addition to the basic methods used by the user to protect information, the method of spiritual and educational protection of 

information plays a very important role. It is a person, an employee of an enterprise or organization, who is aware of confidential 

information, accumulates a lot of information in his memory, and in some cases can become a source of information leakage, and 

through his fault, others illegally access this information. will have. Educating the employee in the method of spiritual and 

enlightenment protection of information, carrying out special work with him aimed at the formation of certain qualities, views 

(patriotism, explaining the importance of information protection for him personally) and training in the rules and methods of 

information protection, the formation of practical skills in working with confidential media. 

In crime prevention It is a complex system of licensing of organizations in the field of information security, including certification 

of information security tools and certification of information facilities on information security requirements, training, special 

communication systems, organization of research and development. The state system of information protection operates on the 

basis of the following laws and regulations: 

- The Constitution of the Republic of Uzbekistan; 

- Law on Protection of State Secrets; 

- Law on Informatization; 

- Law on Certification of Products and Services 

- Law on Licensing of Certain Types of Activities 

- Law on Standardization 

- Law on Communications 

- Law on Telecommunications 

- Law on Guarantees and Freedom of Information 

- Law on Principles and Guarantees of Freedom of Information 

- Law on Electronic Document Management; 

- Law on Electronic Digital Signature; 

- Law on Electronic Commerce 

- Decrees and resolutions of the President of the Republic of Uzbekistan; 

- Resolutions of the Cabinet of Ministers of the Republic of Uzbekistan; 

-Ministry, other institutions, agencies and other legal acts in the field of information security. 
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communication systems, organization of research and development. The state system of information protection operates on the 

basis of the following laws and regulations: 

- The Constitution of the Republic of Uzbekistan; 

- Law on Protection of State Secrets; 

- Law on Informatization; 

- Law on Certification of Products and Services 

- Law on Licensing of Certain Types of Activities 

- Law on Standardization 

- Law on Communications 

- Law on Telecommunications 

- Law on Guarantees and Freedom of Information 

- Law on Principles and Guarantees of Freedom of Information 

- Law on Electronic Document Management; 

- Law on Electronic Digital Signature; 

- Law on Electronic Commerce 

- Decrees and resolutions of the President of the Republic of Uzbekistan; 

- Resolutions of the Cabinet of Ministers of the Republic of Uzbekistan; 

-Ministry, other institutions, agencies and other legal acts in the field of information security. 

DISCUSSION 

The protection of information must ensure the prevention of damage caused by the voluntary loss of information (theft, tampering, 

falsification). Information security measures should be organized in accordance with applicable laws and regulations on 

information security and in the interests of information users. To ensure a high level of information protection requires the solution 

of complex scientific and technical problems and the improvement of security tools on a regular basis. 

Today, there are three main principles that ensure information security: integrity of information, confidentiality of information, and 

access to information for all users with access rights; In addition, some areas of activity (law enforcement, defense and special 

structures, banking and financial institutions, information networks, public administration) have high requirements for the 

reliability of their information systems, depending on the importance and nature of the issues addressed in them. security requires 

special precautions. 

CONCLUSION 

Today, there are three main principles that ensure information security: integrity of information, confidentiality of information, and 

access to information for all users with access rights; In addition, some areas of activity (law enforcement, defense and special 

structures, banking and financial institutions, information networks, public administration) have high requirements for the 

reliability of their information systems, depending on the importance and nature of the issues addressed in them. security requires 

special precautions. 

The effectiveness of information security is determined by its timeliness, activity, continuity and complexity. Comprehensive 

protection measures eliminate dangerous channels through which information can be disseminated. However, a single channel of 

information that is left open can drastically reduce the effectiveness of the entire protection system. 
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