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Abstract: Virtualization technology is the backbone of cloud systems, the fastest-growing energy consumers, globally. It
holds an imperative position in the resource management area by providing solutions for many related critical problems
and challenges. Resource consolidation remains one of the techniques most used to develop new and more efficient resource
management policies. Virtual machine packing, which is mainly addressed, allows cloud data centers to move from a
particular state to a more optimized one. Currently, the unprecedented advancements in container-based cloud and
containerized workloads have created new consolidation opportunities. In this article, we study the problem of
consolidating data centers within distributed cloud systems. We give a generic view on IT consolidation at different levels of
cloud services. Firstly, we present an overview of virtualized data centers and consolidation. Next, we present a brief
thematic taxonomy and an illustration of some consolidation solutions from the literature. This presentation will then be
followed by a discussion of certain research questions as well as a proposal for a certain number of future orientations
in this field which we assume essential in order to contribute to the resolution of the problematic dealt with in this
article.
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. INTRODUCTION.

Outsourcing and de materialization efforts as well as the pop- ularity of virtualization technologies have given rise
to the cloud computing paradigm. This business model is generally used to describe the large-scale distributed
infrastructure or laaS (Infrastructure as a Service), platform as a service or PaaS and software services or SaaS
(Software as a Service). The main purpose is to conduct computing in distributed installations operated by third parties
IT services. Recent years, the cloud computing industry is growing exponentially and deploying gigantic data
centers that can hold more than a million servers to meet the growing demands of customers and satisfying IT
requirements. Amongst the main causes behind the growth of cloud and its wider adoption, we cite its capacity to
scale down or up computing resources according to the current demand, elastically. Thanks to virtualization
technology customers can access services in a pay-as-you-use model based on their usage. Virtualization enables the
same physical machine to host and run multiple virtual servers for better resource utilization and aggregate power
consumption reduction [1-4]. Indeed, cloud infrastructures face a number of challenges that should be overcome. The
most critical are related to resource management, power consumption, cost and performance. The major inefficiencies
in data center (DC) deploy ments are caused by the poor management of resources [5]. Most of the time, 30% of cloud
servers exploit 10%—-15% of re- source capacity on average [6]. Energy consumption represents another big challenge
and still a hot topic despite optimization efforts. In 2010, data center consumption was worth approximately
1.1%-1.5% of the world’s energy [7] which has evolved to 2% actually [8]. In 2014, DCs in the U.S. consumed about
1.8% of total U.S. electricity, which was expected to increase by about 4% between 2014 and 2020 [9]. Moreover,
energy consumption in cloud systems raises many issues in terms of CO2 emissions with more than 43 million tons
of CO2 per year [7]. Besides the environmental impact, power consumption in virtualized data centers has drastic
effects on operational expenditure (OPEX) caused by electricity costs. From a cloud provider perspective, OPEX
represents a key issue to maximize their profits. To deal with the aforementioned challenges, data center
consolidation (DCC) is a powerful strategy adopted. It is an organizational strategy using more efficient
technologies to reduce IT assets. The main objective is to maximize resource exploitation by keeping the minimum
number of active physical machines (PM) and multiplexing several objects (virtual machines, containers, etc.) in the
same PM. Data centers are facing a challenge to decide when, how, and which objects have to be consolidated into a
single PM [10]. The consolidation may involve a migration process that allows the achievement of objectives and
requirements in terms of resource and power management and the associated costs, system maintenance, fault
tolerance, etc. However, migration is resource intensive and may have drastic effects on the whole performance.

As mentioned earlier, the consolidation process uses virtualization technology that creates isolated environments in

www.ijeais.org/ijeais
64


mailto:ruslan.malikov.1987@gmail.com

International Journal of Engineering and Information Systems (IJEAIS)
ISSN: 2643-640X
Vol. 5 Issue 3, March - 2021, Pages: 64-87

the same machine. This guarantees portability and acceptable security level and allows to run workloads in isolation. If
an application fails, it does not compromise the execution of another application. Previous consolidation works have
focused on infrastructure level. Virtual machine (VM) consolidation problem was deeply studied and we can consider
that is resolved to a satisfactory level. However, this approach was not enough to solve underutilized or over utilized
VM problems along with underutilized or over utilized PMs. Moreover, memory overhead of VMs Ilimits the
consolidation possibilities. For example, in a real cloud located in France, Tchana et al. observed, over a four month
period, that 805 VMs used less than 12% of the active PMs CPU [11]. Although the focus was initially on VM
consolidation, literature work did not exclude any service level. With the proliferation of containers which represent a
lighter and more agile alternative than VMs, and the popularity and wider use of container-based virtualization
technology, re- searchers interest is now turning to this new model. The same for software and data level
consolidation that have started to emerge to offer more flexibility to reconfigure and optimize data center
configurations with finer granularity. However, these new research areas have not been deeply and extensively studied
[12]. Even the existing research articles that we have explored [13— 23] studied only the consolidation problem at the
laaS level. The majority of this work focuses on migration [15-17] and no work summarizes the consolidation
problem in cloud data centers in general by taking into account the different service level. In addition, a lot of work is
limited to presenting and comparing existing approaches from a technical point of view, focusing, mainly, on the
algorithmic approach adopted such as [14,18].

The proposed study will position the consolidation problem in large scale cloud environments, in line with the
evolution of virtualization technologies and the elastic and efficient resource management. It aims to provide an
overview of IT consolidation works in cloud systems. The research objectives relating to this article thereby are To
present a summary on consolidation issue according to the different levels of cloud service,

- To develop a fairly generic taxonomy that reflects the different aspects relating to the consolidation problem,

To conduct a literature review on consolidation research in cloud data centers to better understand the current
works in this area. All of the presented examples from literature work find their classification in the proposed taxonomy
regardless of the service level,

 Finally, to determine the limits of current approaches and identify some appropriate research gaps that have not been

2.1

addressed in scientific literature.

The rest of the paper is organized as follows. After introducing the work and presenting the review methodology
adopted in Section 2, we present cloud computing briefly by focusing on the service models and the two main
virtualization technologies in Section 3. They represent the core of our classification adopted in the rest of the paper.
Then, in Section 4, we present an overview of consolidation in cloud data centers (CDC). Section 5 is devoted to present
our taxonomy of CDC consolidation and to synthesize the literature work according to the proposed taxonomy. In
Section 6, we present a taxonomy and main aspects of the evaluation methods used in IT consolidation. Section 7
presents an illustration of the results of some relevant work that describes how consolidation performs. In Section 8,
we give some findings and discuss some research issues and future orientations. Section 9 describes the major
drawbacks of using the consolidation of workloads in cloud data centers. While Section 10 concludes this work.

. REVIEW METHODOLOGY.

RESEARCH QUESTIONS.

The research carried out within this article aims to address some research questions. This part is devoted to the
identification of survey questions which are in the number of seven with a fifth question divided into four sub-
questions. Our goal is to answer these questions by conducting a review of existing research.

« RQ1 : What are the main reasons and motivations behind DC consolidation in the cloud and what is the process?
- RQ2 : How can the performance of cloud data centers be affected through wvirtualization architectures and

consolidation process and how can consolidation service ensure application performance?

« RQ3 : How should CDC consolidation be characterized?
- RQ4 : At which level is CDC consolidation performed?
- RQ5 : What methods have been adopted in CDC consolidation?

RQ5-1 : What kind of approaches have been used?

RQ5-2 : How should the optimization process be de- scribed?

RQ5-3 : What resources and metrics have been considered in the optimization process?
RQ5-4 : What algorithms are being exploited?

- RQ6 : What are the evaluation methods used in existing CDC approaches?
- RQ7 : What should be the future research challenges and orientations behind DC consolidation in the cloud?
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SEARCH PROCEDURE AND SELECTION PROCESS.

To elaborate the current work on IT consolidation in cloud systems a systematic methodology has been
adopted. We will describe this review methodology in the following. The review process contains a series of steps
and is documented as a review protocol. We synthesize the main steps followed to elaborate this work in a
simplified way without going into details. The idea of our research article is not to elaborate an exhaustive list of
consolidation approaches, but to introduce the IT consolidation in whole in the different service level and present
some relevant works in each level. Inspired by Kitchen ham [24], the main steps we have taken relate to, first, the
initial research based on search terms which are in line with prominent and recent works on consolidation, and
strings formed by combining terms and Boolean operators (AND and OR operators). We focused on works from the
relevant publishers like IEEE, ACM, Elsevier, Springer and Wiley online library. In case of duplication due to the
use of multiple digital libraries, we have analyzed the search results and identified, then removed the duplicates based
on our subjective criteria. After the initial search, the results obtained were filtered. For example, if the same
approach is presented in more than a paper, one of these papers is selected according to a few criteria such as the
publication date (often we keep the most recent), the expertise of the authors who participate, etc. The research
results provided by this step were then selected based on abstract, title and full text screening to obtain a list of
primary studies. For the final stage, which concerns the quality assessment procedure, we randomly selected some
papers from selection results of the previous phase. Regarding the time distribution of consolidation works, we recall
that VM consolidation is the oldest and dates back several years with the largest amount of work identified in the
literature. Since containerization is an emerging field and container-based virtualization became a popular and wider
used virtualization technology, container consolidation has started to emerge in recent years. This is also the case
with software consolidation where several software applications can be collocated in the same container or VM, and
data consolidation with the proliferation of Hybrid Storage Systems (HSS).

. BACKGROUND OF CLOUD DATA CENTER.

In this section, we will present some preliminary concepts relating to cloud computing and virtualized data
centers. The cloud highlights an outsourced IT infrastructure available via the internet where processing and storage
services are performed at data center level. The vision is that IT will not be performed on local computers, but in
distributed installations operated by third party IT services. The cloud is growing exponentially and deploying
gigantic data centers that can host more than a million servers in order to meet the growing demands of custo mers.
Cloud architecture relies on monolithic or geographically distributed data centers. A data center contains a set of
servers grouped in racks. Through virtualization, a server is divided into virtualization elements (VMs and/or
containers).

CLOUD SERVICE MODELS.

Several service models have emerged with cloud computing, the paradigm which proposes the on demand use of re-
sources provided and maintained at the hardware and software level. The three models recognized by NIST (National
Institute of Standards and Technology) are SaaS, PaaS and laaS. Moreover, there are many other known services such
as Container as a service (CaaS) which is a recent trend that lies between PaaS and laaS [12,25]. Also, Database as a
service (DBaaS) is acloud-based database beating conventional databases such as Mongo DB, IBM and Oracle.

ISOLATION AND VIRTUALIZATION.

Virtualization is one of the most important technologies that have given birth to cloud computing. It allows
resource sharing in cloud systems, giving the possibility of multiple applications to run on different platforms.
Through this promising technology, hardware resources can be divided by simulating partial or complete machines
with multiple execution environments that can
act as isolated systems. Contrariwise, in traditional architecture, only one natively installed OS is supported by each
physical machine for stability and uniformity [26]. A native environment is faster than a virtualized one [27]. In the
latter, CPU utilization can increase by 40%-60% [28]. However, resources allocated in a virtualized environment are
closer to the real needs of actual tasks compared to traditional architecture where an entire host is dedicated to run
the same tasks [26]. There are many types and levels of virtualization in cloud computing like network virtualization,
storage virtualization, etc. Here we are interested in hardware and operating system (OS) level virtualization. In this
area, as shown in Fig. 1, there are two main types of virtualization, namely, VM-based virtualization and container-based
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virtualization.
VM-BASED VIRTUALIZATION.

Virtual machines are the backbone at the infrastructure level in the cloud [26]. A VM is an illusion of a computer
device created by emulation software and executes an application. VM-based virtualization is the most used
technique in the cloud environment in which physical resources are virtually distributed at the hardware level
through a hypervisor [29]. A Hypervisor or Virtual Machine Monitor (VMM) allows multiple operating systems to
share one single PM through virtual machines. It is the management layer which manages and controls all
instantiated VMs that run an independent OS [30]. There are two main types of hypervisors. A type 1 hypervisor ako
called ‘‘bare metal’’ or native which is a software running directly on a hardware platform. The second type of
hypervisor also called hosted, is a software that runs inside another operating system. At third level, above the
hardware, a guest operating system will run. The bare metal hypervisor runs directly on the hardware of the host
machine and does not require a host OS to run which requires additional re- sources to operate. By avoiding the extra
software layer between the host hardware and VMs [26], bare metal hypervisor performs better than type 2 [29]. Type
1 hypervisor is more secure [31] and resource efficient, but it needs a special configuration in the host machine to
use it [26]. The majority of worldwide used hypervisors like VMware ESX, KVM, Xen, and Hyper-V are bare
metal [32].

CONTAINER-BASED VIRTUALIZATION.

The second level of virtualization, which we are interested in here is lightweight operating system level
virtualization based on the concept of containers. Containers can be considered as a new revolution in the cloud
era [33]. They hold packaged, self-contained, ready-to-deploy parts of applications [34] and all of their
dependencies [32]. The containerized environment is composed of a container engine and any number of isolated
user-space [27] or container instances [12]. All are hosted on the same machine and share the OS kernel, including
root file system, libraries and common files [35]. This avoids code duplication, among others. Nowadays, many
providers are adopting containers and expose container services such as Google Container Engine, Docker Datacenter
and Amazon Elastic Container Service (ECS). The new cloud service model named CaaS appeared with the
containers. It frees applications, making them completely independent of the PaaS and eliminates dependencies
[30]. As examples of CaaS providers, we cite Google and Amazon [12]. Note that the entire application can be run
in a container or each component of the distributed application is executed inside a container and the containers are
deployed on PMs. Docker is the most used container imple mentations, which is an open source manage ment tool for
containers that auto- mates the deployment of applications [36]. Another emerging new container technology
competitor of Docker named Rocket was designed to be a more secure, interoperable, and an open container solution
[32].

ISOLATION AND PERFORMANCE DISCUSSION.

Table 1 presents a general comparison between VM-based and container-based virtualization according to some
relevant criteria. Both virtualization techniques provide isolation which offers an isolated space in the machine.
Hypervisor adds an extra layer of virtualization, but containers provide an isolated virtual environment at OS level.
These isolate and control resources, but also processes on the core-level of the OS what makes them much more
lightweight and resource efficient. This process isolation is done using Namespaces [26]. In Linux OS, Linux control
groups (c groups) isolate resource usage, such as memory, CPU, block I/O and provide resource management [32].
However, it is hard to provide the same level of isolation between containers as VMs do.

Several works [26-28,35,38] have compared the two virtualization methods in terms of performance by
adopting several metrics. For example, in [38], the authors prove that Docker container outperforms VMs in
almost all metrics considered such as throughput, average response time, etc. In [27], the authors compared the
docker container and KVM virtual machine and conducted a lot of experiments in terms of memory, CPU and I/O
performance. They were based on several parameters such as the number of VMs and containers running on machines,
copying large files and configuring a web server. It was revealed that Docker is more resource (CPU, Hard Disk
Drive (HDD) and RAM) efficient and faster than KVM even if it is the same hardware [27]. For CPU usage, the
difference is not too important. However, in terms of memory, KVM wastes additional resources with a difference
of 3.6-4.6 times for the OS even though no operation performed [27].

A deep comparison of traditional architecture, virtualized one, containerized and containerization through
virtualization in the case of game-based interactive simulation applications in [26] reveals some observations that
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we have tried to synthesize in Fig. 2. As we mount in the virtualization stack (Fig. 2(b) the right narrow), the CPU
and memory usage increase. This is caused by the required overhead to support each technique and to host
additional OSs [26]. The difference between containerized and traditional architectures is due to supplementary
software used for simulation software containerization. This containerization layer added a minimal overhead to
realize isolation and abstraction rules (c groups and namespaces) and to run docker engine and its daemon [26]. On
the contrary, The addition of hypervisors to deploy ment methods is the most intensive in memory and CPU. Hosting
a VM comes with 11%-17% [26] increase in CPU us- age compared to traditional and containerized methods to deploy
interactive simulation software.

Mavridis et al. affirmed that, containers, when running natively on a PM (bare metal), perform better than running
on top of the VM, except security considerations. Bare metal containers deliver more performance per server [35] and
are more resource, storage and energy efficient and cost-effective [29,35]. Due to the missing virtual hardware layer,
containers can be created [35] and migrated faster [26], and start quickly than VMs [29] which takes a long time to be
created [27]. Using the host OS, containers do not demand to reboot any operating system to restart [27]. This
virtualization method enables a dense deployment with a greater number of containers per machine than VMs, since the
contain- ers are more light-weight [35]. Containers running natively are more efficient in terms of system resources [39],
and require less hardware by the fact that they reduce the number of layers to manage [35]. They also demand less
space to keep multiple copies of a container and then provide optimized storage use with minimum footprint [29].
According to Mavridis et al. Bare metal containers consumed less time to perform the same tasks than running

containers on top of VMs. On the contrary, increased
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Fig. 2. Main advantages of each virtualization architecture, i.e. VM, container on bare metal and container on top of VM
(@) — comparison of deployment architectures, i.e. the inverse relation between resource usage and robustness, security
and isolation through the virtualization stack (b)
The time needed by Guest OS to install in terms of minutes affects rapid deployment, the hypervisor-based deployment
requires different operating systems, compromising performance and cost [35]
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Functionalities Since development is recent, it lacks many functionalities More mature cost of operation,
prolonged execution time and resource wastage result from VMs that perform a single function in most cases that need
parts of the operating system for execution [29].

Moreover, container-based virtualization has a weak isolation [40]. With containers the processes are isolated on

the shared OS. This poses serious security issues. Therefore, the risk that viruses, bugs or other intrusions could carry
over from one container to the other increases [40] since user data is untrustable and not secure. This is not the case
with the VMs which are more secure.
In addition, the system calls represent a significant vulnerability. Also, collocated instances of containers may affect
each other if one is compromised, which is not the case with VMs thanks to the high level of performance
isolation they provide [29]. Moreover, a compromised kernel compromise containers [28]. Using containers on top
of VMs represents a good solution where the VM plays the role of boundary of security [35]. On the other hand, the
majority of older systems use VMs. In this case, running containers on top of VMs allows us to handle the already
existing infrastructures and to host container-based services [28]. It guarantees the easiest management and upgrade, an
optimal energy and resource management, and allows to overcome the incompatibility between software and
hardware of the PM [35]. Further, it increases security, robustness, functionality and scal- ability of applications by
adding an extra layer of control and protection of software in cloud environments [26]. In conclusion, this
configuration allows to enhance security and improve the weak isolation of containers and extends the
functionalities of VMs [28]. On the other hand, this affects the performance of the container. Several factors can
affect the total performance of containers when running on top of VMs, like the number of containers and VMs,
the application type, the storage mechanis m, the different types of workloads and the guest OS [28]. To improve the
overall performance in this configuration, running several containers on VMs could be a better approach [28].

To summarize, all indications denote that containers outperforms VMs in terms of upgraded performance,
scalability, energy consumption, provider profit, etc. Butas mentioned earlier, containerization suffers from a weak
isolation that may create significant security problems. These issues can be resolved by running containers on top
of VMs. While VM presents a strong isolation, the main advantage of a container is the low performance
overhead [28] due to the fact that containers share the same operating system kernel [29] that increases server
consolidation percentage [25]. Despite that the performance overhead cost is important in VM and VM + container
architectures, authors in [26] considered it as a trade off for virtualization’s OS robustness. Adding a container to
a hypervisor-based virtualization environment has no significant impact on performance overhead in terms of
resources [26]. Also, the container + VM architecture provides best software isolation, security and robust
environment [26] (Fig. 2(a)). Authors in [41] proved that with this con- figuration, the extra overhead is negligible.
In terms of security, Caa$S providers, like Google and A mazon, consider that containers supply suitable environments
forsemi-trusted workloads, while VMs offerextrasecurity foruntrusted workloads [12]. Inaddition, the system load
optimization implementation is more easy in VMs (than containers).

The selection of technique should depend on the availability of resources, the number of competing software jobs
and the type of software to be scheduled [26]. The organization applications requirements define the most suitable
virtualization technique to adopt. It depends on the available infrastructure and the type of the application [35]. For
the need of security and easy management, a container on top of the VM is a good alternative. If the system has to
fast with low overhead, a container on bare metal is recommended. Although, if several OSs must be executed in the
same PM, virtual machines represent the best alternative. In conclusion, therefore, VM-container virtualization is
considered the best configuration at least until now.

Finally, containers, being more interoperable and portable [26, 39], represent anew trend, especially, forthe emerging
cloud native infrastructure [39]. This is due to their positive impacts, not only on development, but also on the easiest
and consistent [28] deploy ment aspects [42]. In cloud-native platforms, based on DevOps approaches and micro-
service architectures, containers can support continuous development and deployment [42], and are considered the
preferred methods for the deployment of micro-services [29,43].

. OVERVIEW OF CONSOLIDATION.

After presenting the two virtualization technologies related to our work, the aim of this section is to respond to RQ1
and present consolidation briefly by recalling certain useful definitions relat- ing to CDC consolidation and the main
reasons and motivations behind it. Further, we will present the migration process and CRIU technology in a nutshell.

WHAT IS CDC CONSOLIDATION?

The purpose of consolidation is to optimize resource utilization of data center elements while minimizing active
ones through object placement and/or migration. The idea is to find the initial place ment sequence or the mapping plan
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after migration. This placement is an important approach to improve energy efficiency and resource usage in
cloud infrastructures, among others. More specifically, when a set of applications request a cloud data center to
allocate computing resources (memory, CPU, etc.), they are mapped to a set of VMs or containers. Then,
containers are allocated to VMs or PMs and VMs are allocated to PMs depending on the underlying virtualization
technology. Also, when it comes to storing data, placement strategies are employed [44]. During the migration
process the placement is changed to improve DCs configurations. Fig. 3 shows examples of VM (Fig. 3(a)) and
software (Fig. 3(b)) consolidation.

To sum up, consolidation in cloud data centers consists of grouping objects to fill unused resources [11]. These
objects can be VMs, containers, software or data. Consolidation can be limited to placement which consists of
mapping objects to elements that can be a PM, VM or container, or object migration which consists of moving
objects from one element to another. It can be performed at the VM, container, software (application) or data
level by placing or moving these objects between the PMs (VMs) regardless of the level of consolidation. Although
most existing work has focused on the problem of scheduling VMs on PMs, several consolidation scenarios can take
place in cloud data centers. According to the literature, the different consolidation scenarios that we have identified
are:

- VM-PM [10,45-49]: to consolidate VMs on PMs,

- Software-VM [11]: to collocate several software applications on the same VM,

- Container-VM [33,49,50]: to consolidate multiple containers to a set of VMs,

- Container-VM/PM [51]: to consolidate multiple containers to a set of VMs or PMs

« Container-PM [52]: to consolidate containers on PMs under the VM-Container configuration,

- Container-VM and VM-PM [12,30]: to consolidate containers on VMs and VMs on PMs,

« Application-PM [49]: to consolidate applications (VM + container) on PMs,

- Data-PM [44]: to consolidate data on storage systems in PMs.

Several hybridizations can take place. For example, container consolidation can be coupled with VM consolidation
as in [12,30] in container-VM-based virtualization architectures and the same for software and VM [53] as shown in
Fig. 3(b). This allows, to maximize utilization, minimize application response time and optimize, not only the
number of PMs used, but also the number of VMs and/or containers, optimizing, thus, the billing costs and power
consumption and improving the overall placement performance of the executed applications. Objects and data
consolidation represents similarities regardless of the level in which the consolidation is carried out because they all
try to exploit the flexibility available in determining the appropriate placement.
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Fig. 3. BExamples of consolidation: only VM consolidation, which freed up two servers (3 and 5) and allowed better
utilization of the other servers (1, 2 and 4) (a)

— VM consolidation with and without software consolidation, in the second case, two machines being freed against
only one machine in the first case [11] (b).
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Factors and reasons for consolidation

Exploitation Communication Maintenance
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Fig. 4. Main reasons for consolidation classified in three factors.

FACTORS, REASONS AND REQUIREMENTS FOR CONSOLIDATION.

To answer the question why to consolidate in the CDC environment, this section is devoted to presenting the
reasons and requirements for consolidation in the cloud. Reasons are classified in three factors related to
exploitation, communication and maintenance as depicted in Fig. 4.

In terms of exploitation, consolidation is carried out for three main reasons: (i) power management, (ii) load
balancing [54] and
(iiiy fault tolerance [55]. For the communication factor, managing and optimizing communication costs [56] is the
main reason behind CDC consolidation while the system support allows maintenance through consolidation.

In addition to the reasons presented above, consolidation is performed in cloud DCs to meet several needs. As
shown in Fig. 5, the main needs which aim to improve the quality process in the consolidation process are :

- Performance: to avoid performance degradation and service level agreement (SLA) violations or maximize application

performance,

- Scalability: characterizes the capacity of the system to sup- port the increasing workloads by using additional resources

[57],

- Efficiency: is associated with elasticity and depicts how cloud resource can be efficiently employed as it scales up

or down [32],

+ Reliability: to maximize service reliability and hardware reliability [58],
« Availability: to maximize service availability that can be escaped by hardware failures.

4.3.

CONSOLIDATION AND MIGRATION PROCESSES.

How to enable consolidation in CDC systems? In order to answer this question and to unify the consolidation
approach, we describe a generic process by recalling the consolidation steps. This process can be defined as a
chronological sequence of tasks intended to produce better configurations in the cloud data cen- ters. The main steps in
the consolidation process can be summarized as follows:

- Resource monitoring to get resource states on the basis of which the consolidation decision is made.
- Identification of situations for which consolidation must be triggered, often, based on a static threshold to specify

the status of the machines and decide if they are over/under- utilized.

- Theselection of objects (VM, container, software/application, or data) to migrate in orderto resolve the situation in case

of migration, which corresponds to new objects in the case of a new placement. Many criteria can be used in the

selection, such as the correlation coefficient in [33] which allows to select the containers with the most correlated

workloads with the servers that host them or those with high CPU usage. In [50], authors select the containers that
may recover their migration cost.

- Destination selection for the selected objects after requirements analysis, mainly, in resources to respect PMs and
objects capacities. In this phase, the host destination is selected according to several strategies. For example, in [52]
two strategies were tested, one based on the workload his- tory between container and PM to select the most irrelevant
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Fig. 5. Requirements for consolidation. Fig. 6. Container live migration with CRIU.

PM and the other based on the CPU usage to selectthe PM with the least utilization. In addition, in the case of container
consolidation, the destination VM must also be selected. In the consolidation of software, the PM, VM and/or the
destination container is selected according to the adopted virtualization architecture.

- Execution of consolidation by placing the new objects or mi- grating objects already placed according to the
appropriate reconfiguration plan chosen. This consists of object mapping onto elements in order to implement the
new placement which improves the previous data center configuration. A prediction phase can take place to obtain
additional estimates on the state of resources, workloads, etc., in order to further improve the consolidation results.

Consolidation can involve a migration process. To perform the latter, and depending on how the memory state is
transferred between source and destination host, we have identified several migration patterns (Table 2) as will be
presented later (Section 5 Type).

These patterns are widely used in virtual machine migration. For container migration, the most used technique

according to the literature is based on checkpoint restore (C/R) mechanism. This technique consists of taking a
snapshot of the state of the application and then restarting it later at that saved point. Checkpoint/restore can be
performed at application, user, OS or hypervisor level [60]. One of the most well-known tools that uses this
technique is the Linux project Checkpoint/Restore In Userspace (CRIU) [61]. In container context, it is impleme nted
as loadable modules and uses the available kernel interfaces such as ptrace system [62] allowing a process to control
the execution and changes the registers and memory of another process. For non-live migration, according to [59], the
C/R is implemented by : (i) check pointing the program at the source (generally as files),
(ii) copying the check pointed data from the source machine to the destination, and (iii) restarting the program at
destination. Al- though the CRIU technique supports both migration models (live and non-live) [59], it is more
widely used in the live migration of container service. This involves detaching and reattaching a set of processes
running in a container to a new OS kernel after transferring them to a remote machine [62] as shown in Fig. 6. This
container instance moving is done transparently i.e. while maintaining open network connections and preserving the
state of the running containerized applications, and resources (CPU, network, disk and memory states). CRIU adopts
an incremental pre-dump to support pre-copy by using a feature named ‘‘sofi- dirty bit’’ which is implemented in
the kernel of the Linux system and allowing to track the memory changes [62]. As in post- copy schema the state
of the CPU is transferred first and then the memory pages, the migrated application may access missing memory
pages. To handle this page fault, CRIU performs on- demand paging by injecting the required pages in the
memory address space of running tasks after transferring them from the source machine. This user-space paging is
implemented by the new mechanism added to the Linux kernel named user faultfd [62]. A new project named P. Haul
which is based on the CRIU pre- dump action, works similar to VM pre-copy manner. It allows us to conduct a series
of incremental dumps [63] while maintaining the running of the container. This resolves the halting of containers
caused by the stop-and-copy technique proceeding to the one time dump of the state of the container, which seems
insufficient for today’s latency-sensitive complex service containers [63].
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DISCUSSION ON MIGRATION COST.

After briefly presenting some migration patterns and technologies, in this paragraph, we will discuss the
main criteria that make the migration process costly. Migration costs were not adequately addressed in research [64].
The fact that the cost of migration is sometimes higher than the energy savings makes it a very important factor
that should no longer be ignored in consolidation work [64]. Generally, to characterize migration, a migration cost
(M C)anda migration duration are considered [65] although in some works like [66] the migration costs are reduced to
the migration time. The cost of migration tends to estimate the impact of the migration process on the applications
and the resulting loss of revenue [65]. Several factors can affect these costs so they can vary considerably.

The different migration orders cause different migration costs for the same migrated objects combination [66].
Live migration incurs additional overhead [67] and causes performance degradation of migrated objects and can
interrupt their services. It aggravates the overhead of data transmissions and produces additional energy consump tion
in CDC [64] as discussed above. In pre-copy schema, the downtime is optimal [59] but for memory intensive
applications, this time is important along with the net- work traffic and migration cost because pre-copy
synchronizes the state of migrated objects at the source and destination. For this type of application, the post-copy
outperforms and minimizes the TMT [59]. To optimize the application performance and increase its reliability
[62], hybrid migration represents the best choice [59]. The migration time in non-live checkpoint based migration is
more optimal compared to live migration because the former, after saving everything in persistent storage during
the check pointing phase, can kill the check pointed application at the source [59]. For live container migration, in
a pre-copy pattern, the migrated container continues its execution in the source node and its memory is transferred
iteratively. Then, when the dirtied memory is small, the container is posed while copying the remaining states to the
destination [68]. This schema allows to minimize the downtime. In Voyager [70] for example, the total
downtime, which reflects the time needed to transfer the in-memory state via CRIU is between 2-3 s. However, in
terms of TMT, migration lasts longer, especially in case of very high pages dirtying rate because of iterative
memory copying and on- demand pages fetching [68]. Thus, the resulting massive network traffic and costly page
fault memory with its related latency impact negatively the application performance during TMT [59]. A solution
proposed in [68] to solve this consists in migrating containers intra-machine to avoid the costly inter-machine
network communication and guarantees a fast state transfer. In post-copy container technique, pages are migrated
only when they refer to the destination machine.

......

J
J
w |
|

{ a ]
Fig. 7. Consolidation taxonomy. (For interpretation of the references to color in this figure legend, the reader is
referred to the web version of this article.)

On demand page migration, although it reduces the initial cost of migration, it increases the TMT [68]. In [50], the
authors considered an additional migration cost component which they called marginal cost. This cost is due to the
power switch on/off of hosts and the cost needed to start a new VM or terminate an existing one if necessary during
migration as they have adopted a VM-container configuration. We can conclude that the migration cost increases with
increasing memory size and decreasing network bandwidth [66]. Increasing the bandwidth optimizes the migration
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time and thus the migration cost, but it also increases the energy consumed during migration. Thereby, a trade-off
between power cost and migration cost is necessary [65]. If available network bandwidth is considered as a fixed
quantity during migration, the cost of migration greatly depends on the number of migrated objects and the size of
each object. Authors in [66] consider that the factors affecting the migration cost can only be known in the
probabilistic sense and proposed a probabilistic approach to quantify it.

5. CONSOLIDATION TAXONOMY AND LITERATURE SYNTHESIS.

Consolidation works in cloud systems touch on several aspects. Thus, presentation and classification can be done
according to many parameters and considerations. The taxonomy given in Fig. 7 below allows us to synthesize several
aspects relating to consolidation problems in cloud data centers.

We have grouped the aspects used to describe the consolidation work under the characteristics heading (the part of
taxonomy colored in pink). The level of service in which the consolidation is performed is detailed in the level
subsection (the part of taxonomy colored in light gray). Optimization method (the part of taxonomy colored in
orange) designates the method adopted in the consolidation process in order to optimize one or more objective
according to well-defined metrics. In addition to these metrics, other metrics are used in the evaluation. The all are
grouped in the parameters subsection (the part of taxonomy colored in yellow). The considered resources are also
presented which correspond to the part of taxonomy colored in green.

LEVEL.

As we all know, there are three standardized service models in cloud computing, namely SaaS, PaaS and laaS. Virtual
machines represent hardware virtualization and belong to the laaS level. As the main objective of consolidation is to keep
the minimum number of active physical machines to minimize energy consumption and costs and improve performance,
among others, consolidation works were initially oriented towards infrastructure by multiplexing several VMs in the
same PM. Many works have addressed the importance of virtual machine placement appropriately. How- ever, containers
represent a major trend in virtualized cloud environments as mentioned in Section 3. Thus, container-based
virtualization is another way that allows the evolution of consolidation towards the platform and CaaS levels. We
were able to identify some container consolidation work [12,30,33,49-52] which are recent and whose objective is to
consolidate containers on the smallest number of VMs and/or PMs [33]. Ambitions in the acade mic environment are
constantly evolving in this area and have enabled the implementation of consolidation at SaaS and data levels with
software and data consolidation, respectively. Just recently, depending on the underlying virtualization technology,
multiple consolidation has become possible since containers and virtual machines can be migrated alternately or
concurrently [49]. In our article, we adopt the service level in which consolidation is performed as the basic
criterion for classification and synthesis of some representative examples of literature work. Table 3 presents a non-
exhaustive list of these works with a brief description of the purpose of each one. Regardless of the level of service,
consolidation works involve similar aspects.

PARAMETERS.

Several variables and metrics were considered in the consolidation process as well as for the evaluation of the
proposed approaches. We have grouped these metrics and variables in the parameter section which are presented
together because there are parameters which are used at the same time in consolidation and evaluation. In Table 5, we
present a non-exhaustive list of parameters considered in surveyed consolidation work. Metrics are important
aspects of decision making in the consolidation process. They are variables relating to measurements i.e. the
measurements carried out within the DC cloud to trigger the consolidation process or estimate the optimization
variables. Often, system metrics that are related to resources are the most used in literature work, but there are high
level application metrics that can be used to further improve consolidation results. The parameters used in the
algorithms of literature approaches such as the concentration of pheromone [45] in ACO-based approaches are not
exposed here. Forthe control of the consolidation process, as mentioned above, the majority of works use the utilization
rate of system resources (memory, CPU, Disk, I/O, etc.) to start the consolidation. However, this rate does not always
represent the best sign for decision making. The best indicator is the behavior of the application. If it works well even
with a high resource utilization rate, then the consolidation process is costly without the need. In this case, high-level
application metrics like error rate, latency, throughput, etc., are to be considered as primary motivators for making
scaling decisions and no longer system metrics.

In some cases, advanced consolidation features like affinity [12] are used which complicates the decision process.

Concerning the optimization variables, they are generally based on metrics. For example, the energy consumption
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of aserver can be described by a linear relationship between the CPU utilization and the electric power consumption
[45] of PM when its utilization is 0% (piddle) and 100% (pbusy). A nonlinear model of energy consumption was
used in [78] which is not limited to the CPU resource, but also considers the influence of memory utilization on the
PM’s energy consumption. Power consumption is calculated according to the PM utilization. In this case, the
utilization and the values of the electric power (piddle and pbusy) are the measurements carried out i.e. the metrics, and
the electric energy is the objective of optimization (i.e. decision variable). Power utilization of CPU is the widely
used to estimate the energy consumption of servers since it occupies the most important part of the power. The power of
the processor is characterized by the number of instructions it is able to process per second in million instructions per
second (MIPS).

In general, the power is determined based on other measures such as CPU occupation, memory occupation, the
overhead of VMs, overhead of memory, number of containers assigned to each VM, etc. These latter variables
are low-level metrics. In fact, the main optimization variables treated in the consolidation work are energy
consumption, and costs. The cloud is a high energy consumer. In 2012, this energy monster consumed 2% of the
global energy in the world and continues to grow [19]. This rate of energy consumption increases operating costs and
poses environmental challenges with a significant emission of carbon dioxide (CO2 ).

Energy consumption in cloud data centers is formed by con-
sumption at the server, network equip ment, storage and infrastructure level [9]. The physical servers occupy the most
important part ofthis consumption, which represents approximately 60% of the total consu mption [7], as shown in Fig.
8.

For the remaining consumption, cooling systems and network elements are the two main power consumers in a
data center, after the servers which have the biggest share [33].

The consumption at the server level is composed by dynamic contribution and static contribution. The latter
represents around 70% and is strongly correlated with temperature due to the leak- age currents which increases as the
technology decreases [48]. Researchers, mainly, focus on static consumption with the aim of minimizing the number
of active servers and thus the energy consumed by the latter through consolidation. However, many re- searchers have
treated dynamic contributions based on strategies like DVFS. This technique balances the power, according to the
workload in the system by reducing the operating voltage and the frequency. The principle is the dynamic scaling of
the voltage and the frequency by modifying the frequency according to the variations in the utilization made by the
dynamic workload. These policies help to reduce data center power consumption under dynamic workload conditions,
and are frequency dependent. DVFS is an architecture level technique and it is by far one of the most effective
common methods to achieve energy savings but also degrades system performance.

Economically speaking, the cloud optimizes costs for the client compared to legacy systems. Clients pay their
consumption with- out incurring installation, update, maintenance costs, etc. How- ever, for the provider, cost
management represents a great challenge. From a provider point of view, the key issue is to maximize profits by
minimizing operational costs.

. EVALUATION METHOD.

With the cloud computing service and deploy ment models, we can imagine several execution scenarios in cloud
data centers. Thus, to evaluate the performance of consolidation work, several aspects can be considered. The
evaluation method is closely related to the research methodology adopted (fundamental/applied, quantitative/qualitative,
descriptive/explanatory, etc.). In the field of cloud computing, to evaluate the performance of the work carried out
on consolidation, the evaluation method tends to specify, mainly, the evaluation platform used, the datasets, the
different configurations as well as the evaluation metrics used. In addition, the majority of studies present a
comparison with other consolidation approaches to judge the performance of the research carried out. In Fig. 9, we
represent the main dimensions of the evaluation method.

Regarding the platform, the experiments can be carried out either in real cloud environments or in the form of a
simulation. In the latter case, several simulators were used and we will cite some of the best known simulators used
in surveyed papers. The most popular simulator is CloudSim [81], an open source simulator written in Java language
used for example in [33,46,48— 50]. CloudSim, unlike other simulators, provides the management of on-demand
resource provisioning which represents accurately the models of virtualized DCs [48]. New versions from version
21 used by Rajkumar et al. supports the energy consumption accounting as well as the execution of service
applications with workloads that vary over time [82]. Cloud Analyst [83] is an- other simulator developed at the
University of Melbourne and based on the Java CloudSim simulator. It is suitable for consolidation work treating
geographic distance as [47] because it presents evaluation tools according to geographic distribution of data centers
and users [83]. CloudSim was extended to model a CaaS provider. Container cloudsim [84] is a simulator which
extends the cloudsim and which is a containerized cloud toolkit for simulation that applies VM-Container
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configuration as a virtual environment. It was used in the evaluation of container consolidation work such as
[49,51,52]. Otherwise, an in-depth study of simulators in cloud computing is provided here [85,86] to which readers
can refer.

As mentioned earlier, several configurations can take place to experiment and evaluate consolidation work

which defines problem instances, and size (ie. number of PMs, VMs, containers and the storage system in data
consolidation). All these elements can be homogeneous, which means that they have identical capacities of resource
(the considered resources in general are CPU and memory) or heterogeneous otherwise [12]. Finally, several datasets
and benchmarks were used to measure the performance of the consolidation work. Some works have been based on real
workloads i.e. traces from real cloud as the real workload traces provided by CloudSim, and others on a synthetic
workload like TPC-C (Transaction Processing Performance Council — Type C) and TPC-H (Transaction Processing
Council Ad-hoc) used in [44]. Below a list of the most known and used datasets in surveyed papers, rather than
exhaustive.
« PlanetLab Workload : is composed by data traces obtained from the monitoring system for PlanetLab [87], the
CoMon project [88]. PlanetLab contains more than a thousand computers located at more than 600 sites scattered
around the world and available as a testbed for distributed systems and computer networking research. The
workload consists of data collected every five minutes with different resources.
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Fig. 9. Evaluation method taxonomy — Metrics: Number of migrations (VMs/containers), Number of machines
(PMs/WIs), Energy consumption (booting energy, number of power events, peak power, cumulative energy),
Cost(total cost, electricity bill (in the U.S$)), Time (latency, execution time, migration time, algorithm execution
time), Resource utilization (resource demand, global utilization, resource usage of PMs and VMs, remaining resource
waste of PMs and VMs).

- Google Workload : is composed of thousands of jobs from Google servers with one or more task each. The workload
contains samples of memory and CPU utilization for jobs per task [89].

+ TU-Berlin workload : is composed of server traces of the Technical University of Berlin (TU-Berlin) and contains
periodic samples of memory and CPU utilization for servers per hour in a week period [10].

+ SPECjms2007 : is the industry-standard benchmark for evaluating the performance of enterprise MOM (Message
Oriented Middleware) servers based on JMS (Java Message Service). SPECjms2007 models the supply chain for a
chain of supermarkets [11]. Itwas used to bench the Joram servers [90] in [11].

Table 8 summarizes surveyed papers according to the evaluation method. In this table, we briefly present some
improvements of the approaches proposed in the surveyed articles against some compared approaches. Still, to better
illustrate the behavior of the consolidation service in different cloud service levels, we discuss the results of some
relevant consolidation work in general in the next section.

7. ANALYSIS AND DISCUSSION OF THE RESULTS OF SOME RELEVANT WORKS STUDIED ON
CONSOLIDATION.

After synthesizing some reference articles and presenting the evaluation method, this section is devoted to
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illustrating and dis- cuss the results of some relevant work to show how consolidation performs in different levels
according to the proposed taxonomy (Section 5). Indeed, several factors can affect the consolidation results such as
the heterogeneity of hardware platforms and resources where similar applications may perform differently on
different machines [50]. Other factors concern multi-modality, mainly related to the architecture of the CPU and
the performance of the workload [49] as well as the different heterogeneous service levels. In addition, the different
types of workload and consolidation policies and algorithms that take into account dif- ferent goals or inputs often
make their comparison difficult or even impossible [91].

Fig. 10(a) corresponds to the work of Tchana et al. [11]. The main idea was to resolve the under-utilization of
virtual machines by dynamically consolidating several software in a few number of VMs to reduce the number of VMs
used and conclude free VMs. This, in combination with VM consolidation, allows to further minimize the number
of active PMs. To test their solution, Tchana et al. have used a cloud hosting an internet server and JMS messaging
using the enterprise LAMP and SPECjms2007 bench- marks on private cloud (Vmware) and public cloud (Amazon
EC2). They considered a SaaS offering two applications; Joram server (for JMS messaging) and LAMP server (for
web application). In addition, two situations are presented; With Software Consolidation (WSC) where both
software and virtual machine consolidation are enabled, and WithOut Software Consolidation (WOSC) where only
VM consolidation is enabled. Running 6 LAMP and 15 SPECJms2007 scenarios over 30 h providing a varied
workload, simulation results showed that software consolidation SC accelerates the consolidation of virtual
machines with 2 freed PMs more as shown in Fig. 10(b) compared to only VM consolidation that freed only one
PM. Around 37 VMs (M1 medium instances) on Amazon EC2 are used, configured to run for an hour and charged at
$0.120 per VM per hour. As shown in Fig. 10(a), During the 25 h, the number of VMs suffered a drastic
decrement. This saves around $500 i.e. 40.5% of cost saving in public cloud as shown in Fig. 10(b). Minimizing the
VM number allows more flexibility and offers more possibilities to minimize the number of PMs thus minimizing
the overall energy consumed for a specific workload. With the suggested approach, applied in a private cloud,
approximately 40% of power being saved with the particular used workload. In [49], Khan et al. have dealt with
consolidation in different levels of service by making the best decision of migrating VM, containers or
applications (Vms + containers) which optimizes energy consumption while preserving performance. The
heterogeneity of applications is modeled based on the priority of tasks representing the type of workload. The
execution times of containers were used as a performance metric by the fact that workload runtime and
performance are inversely proportional.

[52] Simulation using container Cloud Sim Energy consumption and the amount of container migrations 300, 500
and 2500 heterogeneous PMs, VMs and containers respectively Real-world workload traces from PlanetLab CorHS, LFHS
It outperforms the other two algorithms over time consuming about 10% less energy during a one-day

simulation, while the container migrations are also about 15% less on average

[30] Simulation Resource usageand remaining resource waste of PMs and VMs CloudSim Total number of

container migration, total energy consumption, execution time (in second), ERP, electricity bill (in

U.S $) 12,583 heterogeneous PMs, around one million tasks (3 different kinds of workload), 3,800 VMs of 6 types

(Amazon’s instance types) Google workload traces Scheduling: RR, FF, R, FU and EPC-FU,

various migration possibilities: no migration, all possible migrations and CPER, CPER was

also compared to CMCR (VMs

migration) EPC-FU allows energy savings by 1.27% (no migration) and 0.93% (dynamic migration) respectively,

compared to RR, and 1.19% compared to R, it also allows 0.71 more cost efficient than FF (with CPER), in term of

performance, FF, FU and EPC-FU are most efficient and produces optimal results with CPER, by combining CPER and

EPC-FU 61.89% of migratable containers were able to recover their migration cost

Naive algorithm, i) both software and VM consolidation enabled, ii) only VM consolidation

For small instances: G-COPS and H-COPS reduce the cost of OPA by

50% and 44% and the cost of DOT by 11% and 6% respectively,

For large instances: H-COPS outperforms OPA by about 46% in term of cost and executed in areasonable time (<1s), it

gave an error rate less than 10% compared to the exact solution

Multiple  [49] Simulation using Cloud Sim and container Cloud Sim N overall cost, the authors considered that
services are charged at $0.095 per hour and a tariff plan of 1 min with an energy cost of $0.08 per
kWh. In order to evaluate their work, Khan et al. have considered several consolidation possibilities
depending on the migration of VM, container, application (VM + container) or no migration.
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Fig. 10. Cost saving on Amazon EC2: nb. of VMs per hour (a), VMs charged (b) [11] — Average energy consumption
and workload performance when VMs, containers or applications (VMs + containers) are migrated (c), Energy Runtime
(Performance) Product (d) [49].
A mixed workload was used based on PlanetLab and Google datasets. The data (CP U utilization) provided by PlanetLab
were recorded at 5 min regular intervals from more than 1000 VMs whose extend is over 10 days and which are
available in CloudSim. From Google dataset, the runtimes and priorities of tasks and VM runtimes were selected
from the containerized Google’s platform. With the suggested approach, the authors concluded that migrating
containers allow significant savings in terms of energy, while VM migration is more efficient in terms of
performance. The authors have shown how application migration can balance between energy and performance. Fig.
10(c) shows that VM migration surpasses container migration in terms of energy (around 3.2% more efficient)
and performance (around 11.2% more efficient). But it is less efficient than application migration (both container
and VM migration) which provided around 11.9% more in terms of performance and 5.5% in terms of energy. To
illustrate the energy optimization results under performance constraints (Fig. 10(d)), the product of energy and
performance (ERP) was used. Results affirmed that consolidating VMs + container for three different types of
applications have the lower ERP. Hence, it achieves the best result in terms of performance and energy. When
migrating applications, around
707.54 kWh energy can be saved, and 4.16 kWh and 10.15 kWh more compared to VM and container migration
respectively. For $0.08 per hour energy price, this can translate to almost $0.6m annual savings. Khan et al. observed
that increasing the number of container migrations due to their size can increase energy consumption and
migrating the same container multiple times can create performance loss. As a proposal to address this, they
considered the migration of containers running inside VMs which, according to their experiments, allows for a trade-
off between energy and performance. Nevertheless, if we consider a whole cost that integrates the energy and
performance in terms of virtualization architectures (and resulted overhead) along with the migration costs, these
results remain to be approved. The number of containers in experimentation is more important than the VMs one. If a
VM is migrated several times or a large number of VMs are migrated, certainly this could produce different
findings. The authors discussed the effect of the repeated migration of containers that may affect negatively the
performance of work- load, which was not addressed in SC. In SC, the authors have shown how consolidation can
improve power consumption with- out worrying about how migration impacts performance which was addressed in
[49]. In the latter, the authors raised the trade- off involved between migrating VMs and containers. They showed that
migrating containers can be more energy efficient than VMs which confirms the results in [11]. On the other hand,
migrating VMs is more performance efficient. To this end, we believe that performance considerations are
important to validate the gain of migrating software (running in containers) because the performance losses can
exceed the energy gains, for example, if the migration policies are very expensive. Authors in [49] suggest that the
migration of VM + containers can achieve a balance. Thus, EPC [49] compared to SC [11] allows further savings of
14.6% energy and 7.9% performance.

8. MAJOR FINDINGS AND RESEARCH CHALLENGES.

www.ijeais.org/ijeais
78



8.1.

8.2.

International Journal of Engineering and Information Systems (IJEAIS)
ISSN: 2643-640X
Vol. 5 Issue 3, March - 2021, Pages: 64-87

MAJOR FINDINGS.

We carefully selected 14 papers from a number of works reviewed regarding consolidation in cloud data centers,
and presented a deep-diving analysis of these articles. This work has been summarized in tables after discussing the main
aspects relating to consolidation as illustrated in the proposed taxonomies.

On the other hand, it is worth noting that containers have enabled new use cases in cloud computing, such as
just in time deployment, microservices management and orchestration (ex- ample by Kubemetes). They are
encapsulated in virtual machines to enhance security and isolation [68]. To migrate containers, the CRIU technology is
the most used. It allows to freezing all or parts of a running application and checkpoint it in the form of files. Then,
by restoring those files at the destination node, applications can resume execution at frozen point. Container me mory
copying can be performed in a pre-copy or post-copy manner depending on the order of transfer of the processor
and the memory. In the pre-copy pattern, the memory is transferred iteratively before the processor state and the
opposite in post-copy [50]. As we discussed in Section 3, containers are lighter and more agile than VMs with a
relatively short lifetimes and a high density deployment. This allows consolidation to be performed at a finer
granularity and allows a more flexible and optimized migration service. However, container service and application
migration can create a huge traffic with very high migration cost. Therefore, it will be necessary to balance between
the fact of ““reducing’’ the migration problem and the gains of the consolidation service.

In fact, consolidation brings obvious benefits. For the client, he demands low prices and optimized QoS. From the
provider side, the major concerns are to make profit and offer an acceptable quality of service. With the increasing
adoption of cloud and the panoply of service models offered by the cloud actors, allowing to leasing virtualized
hardware (laaS) or running software (SaaS) or platform (PaaS), the task is more and more challenging to cloud
providers to make a profit, and at the same time satisfy the customer. In Fig. 11, we list the main benefits of
service consolidation from cloud provider’s perspective.

Cloud providers aim to guarantee their profitability while choosing the best configuration of resources which also
guarantees the requirements of clients as specified in the SLA. For laaS providers, the main impacts are those related
to DC utilization and VM performance that directly impacts provider revenue [50]. In SaaS/PaaS cases, in order to
decrease the monetary costs, providers, mainly, tend to reduce the entire capacity of provisioned resources by
minimizing the number of virtual ma- chines [95]. The SaaS provider can play the role of a client of laaS provider by
leasing VM instances, for example on peak demand periods, to be able to accept and satisfy their custo mer requests
when its reserved infrastructure (and/or its computational re- sources) are totally busy, and thus maximize profit
[96]. It can also use its own private virtualized clusters. In the first case, two levels of SLA are to be considered: (i)
customer QoS parameters such as the response time, and infrastructure level parameters such as the service initiation
time [95]. Although in both cases, minimizing the number of VMs may improve the provider profit, the first case
allows more important saving since no capital expenditure (CAPEX) required.

RESEARCH CHALLENGES.

Instead of fully studied fields, of which we have presented some relevant ones, we conclude that there are other
important fields not yet explored or thoroughly studied such as service continuity while migrating objects. Some
interesting aspects which do not only concern consolidation parameters have not been explored in the literature on
which we will focus on the following.

Interference implications. Interference and interdependence is- sues may result by the fact that performance
isolation between co-located objects cannot be guaranteed by virtualization technologies [97]. In literature, some
works have addressed the implications of co-located interference effects such as [79,97,98], and the correlation of
resource utilization between co-located VMs [99]. However, interference parameter remains very little explored
and the works that addressed it have only dealt with the infrastructure-level interference and have omitted
communications and interferences between containers [51], software applications and data interdependencies.

Energy consumption in DC level. Energy consumption has aroused the interest of several researchers. Most of them
concentrate on server level energy consumption, fewer are the work that treated the consumption of storage [44]
and network [100,101] equipments, and energy consumption at the infrastructure level (i.e. lighting, cooling,
controls) is neglected. As mentioned above, DC level energy consumption, which depends on the consumption of IT
equipment and that at the network architecture level represents 40% of total consumption, which is enormous.
Unfortunately, this consumption has not been sufficiently addressed. Interest focused mainly on consumption at the
server level, which represents 60% of total consumption, focusing on the static contribution which represents 70% of
this consumption. The objective was to minimize the number of active servers and thus the energy consumed by them
but this increases their use. The dynamic consumption at server level has been the subject of some work by
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applying the DVFS technique [48,102] which, applied to the server CPU, can save up to 34% of this consumption
[103].

However, this remains insufficient compared to DC level energy consumption. To optimize this consumption, in
[104] a network architecture for DCs called Exchanged Cube-Connected Cycles (ExCCC) was proposed. By adopting
this strategy, we must review the entire network architecture which is not practical for several cloud providers.
Reviewing the energy consumption at DC level allows to improve the return on investment of cloud providers
saving more energy in CDCs. Also, optimizing this consumption helps combat pollution and global warming by
decreasing the CO2 emission.

Uncertainty in cloud environment. Cloud computing is a dynamic and highly changing environment. These large-
scale virtualized distributed systems differ from previous environments in the way that they introduce continuous
uncertainty into the calculation process [105]. Uncertainty represents a main difficulty in cloud adoption. This
creates additional challenges in terms of resource manage ment and associated costs. Indeed, the sources of uncertainty
in these environments are multiple and depend on several factors. The elasticity related problems, the energy
consumption and the dynamic pricing are the important sources of uncertainty according to Tchernykh et al. [106].
In addition to dynamic elasticity, different service levels and real-time constraints, we cite:

- Resource and service cost: These costs are based on many factors, mainly involving the technical characteristics of the
equipment. However, it is impossible to obtain exact knowledge about the system. Parameters such as the effective
processor speed, the number of available processors and the actual bandwidth change over time [105]. In addition, the
demands for workload vary over time. Providers may not know the amount of data and the computation required
by users, which makes it very difficult, if not impossible, to have correct knowledge about users and their actual
needs. Thus, the workload in this environment is unpredictable [107]. It is unstable and varies randomly over time
dramatically and depends, in large part, on user behavior.

« Virtualization [108]: Virtualization makes it possible to run multiple operating systems and multiple applications on
the same server and at the same time. With the rapid proliferation of virtual machines and containers,
administrators and authorized users can create a large number of VMs or containers in a matter of minutes. Often,
these elements are transient and are removed after a few weeks. Thus, the volatility of VMs and containers as well
as the ease of their handling make resources fluctuating and difficult to estimate accurately.

- Decoupling between applications and infrastructures: The dematerialization and disconnection between hardware and
software in the cloud makes tracking virtualized applications that are not traditionally installed, and thus the
estimation of its real resource needs and relative revenues a tedious task.

To sum up, the set of dynamically virtualized and scalable IT resources, storage, software and services have made it
impossible
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Fig. 11. Main benefits of consolidation service from providers perspective.

to have exact knowledge of the real needs of users and their applications which are not predictable and which
are difficult to estimate. This incompleteness due to the lack of information on applications and resources creates a
dimension of uncertainty which greatly depends on the users who share resources and their behavior. However, other
than the sources of uncertainty that can affect the consolidation of resources, the migration and consolidation policies
themselves represent sources of uncertainty affecting, mainly, processing time, performance, bandwidth, etc. [108].
Like the elasticity policies, the total accuracy of consolidation policies remains subjective [107]. This makes the
effect of any optimization rule through the consolidation process prone to un- certainty. Few are the works that have
addressed the uncertainty in the field of the consolidation of cloud resources, only at laaS level, which we quote for
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example [109] and [110]. Despite extensive research on uncertainty issues in computational biology, decision making
in economics, etc. [111], a study of the uncertainty for cloud computing and in terms of resource management is
limited [106]. Thus, designing consolidation strategies in the presence of uncertainties due to the dynamic
behavior of the execution context and resources, to the properties of services relative to the characteristics of the
cloud environment and to userbehavior, represents a challenge.

Software license consolidation. Software services represent the most important part of the evolution in the cloud
computing and do not cease increasing. This is due to the popularity of the cloud and the importance of software
which are in the center of the concerns of any company. According to forecasts between 2016 and 2021, it was
proven that, in the corporate cloud, the SaaS market will remain dominant even in 2021, representing $97 billion in
global spending [112]. With the increasing popularity of cloud and SaaS, the focus today is not just on data but on
develop ment. Unfortunately, software license consolidation has not been investigated yet. Literature work focused on
the technical characteristics of equipment and the optimization of standard resources (network, CPU, memory, etc.) and
have omitted software licenses that are typically an even more precious and expensive resource than compute-power
[113]. Thus, reviewing the management and optimization of software licenses in the commercial cloud has become a
priority. Licenses must be provisioned and released “‘on the fly’’ like other resources, elastically, to avoid problems of
un- der/over provisioning and overpaying. In other words, they must be dynamically adjusted according to needs and
actual use. The aim is to further minimize the number of PMs, VMs [12] and/or containers in the commercial cloud
and optimize the overall cost including the cost of licenses in addition to energy cost.

Security and privacy. The pervasiveness and openness of cloud environments along with the accessibility of cloud
services via the internet cause severe security issues through the consolidation process. Many risks and attacks can
take place along this process. For example, while migrating objects from one PM to another, if the links between
these two hosts are not safe, the identity of the destination host can be usurped and migrated objects can be
redirected to another host, or migration can be initiated by a malicious host. Unfortunately, consolidation works did
not give much importance to security considerations [114] which is one of the crucial factors that should be
considered in the future research. In the literature we have identified very few works that address security as [115]
which only deals with the case of VM consolidation. Many of the security issues, that should be addressed, are
related to the characteristics of cloud systems and virtualization type. We specified in Section 3 that a container-based
architecture which is an OS level virtualization, although it is a good virtualization alternative thanks to its agility,
lightweight and scalability among others, suffer from a weak isolation level [40] and presents enormous risks.
Unlike VMs that provide security for untrusted workloads, containers, as CaaS providers such as Google and Amazon
consider, provide suit- able environments for semi-trusted workloads [12]. Practically, all security properties are
involved through the consolidation process. We identify some research questions and needs in terms of security below
from a consolidation perspective.

Authentication and access control: nothing can prevent a malicious host to initiate a migration if the authentication
step was not performed to establish a trust between two hosts implied in consolidation. So, how to guarantee that the
migration process is performed by an authorized person? And what policies should be used to control his access to
reduce risks of attacks?

Confidentiality, integrity and non-repudiation: how to guarantee that data and applications moved from source to
destination PM are the same and have not undergone modifications? How to provide a high level of confidence so
that these data and applications are not disclosed? With the dematerialization and the multiplication of the different
levels of service and the different scenarios and actors involved in cloud computing how to guarantee that the data
emanate from source hosts who claim to be it? This concerns the better monitoring to avoid the non-repudiation
property.

Availability: how to guarantee the availability of consolidated objects and service continuity during the migration
process, especially for a critical applications like real time ones?

Communication: like communication costs, times and inter- dependency issues through communication links
between PMs during the migration process, how to secure these links to provide a trust channel is another question that
has to be addressed in future works.

Privacy : how to guarantee that the client’s data and files are not lost or compromised?

For further reading on security requirements in the context of cloud computing, readers may refer to [116].

9. PRACTICAL REQUIREMENTS AND LIMITATIONS OF WORKLOAD CONSOLIDATION IN CDCS.

We were able to conclude that the consolidation service, with- out adding new hardware, allows to expand the
capacity of the data center. With less hardware it allows to run more workloads with lowered power demands and
lower OPEX. Despite the benefits of consolidation service whose the main ones are discussed in the previous section,
however, there are still many limitations to be resolved. In Section 3, we discussed some negative side effects of the
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migration process that can be very important, mostly, in terms of resource wastage, computational overhead,
performance and costs if we do not foresee a balance between the contradictory objectives. This is notable
especially if the consolidation strategy and migration process are continuously performed in short-term intervals so
that can cause an over-consolidation that hampers the capabilities of the workload migration and the performance of
the application. In addition to the required e xpertise and technical know how from the service providers to monitor
and manage their DC systems, there are many other aspects related to implementation that represents some
downsides and need to be investigated. The way the objects (containers, soft- ware, VMs or data) are mapped onto
machines (VMs or PMs) and the way the consolidation solution is designed present many limitations and
requirements. Here, we focus on the implementation related aspects of consolidation solutions and the major
requirements and limitations. As we discussed in Section 5, work- loads consolidation solutions may be performed
either statically or dynamically. The dynamic consolidation is enabled by live migration. For practical perspective,
Tuan Le [117] discussed some live migration solutions in commercial virtualization platforms and cloud platforms.
The static allocation of objects to machines is a source of power wastage especially when heuristic methods are used
which tend to seek the local solutions instead of global ones. This can cause the unnecessary usage of resources and
increase the migration overhead [118]. As earliest open source software implementation to overcome this, we cite
Entropy [118] that imple ments the dynamic consolidation. It is based on CSP to search the globally optimal solutions
taking into account the migration overhead. Since the used Choco solver to resolve the CSP problem can consider
only one objective, the authors designed their solution in two phases. They are executed in sequential order to treat the
two considered objectives of minimizing the number of used machines and minimizing the number of migrations.
The major drawback of this solution is due to the sequentially of the two phases that increases the computation
time and limits the scalability of the system. The use of a central controller that is responsible in all aspects of
virtual machine placement optimization also limited the scalability of Entropy. So, another difficulty related to the
design and implementation of consolidation solutions, that can face the service providers, concerns the distribution
of consolidation. Designing distributed solutions enables the natural scaling and remedies to such a centralized
approach that can be very costly, especially, if it is implemented in large-scale cloud systems and geo-distributed data
centers, as discussed in Section 5. A second implementation framework of dynamic VM consolidation and
hierarchical distributed management of VMs for private clouds called Snooze is given in [119]. The management
hierarchy is composed of three layers: local controller on each physical node that manages virtual machines it hosts,
an intermediate layer constituted by group managers (GMs) and group leader that uses data about GMs and
centralizes information about the whole cluster [119]. Although it partially solves the scalability problem, the
proposed system is not able to optimize the placement of VMs across all the nodes of the cluster [120]. A more
completely scalable distributed VM consolidation implementation solution named Open Stack Neat was proposed
by Beloglazov et al. [120]. It is an open-source software for dynamic VM consolidation based on the Open Stack
platform. Unlike Snooze, this system allows to treat the full set of hosts. Yet, this solution presents some scalability
limitations of virtual machine placement decisions. In fact, the distribution of VM consolidation algorithms does
not guarantee the total scalability of the system since, in each controller host, only one instance of the global
manager is deployed. This also creates a single point of failure. The authors discussed the idea of replicating the
global manager to resolve this issue, but there still a problem of synchronization between them. In their work [49],
the authors suggested a distributed implementation of the consolidation technique, separating the parts of VM
selection and under-load/over-load detection from the VM allocation part. They planned to run the first part
(consolidator) in every compute PM and the second one on aseparate controller PM. The cited systems concern virtual
machines consolidation and are detailed in [121]. However, the discussed dynamic, distribution and scalability aspects
concern not only the VM consolidation solutions. Another important challenge that faces service providers to be
able to implement their consolidation solutions is related to a functional test-bed to which Khan et al. drew attention
in their work [49]. Based on the Open Stack platform and inspired by its modular architecture and the multiple
components that offer, the authors suggested to replace the scheduling approach of Nova scheduler which is the
responsible for the placement of virtual machines to PMs in Open Stack, by their proposed scheduling approach.
Nova offers many metrics that can be used to monitor the cluster and get data about consolidation parameters. For
example, Khan et al. proposed to use it to gather data about energy consumption, utilization and performance. They
considered that a local man- ager, being installed in each VM, by analogy with [11], can do the same job as for each
PM. They also suggested to install a docker container on each VM for precedent discussed systems. This al- lows to
imple ment their consolidation solutions in containerized virtual platforms with a minor modification, since hypervisor
has the access to VMs and containers so that it is responsible to consolidate the workload. Moreover, Sareh et al.
have adopted a container-VM architecture (a CaaS environment), where applications are executed on containers and
containers runs in VMs, to design their proposed container consolidation system in [33]. The proposed system was
based on two main modules. The first is installed on each active machine and gives information about their load
status, and the second is installed on a separate node and is responsible of consolidation algorithms. Like Open Stack
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Neat, in this work, the central unit responsible for consolidation limits the scalability of the system and creates one
point of failure. For software consolidation, a similar approach of separating the local manager from consolidator
was proposed. The main difference with the precedent solution was by adding another component of monitoring in
the same machine as a consolidator. Although the reconfiguration plan (migrations) ran through the local manager
(installed on each machine), it is calculated by the consolidation manager (central unit) deployed in a separate host. This
proposed architecture improves the scalability of the pro- posed system with regard to the execution of the migration
plan, but creates a single point of failure with regard to the compute of the software assignments and the
reconfiguration map. In the last solution, each software is packed in a virtual container that runs in a VM hosted in a
PM. Nevertheless, the question of real and functional test-bed remains for bare metal containerized plat- forms
when containers run directly in hardware. Intel introduced the notion of generic workloads that is application

agnostic in Cloud Integrated Advances Orchestrator (CIAO)l project. Through the same system, the proposed
orchestrator handles VMs, containers, and bare metal applications in CIA O cluster. However, only a generic view
of the architecture and its component’s description was given and no official publication that provides a
description about the cluster optimization process and how it is performed and evaluated was found. A brief
description of CIAO’s architecture is given here [49]. To sum up, there is a large volume of works published in the
field of workload consolidation some of which presents software implementation solutions and are publicly
available. In terms of implementation, the providers face, especially, the dynamic, distribution, and scalability aspects
along with the heterogeneity of workloads and platforms. Many works are based on the Open Stack platform. For
real needs in the cloud with the diversification of virtualization technologies, the heterogeneity of platforms and
the multiple opportunities of consolidation, bring into question the applicability of certain practical systems
whose generalization of their results should require significant efforts. Finally, we believe that, with the emergence
of cloud native architectures, the micro-services, being independent and interoperable, are not constrained to
technological uniformity. Thus, managing the heterogeneity of platforms along with the aforementioned issues
related to implementation of consolidation solutions becomes asimpler question to address.

CONCLUSION AND FUTUR WORKS.

The cloud paradigm is very promising compared to traditional IT systems. It is based on virtualization, which
gives rise to virtualized data centers. One of the major challenges facing cloud data centers is related to resource
management that represents a primary concern by industry and academics. In literature studies, it was revealed that
less than 15% on average of full capacity are used by hosts [122]. This incurs other problems, the most
remarkable are those relating to energy consumption, costs and performance. Virtualization makes it possible to reduce
energy budget, computational cost and enhance performance. It has given rise to several techniques enabling an efficient
resource management, such as consolidation, which is the most common one. Consolidation process allows us to reach
various objectives such as power management, system maintenance, fault tolerance, etc. Consolidation works address
the importance of placing objects initially or after migration in an appropriate manner with the aim of improving
energy efficiency and resource utilization in cloud infrastructures [45] In this paper, the notions of virtualized data
centers and consolidation in cloud computing systems are presented in a holistic manner. A comprehensive survey on
IT consolidation in the cloud and thematic taxonomy are pro- posed to synthesize and categorize the reported
literature. Some relevant works from the state-of-the-art are investigated and analyzed according to several aspects
related to the characteristics of consolidation, parameters, optimization and evaluation methods in accordance with
proposed taxonomy. In addition, an illustration and a discussion of the results of some recent work has been
proposed. Finally, we have summarized the article while synthesizing the CRIU technology as well as the benefits of
work- load consolidation on cloud providers before highlighting some research challenges and trends in IT
consolidation. We ended up presenting main barriers of consolidation solutions from an implementation point of
view.

Various lines of actions may extend the current IT consolidation work on several axes as mentioned in the last
section in terms of interference and interdependence objectives, security, DC level energy consumption, uncertainty
of cloud environment and software license consolidation.

But also otheraspects need to be addressed. Forexample, from an architectural point of view, revising the archiving
of resource management in the cloud has become a necessity especially with the emergence of decentralized
architectures which have proven theiradvantages in resource management in the cloud as in [123]. Regarding algorithnms
and techniques, we think that extending the algorithms to consider other resources than the CPU allows to further
improve performance in CDC and creates similarities between these algorithms which makes their comparison more
realistic [91]. For the evaluation method, developing simulators for the CaaS and Saa$S levels is another critical need
today. Finally, given the different consolidation scenarios that can take place in cloud data centers in addition to the
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flexibility available in these environments, we believe that further exploring hybridization possibilities through
different service models can improve DC configurations and optimize resource management.
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