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Abstract: Virtualization technology i s the backbone o f cloud  systems, the fastest-growing  energy consumers, globally. It 

holds an imperative  position in the resource management area  by providing solutions for many related  critical problems 

and challenges. Resource  consolidation  remains one of the techniques most used  to develop new and  more efficient resource 

management  policies. Virtual machine packing, which is mainly addressed, allows cloud data centers to move from a  

particular state  to a more optimized one. Currently, the unprecedented advancements in container-based  cloud and 

containerized workloads  have created  new consolidation  opportunities. In  this article, we study the problem o f 

consolidating data centers within distributed cloud  systems. We give a  generic view on  IT consolidation at  different  levels o f 

cloud services. Firstly, we present  an  overview o f virtualized  data  centers and consolidation. Next , we present  a  brief 

thematic  taxonomy and an  illustration o f some consolidation solutions from the literature. This presentation will  then be 

followed  by a discussion o f certain  research questions as well  as a proposal  for a certain  number o f future orientations 

in this field  which  we assume essential in  order to  contribute  to the resolution o f the problematic dealt with in  this 

article. 
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1. INTRODUCTIO N. 

 

Outsourcing and  de materializat ion  efforts  as  well as the pop- u larity o f v irtualizat ion technolog ies have g iven ris e 

to the cloud co mput ing  parad ig m. This  bus iness  model is  generally  used  to  describe  the large-scale d istributed  

in frastructure o r IaaS (In frastructure  as  a  Serv ice), p lat for m as  a serv ice  or PaaS and  software  serv ices o r SaaS 

(Software as a Serv ice). The main purpos e is to conduct comput ing in d ist ributed installat ions operated  by  th ird parties 

IT s erv ices. Recent  years , the cloud co mput ing  indust ry  is g rowing e xponent ially and dep loy ing g igant ic  data  

centers that can ho ld more than a million servers to meet the g rowing  demands o f customers  and  sat is fy ing  IT 

requ irements. Amongst  the main causes beh ind  the g rowth  of cloud  and  its  wider adopt ion , we cite  its capacity to  

scale  down or up  comput ing resources  accord ing  to  the current  demand, elast ically. Thanks  to  v irtualizat ion  

technology  customers  can access serv ices in  a pay -as -you-use model based  on  their usage. Virtualizat ion  enab les the 

same phys ical machine to  host  and run  mult ip le  v irtual s ervers  fo r better resource  ut ilizat ion  and  aggregate  power 

consu mpt ion  reduct ion  [1–4]. Indeed , cloud infrast ructures  face a  number o f challenges that  shou ld be overco me. The 

mos t crit ical are related  to  resource management , power consu mpt ion, cost  and perfor mance. The major inefficiencies 

in  data center (DC) dep loy ments are caused by the poor manage ment o f resources [5]. Most  o f the t ime, 30% of cloud  

servers exp lo it  10%–15% of re- s ource  capacity  on  average  [6]. Energy  consumpt ion  represents  another b ig challenge 

and st ill a ho t top ic desp ite opt imizat ion effo rts. In  2010, data  center consumpt ion  was  worth  approxima tely  

1.1%–1.5% of the world ’s energy  [7] which has  evo lved  to 2% actually  [8]. In  2014, DCs  in  the U.S. consu med about 

1.8% of total U.S. elect ricity , which was expected  to increase  by  about  4% between  2014 and  2020 [9]. Moreover, 

energy  consumpt ion in  cloud  syste ms raises  many  issues in  terms  o f CO2 e miss ions with more than  43 million tons 

of CO2 per year [7]. Bes ides the env iron mental impact , power consu mpt ion  in  v irtualized data  centers has d rastic 

effects  on  operat ional expenditu re (OP EX) caused by  elect ricity costs. From a cloud  prov ider pers pect ive, OP EX 

represents a  key issue to ma ximize their p rofits . To  deal with  the afore ment ioned  challenges , data  center 

conso lidat ion  (DCC) is a powerfu l strategy adopted . It is an organ izat ional st rategy us ing  more efficient  

technolog ies  to reduce IT assets. The main  ob ject ive is  to  ma ximize resource  e xp lo itat ion  by  keep ing the min imum 

number o f act ive physical machines  (PM) and mult ip lexing  several ob jects  (v irtual machines, containers, etc.) in the 

same PM. Data centers  are  facing  a challenge  to decide when , how, and which  ob jects have to be conso lidated in to a 

sing le  PM [10]. The conso lidat ion  may  invo lve  a migrat ion  p rocess that  allows  the ach ievement  o f ob ject ives  and  

requ irements  in  terms o f resource  and  power manage ment  and the associated  costs , system maintenance, fau lt  

tolerance, etc. However, migrat ion is resource intensive and may have drastic effects on the whole performance. 

As ment ioned  earlier, the conso lidat ion  p rocess uses v irtualizat ion  technology  that  creates is o lated  env ironments  in 
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the same machine. Th is  guarantees portab ility and acceptab le security level and  allows  to  run  workloads  in  iso lat ion. If 

an  app licat ion  fails, it  does not  co mpro mis e the e xecut ion  o f another app licat ion . Prev ious conso lidat ion  works have 

focused  on  in frastructure  level. Virtual machine  ( VM) conso lidat ion  p rob lem was  deep ly  stud ied  and we can consider 

that is reso lved  to a sat is factory level. However, th is approach  was  not  enough  to  so lve underut ilized  o r over u t ilized  

VM prob le ms  along  with  underut ilized  o r over ut ilized PMs . Moreover, me mory  overhead of VMs  limits  the 

conso lidat ion  possib ilit ies .  For exa mple, in  a real cloud  located  in  France, Tchana et al. observed , over a four month  

period , that  805 VMs used less than  12% of the act ive  PMs  CPU [11]. A lthough the focus  was in it ially on  VM  

conso lidat ion , literatu re  work d id  not  e xclude any serv ice level. W ith  the p ro liferat ion o f containers which represent a  

lighter and  more ag ile alternat ive  than  VMs, and  the popularity  and  wider use o f container-based  v irtualizat ion  

technology , re- s earchers  interest is  now tu rn ing  to  th is  new model. The same for so ftware  and  data  level 

conso lidat ion  that  have started  to  emerge to  o ffer more flexib ility  to  reconfigure  and  opt imize  data center 

configurat ions  with  finer g ranu larity . However, thes e new research  areas have not  been  deep ly  and extens ively  studied  

[12]. Even  the exist ing research  art icles that  we have e xp lored  [13–  23] stud ied  on ly  the  conso lidat ion  p rob lem at  the 

IaaS level. The majority o f th is work focuses on migrat ion [15–17] and no work s ummarizes  the conso lidat ion  

prob le m in  cloud data  centers in general by  taking  into  account  the d ifferent  serv ice  level. In  add it ion , a  lot  o f work is 

limited to  p res ent ing  and  comparing  exist ing  approaches from a techn ical po int o f v iew, focus ing , main ly , on  the 

algorithmic approach adopted such as [14,18]. 

The proposed study will pos it ion  the conso lidat ion p rob lem in  large scale  cloud env ironments , in line with the 

evo lut ion  o f v irtualizat ion  technolog ies and  the elast ic  and efficient  resource manage ment. It  aims  to  p rov ide an  

overv iew of IT conso lidat ion  works in  cloud systems . The research ob ject ives relat ing  to th is  art icle  thereby  are  To  

present a summary on consolidat ion issue according to the different levels of cloud service, 

•  To develop a fairly generic taxonomy that reflects the different aspects relating to the consolidat ion problem, 

•  To conduct  a  literatu re  rev iew on  conso lidat ion  research  in cloud data centers to better understand the current 

works in th is  area. A ll o f the p resented  exa mples from literatu re work find  their class ificat ion  in  the p roposed  taxonomy  

regardless of the service level, 

•  Finally, to  deter mine  the limits  o f current  approaches  and ident ify so me appropriate research gaps that  have not been  

addressed in scientific literatu re. 

The rest  o f the paper is o rgan ized  as  fo llows . After in troducing  the work and present ing  the rev iew methodology 

adopted  in Sect ion 2, we present cloud comput ing briefly  by  focus ing  on  the s erv ice models and the two main  

virtualizat ion  technolog ies in Sect ion  3. They  represent  the core o f our class ificat ion  adopted  in the rest  o f the paper. 

Then , in Sect ion  4, we pres ent an  overv iew of conso lidat ion  in  cloud  data  centers  (CDC). Sect ion  5 is  devoted to present 

our taxonomy  of CDC conso lidat ion  and to synthes ize  the literatu re  work accord ing  to  the p roposed  taxono my. In 

Sect ion  6, we present  a  taxono my  and  main  aspects  o f the evaluat ion  methods  used  in  IT conso lidat ion. Sect ion  7 

presents  an illust rat ion  o f the resu lts  o f some relevant  work that  des cribes  how conso lidat ion  performs. In  Sect ion 8, 

we g ive so me find ings  and  d iscuss so me research  issues  and  futu re  orientat ions. Sect ion  9 describes  the major 

drawbacks of using the consolidat ion of workloads in cloud data centers. While Section 10 concludes this work. 

 

2. REVIEW METHODOLOGY. 

 

2.1. RES EARCH QUES TIO NS. 

 

The res earch  carried out  with in th is  art icle  aims to  address some res earch  quest ions. Th is part  is  devoted  to  the 

ident ificat ion  o f survey quest ions which are in the nu mber o f s even with  a  fifth quest ion  d iv ided  into  four s ub -

questions. Our goal is to answer these questions by conducting a review of existing research. 

•  RQ1 : What are the main reasons and motivat ions behind DC consolidation in the cloud and what is the process? 

•  RQ2 : How can  the performance  o f cloud  data  centers  be affected  th rough   v irtualizat ion  arch itectu res  and   

consolidation process and how can consolidation service ensure application performance? 

•  RQ3 : How should CDC consolidation be characterized? 

•  RQ4 : At which level is CDC consolidation performed? 

•  RQ5 : What methods have been adopted in CDC consolidat ion? 

– RQ5-1 : What kind of approaches have been used? 

– RQ5-2 : How should the optimizat ion process be de- scribed? 

– RQ5-3 : What resources and metrics have been considered in the optimizat ion process? 

– RQ5-4 : What algorithms are being explo ited? 

•  RQ6 : What are the evaluation methods used in existing CDC approaches? 

•  RQ7 : What should be the future research challenges and orientations behind DC consolidation in the cloud? 
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2.2. SEARCH PROC EDURE AND SELECTIO N PROCESS . 

 

To elaborate  the current  work on  IT conso lidat ion  in  cloud  systems  a systemat ic  methodology  has  been 

adopted . We will describe  th is  rev iew methodology  in  the fo llowing . The rev iew process contains  a  series o f steps 

and  is  docu mented as  a  rev iew protoco l. W e syn thes ize  the main  steps fo llowed  to  elaborate  th is  work in a 

simplified way without  go ing  into details. The idea of our research  art icle  is  not  to  elaborate  an  exhaust ive  lis t of 

conso lidat ion  approaches, but to int roduce the IT conso lidat ion  in whole  in the d ifferen t serv ice  level and present 

some relevant  works in each level. Insp ired by Kitchen ham [24], the main  steps  we have taken  relate  to, first , the 

in it ial res earch based  on  search  terms  which  are in  line with  prominen t  and  recent  works  on  conso lidat ion , and  

strings  fo rmed  by  co mbin ing terms and  Boolean operato rs (AND and OR operato rs). W e focused  on  works  fro m the 

relevant  pub lishers  like  IEEE, A CM, Els ev ier, Springer and  W iley on line  lib rary. In  case o f dup licat ion  due to  the 

use o f mult ip le  d ig ital lib raries, we have analyzed  the s earch  resu lts and  ident ified , then removed the dup licates based 

on  our sub ject ive  criteria. After the in it ial s earch, the resu lts obtained  were filtered . For exa mple, if the s ame 

approach  is presented  in more than  a paper, one o f these papers  is  s elected  accord ing  to  a  few criteria  such  as the  

pub licat ion date (o ften we keep the most  recen t), the expert ise of the au thors who part icipate, etc. The research  

resu lts  p rov ided  by  th is  step  were then  selected  bas ed  on  abst ract , t it le  and  fu ll text  s creen ing to  obtain  a list  o f 

primary  stud ies. For the final stage, which  concerns  the quality  assess ment  p rocedure, we rando mly  selected  s ome 

papers from select ion resu lts  o f the p rev ious  phase. Regard ing  the t ime d ist ribut ion  o f conso lidat ion works , we recall 

that VM conso lidat ion is the o ldest and  dates back several years with  the largest  a mount o f work ident ified  in  the 

literature. Since containerizat ion  is an emerg ing field and container-bas ed v irtualizat ion became a popular and w ider 

used v irtualizat ion  technology , container conso lidat ion has started  to  e merge in recent  years. Th is is also the case 

with  software  conso lidat ion where several so ftware app licat ions can be co llocated in  the sa me container o r VM, and  

data consolidat ion with the proliferat ion of Hybrid Storage Systems (HSS). 

 

3. BACKGROUND OF CLOUD DATA CENTER. 

 

In  th is  sect ion , we will p resent  some preliminary  concepts relat ing  to  cloud  comput ing  and v irtualized  data 

centers. The cloud  h igh lights an  ou tsourced  IT in frast ructure availab le  v ia  the internet  where p rocessing and sto rage 

serv ices are performed  at data center level. The v is ion  is that  IT will not  be perfor med  on local co mputers, bu t in  

dist ributed installat ions operated by  th ird party IT serv ices . The cloud  is g rowing  exponent ially  and dep loy ing  

gigant ic  data  centers that  can  host  more than a million servers in  o rder to  meet  the growing  demands  o f custo mers . 

Cloud arch itectu re relies on monolith ic o r geograph ically  d ist ributed  data  centers. A  data  center contains  a set  o f 

servers g rouped  in  racks. Through  v irtualizat ion , a s erver is d iv ided  in to  v irtualizat ion  ele ments ( VMs  and/or 

containers). 

 

3.1. CLOUD SERV ICE MOD ELS. 

 

Several serv ice  models have emerged with  cloud  computing , the parad igm which  proposes the on  demand  use of re- 

sources prov ided  and maintained at  the hardware  and software level. The three models  recognized  by  NIST (Nat ional 

Institute  of Standards and  Technology) are SaaS, PaaS and  IaaS. Moreover, there are  many  other  known  serv ices  s uch  

as  Container  as  a  serv ice  (CaaS) which  is a  recent  t rend  that  lies  between  PaaS and IaaS [12,25]. A lso, Database as a 

service (DBaaS) is a cloud-based database beating conventional databases such as Mongo DB, IBM and Oracle. 

 

3.2. ISOLATIO N AND VIRTUALIZA TIO N . 

 

Virtualizat ion  is  one o f the mos t  important  technolog ies  that  have g iven  b irth  to  cloud comput ing . It  allows 

resource sharing  in  cloud systems, g iv ing the poss ib ility  o f mult ip le  app licat ions  to  run on  d ifferent  p lat fo rms . 

Through th is  p ro mis ing  technology, hardware  resources  can be d iv ided by s imulat ing  part ial o r co mplete  machines 

with multip le execut ion environments that can 

act  as iso lated  systems. Contrariwise, in  t rad it ional arch itectu re, on ly one nat ively installed OS is supported by each 

physical machine fo r stab ility  and  un ifo rmity   [26].  A  nat ive  env ironment  is faster than  a v irtualized one [27]. In  the 

latter, CPU ut ilizat ion  can  increase by 40%–60% [28]. However, resources allocated  in a  v irtualized  env ironment  are  

closer to  the real needs o f actual tasks compared to t rad itional arch itecture where an ent ire host is ded icated  to run  

the same tasks  [26]. There are  many  types and  levels o f v irtualizat ion in  cloud comput ing  like network v irtualizat ion, 

storage virtualizat ion, etc. Here we are interested in hardware and operat ing system (OS) level virtualizat ion . In this 

area, as shown in Fig. 1, there are two main types of v irtualization , namely , VM-based  v irtualization  and  container-based 
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virtualizat ion. 

 

3.2.1. VM-BAS ED VIRTUALIZATION. 

 

Virtual machines are the backbone at the in frast ructure level in  the cloud  [26]. A  VM is  an illus ion  o f a  computer 

dev ice  created  by emulat ion  software  and  e xecutes an app licat ion. VM-bas ed  v irtualizat ion  is the most  used 

techn ique in  the cloud env ironment  in  which phys ical resources  are  v irtually d istributed  at  the hardware level 

through  a hyperv isor [29]. A  Hyperv isor o r Virtual Machine  Monito r (VMM) allows  mult ip le  operat ing  systems to  

share  one s ing le  PM through  v irtual machines. It  is  the manage ment  layer which  manages  and  contro ls all 

instant iated  VMs that  run  an  independent  OS [30]. There  are two  main  types  o f hyperv isors. A  type 1 hyperv isor also 

called ‘‘bare  metal’’ o r nat ive  which is a  so ftware runn ing d irect ly on a hardware p lat for m. The second type of 

hyperv isor also called hosted , is a so ftware that  runs ins ide another operat ing  syste m. At  th ird  level, above the 

hardware, a  guest  operat ing  system wi ll run. The bare  metal hyperv isor runs d irect ly on the hardware o f the host 

machine and  does not  requ ire  a host OS to run which  requ ires  add it ional re- sources to operate. By avo id ing the ext ra  

software layer between  the host hardware  and  VMs  [26], bare  metal hyperv isor performs  better than  type 2 [29]. Type 

1 hyperv isor is more secure [31] and  resource  efficient , but  it  needs  a special configurat ion  in  the host  machine to  

use it  [26]. The majority o f worldwide us ed  hyperv isors like VM ware ES X, KVM, Xen , and  Hyper- V are bare  

metal [32]. 

 

3.2.2. CONTAINER -BAS ED  VIRTUALIZATIO N. 
 

The s econd  level o f v irtualizat ion , which  we are interested  in here is lightweight  operat ing system level 

virtualizat ion  based on  the concept  o f containers. Containers can  be cons idered as  a new revo lut ion in  the cloud  

era [33]. They ho ld packaged, s elf-contained, ready-to -dep loy  parts o f app licat ions [34] and all o f their 

dependencies  [32]. The containerized env ironment  is  co mposed  o f a  container eng ine and  any  nu mber o f iso lated  

user-space [27] o r con tainer instances  [12]. A ll are hosted on the sa me machine  and  s hare  the OS kernel, including 

root  file  syste m, lib raries  and  common  files  [35].  Th is avo ids  code dup licat ion , a mong  others. Nowadays , many  

prov iders are  adopt ing  con tainers  and expose container serv ices such as Google  Container Engine, Docker Datacenter 

and  Amazon Elast ic  Container Serv ice (ECS). The new cloud serv ice model named CaaS appeared with  the 

containers. It  frees  app licat ions, making the m completely  independent  o f the PaaS and  eliminates  dependencies  

[30]. As  exa mples  o f CaaS prov iders, we cite  Google  and Amazon [12]. Note that  the ent ire app licat ion  can  be run 

in  a  container o r each  component  o f the d ist ributed  app licat ion  is e xecuted  ins ide a container and  the containers are 

dep loyed  on  PMs. Docker is  the most  used  container imple mentat ions, which  is an  open source manage ment  too l for 

containers that auto- mates the dep loy ment of app licat ions  [36]. Another emerg ing  new container technology  

compet ito r o f Docker named  Rocket  was des igned  to  be a more secure, interoperab le, and an  open  container so lu tion 

[32]. 

 

3.2.3.  ISOLATIO N AND PERF O RM AN CE DIS CUSS IO N. 
 

 Table  1 p resents a  general co mparison between  VM-bas ed  and  container-based  v irtualizat ion  accord ing  to  s ome 

relevant  criteria. Both  v irtualizat ion  techn iques  p rov ide  is o lat ion  which  offers  an  iso lated  space in  the machine. 

Hyperv isor adds an  e xt ra  layer o f v irtualizat ion, but con tainers p rov ide  an iso lated  v irtual env iron ment at  OS level. 

These iso late  and  contro l resources , but  also p rocesses on the core-level of the OS what makes them much  more  

lightweight and res ource efficient . Th is p rocess iso lat ion  is done us ing Na mespaces [26]. In Linux OS, Linux con tro l 

groups (c g roups) iso late  resource  usage, such as me mory , CPU, b lock I/O and  prov ide  resource  manage ment  [32]. 

However, it is hard to provide the same level of isolation between containers as VMs do. 

Several works [26–28,35,38] have co mpared  the two v irtualizat ion  methods  in  ter ms  o f performance  by 

adopt ing  several metrics . For exa mple, in [38], the authors  p rove that Docker container outperforms VMs  in 

almost all metrics cons idered such as th roughput, average response t ime, etc. In  [27], the authors compared  the 

docker container and  KVM virtual machine  and conducted  a lot  o f experiments in  ter ms  o f me mory , CP U and  I/O 

performance. They were based  on s everal parameters  such as  the number o f VMs  and  containers  runn ing  on  machines, 

copying  large files  and configuring a web  server. It was  revealed  that  Docker is  more resource  (CP U, Hard  Dis k  

Drive (HDD) and  RAM) efficient  and  faster than  KVM  even  if it is  the sa me hardware  [27]. For CP U usage, the 

difference  is not  too  important . However, in terms  o f me mory , KVM wastes add it ional resources with  a  d ifference 

of 3.6–4.6 times for the OS even though no operation performed [27]. 

A deep comparison  o f t rad it ional arch itectu re, v irtualized one, containerized and  containerizat ion  th rough 

virtualizat ion in the cas e o f ga me-based interact ive s imulat ion app licat ions in [26] reveals some observat ions that  
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we have t ried  to  synthes ize  in Fig . 2. As  we mount  in  the v irtualizat ion  stack (Fig . 2(b) the right  narrow), the CPU  

and  me mory  us age increase. Th is  is  caused  by  the  requ ired  overhead to s upport  each  techn ique  and  to  host 

add it ional OSs  [26]. The d ifference  between  containerized  and  t rad it ional arch itectu res  is  due to  s upplementary  

software used fo r s imulat ion  software containerizat ion . Th is containerizat ion layer added a min imal overhead to  

realize  iso lat ion  and  abstract ion ru les (c g roups and na mespaces) and to run  docker eng ine  and  its daemon [26].  On 

the contrary, The add it ion of hyperv isors  to  dep loy ment  methods is  the most  intens ive  in  me mory  and  CPU. Hosting 

a VM comes  with 11%–17%  [26] increase  in  CP U us- age co mpared  to t rad it ional and  containerized methods  to dep loy  

interactive simulat ion software. 

Mavrid is et  al. affirmed that , containers, when  runn ing  nat ively  on a PM (bare metal), perform better than  runn ing 

on top o f the VM, except security cons iderations. Bare metal containers deliver more performance  per server [35] and 

are more resource, storage and energy  efficient  and cost-effective [29,35]. Due to the missing v irtual hardware  layer, 

containers can  be created  [35] and  migrated  faster [26], and  start qu ickly  than  VMs [29] which  takes  a long  t ime to  be 

created  [27]. Us ing  the host  OS, containers  do  not demand  to reboot any  operat ing system to  restart [27]. This  

virtualizat ion method  enab les a dense dep loyment with a g reater number o f containers per machine than VMs , s ince the 

contain - ers  are more light-weight  [35]. Containers runn ing  nat ively   are more efficient in terms  of system  resources   [39],  

and  requ ire  less hardware by  the fact that  they reduce the number o f layers to manage [35]. They also demand less 

space to keep  mult ip le  cop ies o f a container and  then   p rov ide  optimized  storage  use with min imum footprint [29]. 

Accord ing  to Mavrid is et  al.  Bare metal containers consumed less time to perform the same tasks than running  

containers on top of VMs. On the contrary, increased 

 
Fig . 1. Virtualizat ion architectures: t rad it ional server architecture [with applicat ions and one OS installed  on phys ical 

hardware] vs  v irtualized in frastructure with v irtual machines [the bare metal hyperv isor runs direct ly on the hardware;  

this avoids the use of an extra software layer, the hosted hyperv isor runs inside another OS] vs containerized  

arch itectu re [the container-based arch itecture  can be des igned nat ively , i.e. the containers run  in  the host OS, or 

through virtualizat ion when the containers run in VMs]. 

 
Fig . 2.  Main  advantages of each  v irtualizat ion arch itectu re, i.e. VM, container on  bare metal and  container on  top o f VM 

(a) – comparison of dep loyment arch itectu res, i.e. the inverse  relat ion  between resource  us age and  robustness, security  

and isolation through the virtualizat ion stack (b) 

The time needed by Guest OS to install in terms of minutes affects rapid deployment, the hypervisor-based  deployment  

requires   different  operating  systems,  compromising performance and cost [35] 
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 Functionalities Since development is recent, it lacks many functionalit ies More mature cost of operation, 

prolonged execution time and resource wastage result from VMs that perform a single function in most cases that need 

parts of the operating system for execution [29]. 

Moreover,  container-based  virtualization  has  a  weak  isolation [40]. With containers the processes are isolated on 

the shared OS. This poses serious security issues. Therefore, the risk that viruses, bugs or other intrusions could carry 

over from one container to the other increases [40] since user data is untrustable and not secure. This is not the case 

with the VMs which are more secure. 

 In add it ion , the syste m calls  represent  a  s ign ificant  vu lnerab ility . A lso, co llocated  instances of containers may  affect  

each  other if one is  compromised, which  is not  the case with  VMs  thanks  to  the h igh  level o f performa nce  

iso lat ion they  prov ide  [29]. Moreover, a co mpro mis ed  kernel compromise  containers  [28]. Us ing  containers  on  top 

of VMs  represents  a  good  so lut ion  where the VM plays  the ro le o f boundary  o f security  [35]. On  the other hand, the 

majority o f o lder systems use VMs . In th is case, runn ing  containers  on  top  o f VMs  allows  us  to  handle  the already  

exist ing  in frast ructures  and  to  host  container-based  serv ices  [28]. It  guarantees  the eas iest  management  and  upgrade, an 

opt imal energy  and res ource management , and  allows  to overco me the incompat ib ility  between  software  and  

hardware o f the PM [35]. Further, it  increases security, robustness, funct ionality  and  scal- ab ility  o f app licat ions  by 

add ing  an  ext ra  layer o f contro l and  protect ion  o f s o ftware  in  cloud  env iron ments  [26]. In  conclus ion , this  

configurat ion  allows  to  enhance  security  and  improve the weak iso lat ion  o f con tainers and  extends the 

funct ionalit ies of VMs [28]. On the other hand , th is affects the perfor mance o f the container. Several facto rs can  

affect  the total performance o f containers when runn ing on top  o f VMs , like the nu mber o f containers and VMs, 

the app licat ion type, the sto rage mechanis m, the d ifferent types  o f workloads and  the guest OS [28]. To improve the 

overall performance in this configurat ion, running several containers on VMs could be a better approach [28]. 

To  s u mmarize, all ind icat ions  denote  that  containers  outperfor ms  VMs  in ter ms  o f upgraded  perfor mance, 

scalab ility , energy consu mpt ion , p rov ider p rofit , etc. But as  ment ioned earlier, con tainerizat ion  suffers fro m a weak 

is o lat ion  that  may  create  s ign ifican t  s ecurity  p rob le ms . Thes e iss ues  can  be res o lved  by  runn ing containers on  top 

o f VMs . W hile  VM pres ents a st rong  is o lat ion, the ma in  advan tage  o f a  container is  the low  perfor ma nce  

overhead  [28] due to  the fact  that  containers s hare  the s a me operat ing  sys te m kernel [29] that  increas es  ser ver 

cons o lidat ion  percentage  [25]. Des p ite  that  the perfor mance  overhead  cost  is important  in  VM and  VM + container 

arch itectu res , authors in  [26] cons idered  it  as a  t rade o ff fo r v irtualizat ion’s  OS robustness. Adding a container to 

a hyperv isor-based v irtualizat ion  env iron ment has no s ign ificant impact  on perfor mance overhead  in  ter ms  o f 

res ources  [26]. A lso , the container + VM arch itectu re  p rov ides best  s o ftware  is o lat ion, s ecurity and  robus t 

env iron ment [26] (Fig . 2 (a)). Authors in  [41] p roved  that with  th is con - figurat ion , the ext ra  overhead  is  neg lig ib le. 

In  ter ms  o f s ecurity , CaaS prov iders , like Google  and  A mazon , consider that  containers s upp ly  s u itab le  env ironments  

fo r se mi-t rusted wor kloads , while  VMs  offer e xt ra  s ecurity  fo r un t rus ted  workloads  [12]. In  add it ion , the sys te m load 

optimizat ion implem entat ion is more easy in VMs (than containers). 

The s elect ion of techn ique  should depend on  the availab ility  o f resources , the number of compet ing software  jobs 

and  the type o f so ftware  to  be scheduled  [26]. The organ izat ion  app licat ions requ irements define the most  su itab le  

virtualizat ion  techn ique  to  adopt. It  depends  on  the availab le  in frast ructure  and  the type o f the app licat ion  [35]. For 

the need  o f security  and  easy  management , a container on top o f the VM is a good alternat ive. If the syste m has to  

fast  with low overhead , a con tainer on bare metal is recommended. A lthough , if several OSs  must  be executed  in  the 

same PM, v irtual machines  represent  the best  alternat ive. In  conclusion , therefore, VM-container v irtualizat ion is  

considered the best configurat ion at least until now. 

Finally, con tainers, being  more interoperab le  and  portab le  [26, 39], repres ent  a  new t rend, especially , fo r the emerg ing 

cloud nat ive  in frast ructure [39]. Th is is  due to their pos it ive  impacts , not on ly  on  development , bu t  also  on  the eas iest 

and  cons isten t [28] dep loy ment  aspects  [42]. In  cloud-nat ive p lat for ms, based  on  DevOps approaches and  micro -

serv ice arch itectu res , containers can  support  cont inuous development  and  dep loyment  [42], and are cons idered  the 

preferred methods for the deployment of micro -serv ices [29,43]. 

 

4. OVERVIEW OF CONSOLIDATION. 

 

After p resen t ing  the two  v irtualizat ion  technolog ies  related  to  our work, the aim of th is s ect ion  is to respond to RQ1 

and  present conso lidat ion  b riefly  by  recalling  certain  usefu l defin it ions  relat - ing  to  CDC conso lidat ion and the main  

reasons and motivat ions behind it. Further, we will present the migrat ion process and CRIU technology in a nutshell. 

 

4.1. WHAT IS CDC CONS OLIDATIO N? 

 

The purpose of conso lidat ion  is to  opt imize  resource ut ilizat ion  o f data  center ele ments while  min imizing  act ive 

ones th rough  ob ject  p lacement  and/or migrat ion. The idea is  to  find  the in it ial p lace ment  sequence o r the mapping  plan 
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after migrat ion . Th is p lacement  is an  important approach to improve energy  efficiency  and  resource usage in  

cloud in frast ructures, among others. More specifically, when  a set  o f app licat ions request  a  cloud  data  center to  

allocate co mput ing  resources (me mory, CP U, etc.), they  are mapped  to  a  s et  o f VMs  or containers . Then , 

containers are allocated to VMs or PMs and  VMs are allocated  to  PMs  depending  on  the underly ing  v irtualizat ion  

technology . A lso , when it co mes to sto ring data, p lace ment st rateg ies are e mployed  [44]. During the migrat ion  

process the p lace ment is changed  to  improve DCs  configurat ions . Fig. 3  s hows  e xamples o f VM (Fig. 3(a)) and  

software (Fig. 3(b)) consolidation . 

To su m up , conso lidat ion in cloud data centers cons ists of g rouping ob jects  to  fill unused  resources  [11]. Thes e 

ob jects  can  be VMs , containers, so ftware  o r data. Conso lidat ion  can  be limited to p lacement  which cons ists o f 

mapping ob jects to elements  that can be a PM, VM or con tainer, or ob ject migrat ion which  cons ists o f moving  

ob jects from one ele ment  to  another. It  can be perfor med  at  the VM, container, so ftware  (app licat ion) o r data  

level by  p lacing o r moving  these ob jects between  the PMs ( VMs ) regard less o f the level o f conso lidat ion. A lthough 

mos t exist ing  work has  focused  on  the p rob le m of scheduling  VMs  on  PMs, several conso lidat ion scenarios  can  take 

place in cloud data centers. Accord ing  to  the literatu re, the d ifferent  conso lidat ion  scenarios  that  we have ident ified  

are: 

•  VM–PM [10,45–49]: to consolidate VMs on PMs, 

•  Software-VM [11]: to collocate several software applications on the same VM, 

•  Container-VM [33,49,50]: to consolidate multip le containers to a set of VMs, 

•  Container-VM/P M [51]: to consolidate multip le containers to a set of VMs or PMs 

•  Container-PM [52]: to consolidate containers on PMs under the VM-Container configurat ion , 

•  Container-VM and VM–PM [12,30]: to consolidate containers on VMs and VMs on PMs, 

•  Applicat ion -PM [49]: to consolidate applications  (VM + container) on PMs, 

•  Data-PM [44]: to consolidate data on storage systems in PMs. 

Several hybrid izat ions  can  take p lace. For exa mple, container conso lidat ion can be coupled with VM conso lidat ion 

as in [12,30] in container-VM-based v irtualizat ion arch itectu res  and the same for so ftware  and VM [53] as  shown in  

Fig. 3(b). Th is  allows , to  maximize  ut ilizat ion, min imize  app licat ion  response  t ime and  op t imize, not  on ly  the 

number o f PMs  used, but also  the number o f VMs and/or containers, opt imizing , thus, the b illing costs and  power 

consu mpt ion  and improving the overall p lace ment performance  o f the executed app licat ions . Objects and  data  

conso lidat ion  represents  similarit ies  regard less o f the level in  which  the conso lidat ion  is  carried out  becaus e they  all 

try to explo it the flexib il ity available in determin ing the appropriate placement. 

 
Fig. 3.  Examples of consolidation: only VM consolidation, which freed up two servers (3 and 5) and allowed better 

utilization of the other servers (1, 2 and 4) (a) 

– VM consolidat ion with and without software consolidation , in the second case, two machines being freed against 

only one machine in the first case [11] (b). 
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Fig. 4. Main reasons for consolidation classified in three factors. 

 

4.2. FACTO RS , REAS O NS AND REQ UIR EM EN TS FOR CONS O LIDATIO N. 

 

To ans wer the quest ion why  to cons o lidate in the CDC environment , th is sect ion is  devoted  to  p res ent ing the 

reasons  and  requ irements  fo r conso lidat ion  in  the cloud. Reasons  are  classified  in  th ree factors  related  to  

explo itat ion , communicat ion and maintenance as depicted in Fig. 4. 

In terms o f exp lo itat ion, conso lidat ion  is carried out for th ree main  reasons : (i) power management , (ii) load 

balancing [54] and 

(iii) fau lt to lerance  [55]. For the co mmunicat ion  facto r, managing  and  opt imizing  co mmunicat ion  costs [56] is  the 

main reason behind CDC consolidation while the system support allows maintenance through consolidat ion . 

In  add it ion to the reasons p resented above, conso lidat ion  is  perfor med in cloud DCs  to meet s everal needs. As 

shown in Fig. 5, the main needs which aim to improve the quality process in the consolidat ion process are : 

•  Performance: to avo id performance  degradat ion and  serv ice level agreement (SLA) v io lat ions or maximize app lication  

performance, 

•  Scalab ility : characterizes  the capacity  of the syste m to  sup - port  the increas ing  workloads by  us ing add it ional resources  

[57], 

•  Efficiency : is associated with elast icity  and  dep icts how cloud resource can be efficient ly  employed as it scales up 

or down [32], 

•  Reliab il ity : to maxim ize service reliab ility and hardware reliab ility [58], 

•  Availab ility : to maximize service availab ility that can be escaped by hardware failures . 

 

4.3. CONS O LIDATIO N AND MIG RAT ION  PROCESS ES . 

 

How to enable conso lidation  in  CDC systems? In o rder to  ans wer this  question  and  to  un ify  the consolidat ion 

approach , we describe  a  generic  process by  recalling  the consolidat ion  steps. Th is process can be defined as a 

chronolog ical sequence o f tas ks intended  to p roduce better configurat ions in  the cloud  data  cen- ters. The main steps in 

the consolidation process can be summarized as follows: 

•  Resource monitoring to get resource states on the basis of which the consolidat ion decision is made. 

•  Ident ificat ion  o f s ituat ions  fo r which  conso lidat ion  must  be t riggered , o ften , bas ed  on  a stat ic  th resho ld  to  specify  

the status of the machines and decide if they are over/under- utilized . 

•  The select ion o f ob jects (VM, container, software/app licat ion , o r data) to  migrate  in  o rder to  res o lve  the s ituat ion  in  case 

of migrat ion , which  corresponds  to  new ob jects in  the cas e o f a  new p lace ment. Many  criteria  can  be used  in  the 

select ion , such  as the correlat ion  coefficient  in  [33] which  allows  to  s elect  the containers  with  the mos t correlated  

workloads  with  the s ervers  that  host  them or thos e with  h igh  CP U usage. In  [50], authors  select the containers that  

may recover their migrat ion cost. 

•  Dest inat ion select ion fo r the selected ob jects after requ irements analys is, main ly , in  resources  to  res pect PMs  and 

ob jects capacit ies . In  th is phase, the host dest inat ion is s elected accord ing  to s everal strateg ies . For exa mple, in  [52] 

two strategies were tested, one based on the workload his- tory between container and PM to select the most irrelevant 
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Fig. 5.  Requirements for consolidation.                                  Fig. 6.  Container live migration with CRIU. 

PM and the other based on the CP U usage to select the PM with  the least ut ilizat ion. In  add it ion, in  the case o f container 

conso lidat ion , the dest inat ion VM must  also  be selected . In  the conso lidat ion  o f so ftware, the PM, VM and/or the 

destination container is selected according to the adopted virtualizat ion architecture. 

•  Execut ion  o f conso lidat ion  by  p lacing  the new ob jects or mi- g rat ing  ob jects  already  p laced  accord ing  to  the 

appropriate reconfigurat ion p lan  chosen . Th is cons ists o f ob ject mapping  onto  ele ments  in  o rder to  implement  the 

new p lace ment which  improves  the prev ious data center configurat ion. A pred ict ion  phase can  take p lace to  ob tain  

additional estimates on the state of resources, workloads, etc., in order to further improve the consolidat ion results. 

Conso lidat ion  can  invo lve a migrat ion  p rocess. To  perfor m the latter, and  depending on  how the me mory  state is 

transferred between  source and  dest inat ion  host, we have iden t ified  several migrat ion  patterns (Tab le  2) as  will  be 

presented later (Section 5  Type). 

These patterns are  widely  us ed  in  v irtual machine  migrat ion . For container migrat ion, the most us ed techn ique 

accord ing  to  the literatu re  is  based  on  checkpoint  resto re  (C/R) mechanis m. This  techn ique consists  o f taking a 

snapshot  o f the state  o f the app licat ion  and  then  restart ing  it  later at  that  saved  po int . Checkpoin t/ resto re  can  be 

performed  at  app licat ion, user, OS or hyperv isor level [60]. One o f the most well-known too ls that  us es this  

techn ique is the Linu x pro ject Checkpoin t/Resto re  In  Userspace (CRIU) [61]. In container context , it is  impleme nted  

as  loadab le modules  and  uses  the availab le  kernel interfaces such as ptrace  syste m [62] allowing a p rocess to  con tro l 

the e xecut ion  and changes the reg isters and  me mory o f another p rocess. For non-live migrat ion, accord ing  to  [59], the 

C/R is implemented by : (i) check pointing the program at the source (generally as files), 

(ii) copying  the check po inted  data  fro m the source  machine  to  the dest inat ion , and  (iii) restart ing the p rogram at  

dest inat ion . A l- though the  CRI U techn ique  supports both  migrat ion models (live  and  non-live) [59], it  is more 

widely used  in  the live migrat ion o f container s erv ice. Th is  invo lves  detach ing  and  reattach ing  a  set  o f p rocesses 

runn ing in a container to  a new OS kernel after trans ferring  them to  a  remote  machine [62] as  shown  in  Fig . 6. Th is  

container instance  moving  is  done t ransparent ly  i.e . while  maintain ing open network connect ions and preserv ing  the 

state o f the runn ing  containerized  app licat ions, and  resources  (CPU, network, d is k and  me mory states ). CRIU adopts 

an incremental p re-du mp  to  support  p re-copy  by  us ing  a featu re  named  ‘‘so ft - dirty bit ’’ which  is imple mented in  

the kernel o f the Linu x s ystem and  allowing to t rack the me mory changes [62]. As in post - copy s che ma the state 

of the CP U is t rans ferred first and then  the me mory pages , the migrated  app licat ion  may  access miss ing  me mory 

pages. To handle  th is page fau lt , CRIU perfor ms  on- demand  pag ing  by  in ject ing  the requ ired  pages  in  the 

me mory address space o f runn ing tas ks after trans ferring  them from the source  machine. Th is  user-space pag ing is  

imple mented by the new mechanis m added to the Linux kernel na med  user fault fd [62]. A new pro ject na med  P. Haul 

which is  bas ed on the CRI U pre- dump  act ion, works  s imilar to VM pre-copy  manner. It allows  us to  conduct  a  series  

of incremental du mps  [63] while  maintain ing  the runn ing  o f the container. Th is  reso lves the halt ing  o f containers 

caus ed  by  the stop -and-copy  techn ique  p roceed ing  to  the one t ime du mp of the state o f the container, which s eems 

insufficient for today’s latency-sensit ive complex service containers [63]. 
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4.4. DISCUSS ION ON MIGRATIO N COST. 

 

After b riefly  p res en t ing  s o me migrat ion  patterns  and  technolog ies , in  th is  paragraph , we wil l d is cuss  the 

main  criteria  that  ma ke the migrat ion  p rocess  cost ly . Migrat ion  costs  were  not  adequately  addressed  in  research  [64]. 

The fact  that the cost o f migrat ion  is  s o met imes h igher than  the energy  sav ings ma kes  it  a  very important facto r 

that  shou ld no longer be ignored  in cons o lidat ion  wor k [64]. Generally , to  characterize  migrat ion , a  migrat ion  cost 

(M C) and  a migrat ion  durat ion  are  cons idered  [65] although  in  s o me works  like [66] the migrat ion  costs  are  reduced to 

the migrat ion  t ime. The cost  o f migrat ion  tends  to  est imate  the impact  o f the migrat ion  p rocess  on  the app licat ions 

and the resulting loss of revenue [65]. Several factors can affect these costs so they can vary considerab ly .  

The d ifferent  migrat ion  o rders cause d ifferent  migrat ion  costs fo r the sa me migrated  ob jects combinat ion  [66] . 

Live migrat ion incurs add it ional overhead [67] and  causes perfor mance degradat ion  o f migrated  ob jects  and  can  

interrup t  their serv ices . It aggravates  the overhead  o f data  t rans miss ions  and  p roduces  add it ional energy  consump tion 

in  CDC [ 64] as  d is cussed  above. In  p re-copy  schema, the downt ime is opt imal [59] but  fo r me mory  intensive 

app licat ions , th is t ime is important  along  with  the net - work t raffic  and  migrat ion  cost  because  p re-copy  

synchron izes the state of migrated ob jects at the source and dest inat ion. For th is type o f app licat ion, the post-copy 

outperforms and min imizes  the TMT [59]. To  opt imize  the app licat ion  perfor mance and  increas e  its  reliab i lity 

[62], hybrid  migrat ion represents the best cho ice [59]. The migrat ion t ime in  non-live checkpoint  based  migrat ion is  

more opt imal compared to  live migrat ion becaus e the fo rmer, after s av ing  everyth ing  in  persistent  sto rage during  

the check po int ing  phase, can kill the check po inted app licat ion at the source [59]. For live container migrat ion , in 

a p re-copy  pattern , the migrated  container cont inues  its e xecut ion  in  the source node and its me mory is  t rans ferred  

iterat ively . Then, when  the d irt ied  me mory  is s mall, the container is posed while  copying  the remain ing  states  to  the 

dest inat ion  [68]. Th is  s chema allows  to min imize  the downt ime. In  Voyager [70] fo r e xa mple, the total 

downt ime, which  reflects the t ime needed  to  t ransfer the in -me mory  state  v ia CRI U is between  2–3 s. However, in  

ter ms  o f TMT, migrat ion lasts longer, especially in cas e o f very h igh pages  d irty ing  rate becaus e  o f iterative 

me mory  copying and on - demand  pages  fetch ing  [68]. Thus , the resu lt ing  mass ive network t raffic and  costly page 

fau lt me mory  with  its related  latency impact  negat ively  the app licat ion  perfor mance  during  TMT [59]. A  so lut ion  

proposed  in  [68] to so lve th is consists  in  migrat ing containers int ra- machine to avo id the cost ly  inter- machine  

network communicat ion and guarantees a fast state t rans fer. In  post -copy container techn ique, pages  are migr ated  

only when they refer to the destination machine. 

 
Fig. 7.  Consolidation taxonomy. (For interpretation of the references to color in this figure legend, the reader is 

referred to the web version of this article.) 

On de mand page migrat ion, although it  reduces the in it ial cost o f migrat ion , it  increases the TMT [68]. In  [50], the 

authors  cons idered  an  add it ional migrat ion  cost co mponent which they  called marg inal cost . Th is cost is due to  the 

power s witch on/off o f hosts and  the cost  needed  to  start  a  new VM or terminate  an exist ing  one if necessary  during  

migrat ion as they  have adopted a VM-container configurat ion . We can  conclude that  the migrat ion  cost  increases  with  

increas ing  me mory s ize and  decreas ing  network bandwidth [66]. Increasing  the bandwidth  opt imizes  the migrat ion  



International Journal of Engineering and Information Systems (IJEAIS) 

ISSN: 2643-640X 

Vol. 5 Issue 3, March - 2021, Pages: 64-87 

www.ijeais.org/ijeais 

74 

time and  thus  the migrat ion cost , but  it  also  increases  the energy  consumed  during  migrat ion . Thereby , a  t rade-off 

between  power cost  and  migrat ion  cost  is necessary  [65]. If availab le  network bandwidth is  considered  as a fixed  

quant ity  during  migrat ion , the cost o f migrat ion  g reat ly  depends  on  the number o f migrated  ob jects  and  the s ize o f 

each  ob ject . Authors in [66] cons ider that  the facto rs affect ing  the migrat ion  cost  can on ly  be known in  the 

probabilist ic sense and proposed a probabilistic approach to quantify it. 

 

5. CONSOLIDATION TAXONOMY AND LITERATURE SYNTHES IS. 

 

Consolidat ion works  in  cloud  systems  touch  on several aspects. Thus, p resentat ion  and  classificat ion  can  be done 

accord ing  to  many  parameters and  considerat ions. The taxonomy  g iven  in  Fig . 7 below allows us to synthesize several 

aspects relating to consolidation problems in cloud data centers. 

We have grouped the aspects used  to  des cribe  the conso lidat ion  work under the characterist ics head ing  (the part o f 

taxonomy  co lored  in  p ink). The level of s erv ice  in  which  the conso lidat ion is performed is detailed in the level 

subsect ion  (the part  of ta xonomy  co lored  in light  g ray ). Opt imizat ion  method (the part  o f ta xonomy  co lored in  

orange) des ignates  the method adopted in  the conso lidat ion p rocess in o rder to opt imize  one o r more ob jective  

accord ing  to  well-defined  metrics. In  add it ion  to  these metrics , other metrics  are  used  in  the evaluat ion . The all are 

grouped  in  the para meters subs ect ion (the part o f ta xonomy  co lored in yellow). The cons idered  resources are  also 

presented which correspond to the part of taxonomy colored in green. 

 

5.1. LEVEL. 

 

As we all know, there are three standard ized  serv ice models in cloud comput ing , namely SaaS, PaaS and IaaS. Virtual 

machines represent hardware  v irtualization  and  belong  to the IaaS level. As  the main  ob ject ive  o f consolidation  is  to keep 

the min imum number o f act ive physical machines to min imize energy consumpt ion and costs and improve performance, 

among  others, consolidat ion works were in itially  oriented towards infrastructure  by mult ip lexing several VMs  in  the 

same PM. Many works have addressed the importance  of virtual machine p lacement appropriately . How- ever, containers 

represent a  major t rend in  v irtualized cloud  env ironments  as ment ioned  in  Sect ion  3. Thus, container-based 

virtualizat ion  is  another way  that  allows  the evo lut ion  o f conso lidat ion  towards the p lat for m and  CaaS levels. We 

were ab le to  iden t ify  some container conso lidat ion  work [12,30,33,49–52] which  are recent  and  whose ob ject ive  is to 

conso lidate con tainers on  the s mallest  nu mber of VMs  and/or PMs  [33]. Ambit ions in  the acade mic  env iron ment  are  

constant ly  evo lv ing in th is area and  have enab led  the imple mentat ion o f conso lidat ion at SaaS and  data  levels  with  

software and  data  conso lidat ion, respect ively. Just recent ly , depending on the underly ing  v irtualizat ion technology, 

mult ip le  conso lidat ion has  beco me possib le  s ince containers  and  v irtual machines  can  be migrated alternately  o r 

concurrent ly  [49]. In  our art icle, we adopt  the serv ice  level in  which conso lidat ion  is  performed  as  the basic  

criterion fo r class ificat ion and  synthes is o f s ome repres entat ive  exa mples o f literatu re  work. Tab le 3 p resents a non-

exhaust ive  list o f these works  with  a b rief descript ion o f the purpose o f each one. Regard less of the level o f serv ice, 

consolidation works involve similar aspects. 

 

5.2. PARAM ET ERS . 

 

Several variab les and  metrics  were cons idered  in  the conso lidat ion  p rocess as well as  fo r the evaluat ion  o f the 

proposed approaches . We have grouped  these metrics and  variab les  in  the parameter sect ion  which  are p resented  

together because  there are para meters which are used at the sa me t ime in conso lidat ion  and evaluat ion. In  Tab le  5, we 

present  a  non-exhaust ive  list o f parameters considered in surveyed cons o lidat ion  work. Metrics are  important  

aspects o f decis ion  making  in  the conso lidat ion  p rocess.  They  are  variab les  relat ing  to  measurements  i.e . the 

measurements  carried  out  with in  the DC cloud  to  t rigger the conso lidat ion p rocess o r est imate the opt imizat ion  

variab les . Often, system metrics that  are  related  to  resources are the mos t used in  literatu re  work, but  there  are high 

level app licat ion  metrics that  can  be us ed to further improve conso lidat ion  resu lts . The para meters used  in  the 

algorithms  of literatu re  approaches  such as  the concentrat ion of phero mone [45] in  ACO-bas ed approaches are not  

exposed here. For the contro l o f the conso lidat ion p rocess, as  ment ioned above, the majority  o f works  us e the ut ilizat ion  

rate  o f syste m resources  (me mory, CP U, Dis k, I/O, etc.) to  start  the conso lidat ion . However, th is  rate does not always 

represent the best  sign fo r decision making . The best ind icato r is the behav ior o f the app licat ion. If it  works  well even  

with  a h igh  resource ut ilizat ion  rate, then the conso lidat ion p rocess is costly without the need . In  th is  case, h igh -level 

app licat ion  metrics  like erro r rate, latency , th roughput , etc., are to be cons idered  as p rimary mot ivators  fo r making  

scaling decisions and no longer system metrics. 

In some cases, advanced consolidat ion features like affinity [12] are used which complicates the decision process. 

Concern ing  the opt imizat ion  variab les , they  are  generally based on metrics. For e xa mple, the energy  consu mpt ion 
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of a  s erver can  be des cribed  by  a linear relat ionsh ip  between  the CPU u t ilizat ion and the elect ric  power consumpt ion  

[45] o f PM when its ut ilizat ion is  0% (p idd le) and  100% (pbusy). A  nonlinear model o f energy  consumpt ion  was  

used  in  [78] which  is  not  limited  to the CP U resource, but  also  cons iders  the in fluence  o f me mory ut ilizat ion on  the 

PM’s  energy  consu mpt ion. Power consu mpt ion  is  calcu lated  accord ing  to  the PM ut ilizat ion . In  th is  case, the 

utilizat ion  and the values  o f the elect ric  power (p idd le  and  pbusy) are the meas urements  carried out i.e. the metrics , and  

the elect ric energy is  the ob ject ive o f opt imizat ion  (i.e . decis ion  variab le). Power ut ilizat ion  of CPU is  the widely  

used  to  est imate  the energy consu mpt ion  o f servers s ince it  occupies the most  important part  o f the power. The power o f 

the processor is characterized by the number o f instruct ions  it  is  ab le  to  p rocess  per second  in  million instruct ions per 

second (MIPS). 

In  general, the power is deter mined  bas ed  on  other measures such  as CPU occupat ion , me mory occupat ion , the 

overhead o f VMs , overhead  o f me mory, nu mber o f containers  ass igned  to each  VM, etc. Thes e latter variables 

are low-level metrics. In fact , the main  opt imizat ion  variab les  t reated  in  the conso lidat ion  work are energy 

consumpt ion, and  costs . The cloud  is a h igh  energy consu mer. In  2012, th is energy  monster cons umed 2% of the 

global energy  in  the world and  cont inues to  g row [19]. Th is rate o f energy consumpt ion increases operat ing costs and  

poses environmental challenges with a significant emission of carbon dioxide (CO2 ). 

Energy consumption in cloud data centers is formed by con- 

sumpt ion at  the server, network equ ip ment, sto rage and  in frast ructure  level [9]. The physical s ervers  occupy  the mos t 

important  part  o f th is consu mpt ion , which  represents  approximately  60% of the total consu mpt ion  [7], as  shown  in  Fig. 

8. 

For the re main ing  consumpt ion , coo ling  systems  and network elements  are  the two  main  power consumers  in  a 

data center, after the servers which have the biggest share [33]. 

The consu mpt ion at  the s erver level is  composed by dynamic contribut ion  and  stat ic  contribut ion . The latter 

represents  around  70% and  is  st rong ly  correlated  with  temperature  due to  the leak- age currents  which  increases  as  the 

technology  decreases  [48]. Researchers, main ly , focus on  stat ic  consumpt ion with the aim of min imizing  the number 

of act ive servers and  thus the energy  consumed  by  the latter th rough conso lidat ion . However, many  re- s earchers have 

treated dynamic  contribut ions based  on  strateg ies  like DVFS. This  techn ique  balances  the power, accord ing  to  the 

workload  in the system by  reducing the operat ing vo ltage  and the frequency. The princip le is the dynamic  scaling o f 

the vo ltage  and the frequency  by modify ing  the frequency accord ing to the variat ions  in  the ut ilizat ion made by  the 

dynamic  workload . These  po licies help to reduce data center power cons umpt ion under dyna mic  workload condit ions, 

and  are frequency  dependent . DVF S is an  arch itecture  level techn ique and  it  is by far one o f the most  effective  

common methods to achieve energy savings but also degrades system performance. 

Econo mically  s peaking , the cloud  opt imizes  costs fo r the client co mpared  to  legacy  systems. Clien ts  pay  their 

consu mpt ion  with - out  incurring  installat ion, update, maintenance  costs, etc. How- ever, fo r the p rov ider, cost 

management represents a g reat challenge. Fro m a p rov ider po int  o f v iew, the key  issue is to  ma ximize  p rofits  by  

minimizing operational costs.  

 

6. EVALUATION METHOD. 

 

W ith  the cloud  co mput ing  s erv ice  and  dep loy ment models , we can  imagine  several e xecut ion  scenarios in  cloud 

data  centers . Thus, to evaluate  the performance  o f conso lidat ion  work, several aspects can  be considered . The  

evaluat ion  method is  closely  related  to  the res earch  methodology  adopted (fundamental/app lied , quant itat ive/qualitat ive, 

descript ive/exp lanatory,  etc.). In  the field  o f cloud  comput ing , to  evaluate  the performance  o f the work carried  out 

on conso lidat ion , the evaluat ion  method tends to  specify , main ly , the evaluat ion p lat fo r m used , the datasets , the 

differen t  configurat ions as  well as  the evaluat ion  metrics used . In add it ion, the majority o f stud ies p resen t a  

comparison  with other cons o lidat ion  approaches  to  judge the performance  o f the research  carried  out . In Fig. 9, we 

represent the main dimens ions of the evaluation method. 

Regard ing  the p lat fo rm,  the e xperiments  can  be carried  out  either in real cloud env iron ments o r in the fo rm of a 

simulat ion . In  the latter cas e, several simulato rs were used  and  we will cite some of the best  known s imulato rs used 

in  surveyed  papers . The most  popular s imulato r is CloudSim [81], an open source  s imulato r written  in  Java language 

used fo r exa mple in [33,46,48– 50]. CloudSim, un like  other simulato rs, p rov ides the management  of on -demand  

resource provisioning which represents accurately the models of virtualized DCs [48]. New versions from version 

2.1 used by Rajku mar et al. supports the energy cons umpt ion  account ing as well as the execut ion  o f serv ice  

app licat ions with workloads that  vary over t ime [82]. Cloud  Analyst  [83] is an - other s imulato r developed  at  the 

Univers ity  o f Melbourne  and  based  on  the Java CloudSim s imulato r. It  is  su itab le  fo r conso lidat ion  work t reat ing  

geograph ic  d istance as [47] because  it p resents  evaluat ion  too ls  accord ing  to  geograph ic  d ist ribut ion  o f data  cen ters  

and  users  [83]. CloudSim was  extended  to  model a  CaaS prov ider. Container cloudsim [84] is a s imulato r which  

extends the clouds im and which is  a  containerized cloud too lkit fo r s imulat ion  that  app lies  VM- Container 
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configurat ion  as  a v irtual env iron ment. It  was  used  in  the evaluat ion  o f con tainer conso lidat ion  work such  as  

[49,51,52]. Otherwis e, an in -depth  study o f s imulato rs in  cloud  comput ing  is prov ided  here  [85,86] to which  readers 

can refer. 

As ment ioned  earlier, several configurat ions  can  take p lace to  experiment  and  evaluate  conso lidat ion  work 

which defines p rob lem instances, and  s ize  (ie. nu mber of PMs , VMs, containers and  the sto rage system in  data  

conso lidat ion). A ll these  elements  can  be homogeneous, which  means  that  they  have ident ical capacit ies o f resource  

(the cons idered  resources  in  general are  CP U and  me mory) o r heterogeneous  otherwise  [12]. Finally , several datasets 

and bench marks were us ed to measure the performance  of the conso lidat ion  work. So me works  have  been  bas ed  on  real 

workloads  i.e . t races from real cloud as the real workload  t races p rov ided  by  CloudSim, and  others  on  a synthet ic  

workload  like TPC- C (Trans act ion  Process ing  Performance  Council — Type C) and  TPC-H (Trans act ion  Processing  

Council Ad-hoc) used  in  [44]. Below a list of the most  known and  us ed  datasets  in  surveyed papers, rather than  

exhaustive. 

•  PlanetLab  Workload  : is composed by  data  t races  obtained  from the monito ring system for PlanetLab [87], the 

CoMon  pro ject  [88]. PlanetLab  contains  more than  a thousand co mputers  located  at  more than  600 s ites  scattered  

around  the world  and  availab le  as a testbed  fo r d ist ributed  syste ms  and computer networking  research . The 

workload consists of data collected every five minutes with different resources. 

 
Fig. 9. Evaluation method taxonomy — Metrics: Number of migrations (VMs/containers), Number of machines 

(PMs/VMs), Energy consumption (booting energy, number of power events, peak  power, cumulative energy), 

Cost(total  cost, electricity bill (in  the U.S$)), Time (latency,  execution time, migration time,  algorithm execution 

time), Resource utilization (resource demand, global utilization, resource usage of PMs and VMs, remaining resource 

waste of PMs and VMs). 

•  Google  W orkload  : is composed o f thousands o f jobs from Google s ervers with  one o r more tas k each . The workload  

contains samples of memory and CPU utilizat ion for jobs per task [89]. 

•  TU-Berlin workload : is co mposed o f server t races o f the Technical Univers ity of Berlin (TU-Berlin ) and con tains 

periodic samples of memory and CPU utilizat ion for servers per hour in a week period [10]. 

•  SPECjms 2007 : is  the indust ry -standard  bench mark for evaluat ing  the performance  of enterprise  MOM (Mess age 

Oriented  Middleware) servers  based  on  JMS (Java Message Serv ice). SP ECjms 2007 models  the supply  chain  for a  

chain of supermarkets [11]. It was used to bench the Joram servers [90] in [11]. 

Tab le  8  s ummarizes  surveyed  papers  accord ing  to  the evaluat ion method . In th is tab le, we briefly p res ent s ome 

improvements o f the approaches p roposed in the surveyed art icles against some compared  approaches . St ill, to  better 

illustrate  the behav ior o f the conso lidat ion s erv ice  in  d ifferent  cloud s erv ice  levels, we d is cuss the resu lts  o f s ome 

relevant consolidat ion work in general in the next section. 

 

7. ANALYS IS  AND DIS CUSS ION OF THE RES ULTS  OF S OME RELEVANT WORKS  S TUDIED ON  

CONSOLIDATION. 

 

After synthes izing  so me reference  art icles  and  pres ent ing  the evaluat ion  method , th is  sect ion  is  devoted  to 
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illust rat ing  and  d is - cuss the resu lts o f so me relevant work to  show how conso lidat ion  performs  in  d ifferent  levels 

accord ing  to  the p ropos ed  ta xonomy  (Sect ion 5). Indeed , s everal facto rs can affect the conso lidat ion resu lts  such  as 

the heterogeneity o f hardware p lat fo r ms and resources where s imilar app licat ions may perfor m d ifferent ly  on 

differen t  machines [50]. Other facto rs concern mult i- modality , main ly  related to  the arch itectu re o f the CP U and  

the performance  o f the workload [49] as well as the d ifferent  heterogeneous serv ice  levels. In  add it ion , the d ifferent  

types  o f workload  and  conso lidat ion po licies and algorithms that  take into  account  d if- feren t goals or inputs  o ften  

make their comparison difficu lt or even impossib le [91]. 

Fig. 10(a) corresponds to  the work o f Tchana et  al. [11]. The main idea was to  reso lve  the under-ut ilizat ion  o f 

virtual machines by dynamically  conso lidat ing s everal so ftware  in  a few nu mber o f VMs  to  reduce the number o f VMs  

used  and  conclude free VMs . This, in co mbinat ion with  VM conso lidat ion, allows  to fu rther min imize  the number 

of act ive PMs. To  test  their s o lut ion , Tchana et  al. have used  a cloud  host ing  an  internet  server and  JMS messaging 

using  the enterpris e  LAMP and  SPECjms 2007 bench - marks  on  private cloud ( Vmware) and  public cloud (Amazon 

EC2). They  considered  a SaaS offering  two  app licat ions;  Jo ram s erver (fo r JMS mess ag ing) and  LAMP server (fo r 

web  app licat ion). In  add it ion, two  situat ions  are  p resented;  W ith  Software  Conso lidat ion (W SC) where  both  

software  and  v irtual machine  conso lidat ion are  enab led, and  W ithOut Software  Conso lidat ion  (W OSC) where  only  

VM conso lidat ion  is  enab led . Running  6 LAMP and  15 SPECJ ms 2007 scenarios  over 30 h  prov id ing  a varied  

workload , s imulat ion  resu lts  showed  that  so ftware  conso lidat ion  SC accelerates the conso lidat ion of v irtual 

machines with  2 freed PMs more as  shown in Fig. 10(b) co mpared to on ly  VM conso lidat ion  that freed  on ly one 

PM. Around  37 VMs  (M1 mediu m instances) on  Amazon  EC2 are used , configured  to  run  fo r an hour and charged at 

$0.120 per VM per hour. As  shown in Fig. 10(a), During  the 25 h , the nu mber o f VMs suffered  a  d rastic  

decrement . Th is  saves around  $500 i.e. 40.5% of cost sav ing  in  pub lic  cloud  as shown in  Fig . 10(b). Min imizing  the 

VM nu mber allows  more flexib ility  and  offers  more poss ib ilit ies  to  min imize  the number o f PMs  thus min imizing  

the overall energy  consumed  for a specific  workload . W ith  the suggested  approach , app lied in  a  private  cloud, 

appro ximately  40% of power being  saved  with the part icu lar used workload . In [49], Khan et al. have dealt with  

conso lidat ion  in  d ifferent  levels  o f serv ice  by making  the best  decis ion  o f migrat ing  VM, containers  o r 

app licat ions  (Vms  + containers ) which  opt imizes  energy  consumpt ion  while  p res erv ing  perfor mance. The 

heterogeneity  o f app licat ions is modeled based on the p rio rity  o f tas ks represent ing  the type o f workload. The 

execut ion  t imes  o f containers  were used as a  perfor mance  metric  by  the fact  that  workload  runt ime and  

performance are inversely proportional. 

[52] Simulat ion using container Cloud Sim Energy consumpt ion and the amount of container migrat ions 300, 500 

and 2500 heterogeneous PMs, VMs and containers respectively Real-world workload traces from PlanetLab CorH S, LFHS

 It outperforms the other two algorithms  over  time  consuming about 10% less energy during a one-day  

simulation,  while  the container migrations are also about 15% less on average 

 [30] Simulation Resource usage and  remaining resource waste of PMs and VMs CloudSim Total number of 

container migrat ion , total energy consumption, execution time (in second) , ERP, electricity bill (in 

U.S $) 12,583 heterogeneous PMs, around one million  tasks  (3 different  kinds  of workload),  3,800 VMs of 6 types 

(Amazon’s instance types) Google workload traces Scheduling: RR, FF, R, FU and EPC–FU, 

various  migration possibilities:  no migration,  all possible migrations  and CPER, CPER was 

also compared to CMCR (VMs 

migrat ion) EPC–FU allows energy savings by 1.27% (no migration) and 0.93% (dynamic  migration)  respectively, 

compared to RR, and 1.19% compared to R, it also allows 0.71 more cost efficient than FF (with CPER), in term of 

performance, FF, FU and EPC–FU are most efficient and produces optimal results with CPER, by combining CPER and 

EPC–FU 61.89% of migratable containers were able to recover their migration  cost 

Naive algorithm, i) both software and VM consolidation enabled, ii) only VM consolidation 

For small instances: G-COPS and H-COPS reduce the cost of OPA by 

50% and 44% and the cost of DOT by 11% and 6% respectively, 

For large instances: H-COPS outperforms OPA by about 46% in term of cost and executed in a reasonable time (<1s), it 

gave an error rate less than 10% compared to the exact solution 

Multiple     [49] Simulation  using Cloud Sim and container Cloud Sim N overall cost, the authors considered that 

services are charged at $0.095 per hour and a tariff plan of 1 min with an energy cost of $0.08 per 

kWh. In order to evaluate their work, Khan et al. have considered several consolidation possibilit ies 

depending on the migrat ion of VM, container, applicat ion (VM + container) or no migrat ion. 
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Fig. 10.   Cost saving on Amazon EC2: nb. of VMs per hour (a), VMs charged (b) [11] — Average energy consumption 

and workload performance when VMs, containers or applications (VMs + containers) are migrated (c), Energy Runtime 

(Performance) Product (d) [49]. 

A  mixed  workload  was used  based  on  PlanetLab  and Google datasets. The data  (CP U ut ilizat ion) p rov ided by  PlanetLab 

were recorded  at  5 min  regu lar intervals  fro m more than  1000 VMs whose e xtend  is over 10 days and which  are  

availab le  in CloudSim. From Google  dataset , the runt imes  and  prio rit ies o f tas ks  and  VM  runt imes  were selected  

fro m the containerized Google’s  p lat fo rm. W ith the suggested  approach , the authors  concluded  that migrat ing  

containers allow s ign ificant  sav ings in  terms  o f energy , while  VM migrat ion  is more efficient  in terms  o f 

performance. The authors have shown how applicat ion migrat ion  can  balance  between  energy  and  performance. Fig. 

10(c) shows  that VM migrat ion s urpasses  container migrat ion in  terms  o f energy  (around 3.2% more efficient ) 

and  performance  (around  11.2% more efficient ). But it is less efficient  than app licat ion  migrat ion  (both  container 

and  VM  migrat ion) which  prov ided  around  11.9% more in terms  o f performance  and 5.5% in terms  o f energy . To 

illustrate the energy  opt imizat ion resu lts under perfor mance constraints (Fig. 10(d)), the p roduct o f energy and  

performance  (ERP) was  used. Resu lts  affirmed  that  conso lidat ing  VMs + container fo r three d ifferent  types  of 

app licat ions have the lower ERP. Hence, it  ach ieves the best  resu lt  in  terms  o f performance  and  energy. W hen  

migrat ing applications , around 

707.54 kW h energy  can  be s aved, and  4.16 kW h and  10.15 kW h more compared  to  VM and  container migrat ion  

respect ively . For $0.08 per hour energy price, th is  can  t ranslate  to almost  $0.6m annual sav ings. Khan et al. observed  

that increas ing the nu mber o f container migrat ions  due to  their s ize  can  increas e energy  consumpt ion  and  

migrat ing  the sa me container mult ip le t imes  can  create perfor mance  loss. As a p roposal to  address th is, they  

cons idered the migrat ion  of containers  runn ing  ins ide  VMs  which, accord ing to their e xperiments, allows  fo r a  t rade-

off between  energy and  perfor mance. Nevertheless, if we cons ider a whole  cost that  integrates the energy and  

performance  in terms o f v irtualizat ion  arch itectu res  (and resu lted overhead) along  with the migrat ion costs, these 

resu lts remain  to  be approved . The number of containers in experimentat ion is more important  than the VMs one. If a 

VM is  migrated  s everal t imes  o r a  large number o f VMs are migrated , certain ly th is cou ld  p roduce d ifferent  

find ings . The authors  d iscussed  the effect  o f the repeated  migrat ion  o f containers that  may  affect  negat ively  the 

performance  o f work- load , which  was not addressed  in SC. In SC, the authors have shown  how conso lidat ion  can  

improve power consu mpt ion  with - out  worry ing  about how migrat ion  impacts performance  which  was addressed in  

[49]. In  the  latter, the authors rais ed the t rade - o ff invo lved between  migrat ing  VMs  and  con tainers. They  showed that  

migrat ing  containers  can  be more energy  efficient  than  VMs which  confirms  the res u lts in  [11]. On  the o ther hand, 

migrat ing  VMs  is  more perfor mance  efficient . To  th is end, we believe that  performance  cons iderat ions  are 

important  to  validate  the gain o f migrat ing software  (runn ing  in  containers) becaus e the perfor mance losses can  

exceed the energy gains, fo r e xa mple, if the migrat ion  po licies  are  very  expens ive. Authors  in  [49] suggest that  the 

migrat ion of VM + containers can ach ieve a balance. Thus, EP C [49] compared to SC [11] allows fu rther sav ings of 

14.6% energy and 7.9% performance. 

 

8. MAJOR FINDINGS AND RESEARCH CHALLENGES. 
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8.1. MAJOR FINDINGS . 

 

We carefully selected 14 papers from a number of works reviewed regarding consolidation in cloud data centers, 

and presented a deep-diving analysis of these articles . This work has been summarized in tables after discussing the main 

aspects relating to consolidat ion as illustrated in the proposed taxonomies. 

On  the o ther hand , it  is worth  not ing  that  containers  have enab led  new us e cas es in  cloud co mput ing , such  as 

just  in  t ime dep loyment , micros erv ices  management  and  orchest rat ion  (ex- a mple by  Kubernetes). They  are  

encapsu lated in v irtual machines  to enhance security and iso lat ion [68]. To migrate containers, the CRIU technology is 

the most  used. It  allows  to  freezing  all o r parts o f a  runn ing  app licat ion  and checkpoint it in  the fo rm of files. Then, 

by resto ring  those files at the dest inat ion  node, app licat ions can resume execu t ion  at frozen po int . Container me mory 

copying  can  be performed  in  a p re-copy or post -copy  manner depending  on  the order o f trans fer o f the p rocessor 

and  the me mory . In  the p re-copy  pat tern , the me mory  is  t rans ferred  iterat ively before the p rocessor state and  the 

oppos ite in  post -copy [50]. As we d iscussed  in  Sect ion  3, containers are  lighter and  more ag ile than  VMs  with  a 

relat ively  short  lifet imes  and a h igh  dens ity  dep loy ment. Th is  allo ws  cons o lidat ion to be perfor med at a finer 

g ranu larity  and allows  a more fle xib le  and  opt imized  migrat ion s erv ice. However, container serv ice  and  app licat ion  

migrat ion  can  create  a huge t raffic  with very  h igh  migrat ion  cos t. Therefore, it  will  be necessary  to  balance  between 

the fact of ‘‘reducing’’ the migrat ion problem and the gains of the consolidat ion service. 

In  fact, conso lidat ion  brings  obv ious  benefits. For the clien t, he demands low prices  and  opt imized  QoS. From the 

prov ider side, the major concerns are to  make profit and  offer an acceptab le  quality  o f serv ice. W ith the increasing  

adopt ion  o f cloud  and  the panoply  o f serv ice  models  o ffered  by  the cloud  acto rs, allowing  to leas ing v irtualized  

hardware (IaaS) or runn ing software (SaaS) o r p lat fo r m (PaaS), the tas k is  more and  more challeng ing  to  cloud  

prov iders to make a p rofit , and at the same t ime sat isfy  the custo mer. In  Fig. 11, we list  the main  benefits  of 

service consolidation from cloud provider’s perspective. 

Cloud prov iders aim to guarantee their p rofitab ility while  choos ing  the best configurat ion  o f resources which  als o 

guarantees the requ irements o f clients as specified in the SLA. For IaaS p rov iders , the main  impacts  are  those related  

to DC ut ilizat ion and  VM performance that  d irect ly  impacts p rov ider revenue  [50]. In SaaS/PaaS cases, in order to  

decrease  the monetary  costs, prov iders, main ly, tend  to  reduce the en t ire  capacity  o f p rov is ioned resources  by  

min imizing the number of v irtual ma- ch ines  [95]. The SaaS prov ider can  p lay  the ro le  o f a  client  o f IaaS p rov ider by  

leas ing  VM ins tances , fo r e xa mple  on  peak demand periods, to be ab le  to  accept  and  s at isfy  their custo mer requests 

when  its  reserved  in frast ructure  (and/or its  co mputat ional re- s ources) are  totally  busy , and  thus  ma ximize  p rofit  

[96]. It  can also  use its  own private  v irtualized  clusters.  In  the first  case, two  levels  o f SLA  are to  be cons idered : (i) 

customer QoS para meters such as the response  t ime, and  in frastructure  level para meters such  as the serv ice  in it iat ion  

time [95]. A lthough  in  both  cases, min imizing  the nu mber o f VMs  may  improve the p rov ider p rofit, the first  case 

allows more important saving since no capital expenditure (CAPEX) required. 

 

8.2. RES EARCH CHA LLENG ES . 

 

Instead  o f fu lly  stud ied  fields, o f which  we have p resented  some relevant  ones , we conclude  that  there  are other 

important  fields not  yet  e xp lored or thoroughly stud ied such as s erv ice cont inu ity  while  migrat ing  ob jects. Some 

interest ing aspects which  do  not  on ly  concern  conso lidat ion  parameters  have not  been exp lored  in  the literatu re  on 

which we will focus on the following. 

Interference implications. Interference  and  interdependence  is- s ues may resu lt  by  the fact that  performa nce  

iso lat ion between co -located  ob jects  cannot be guaranteed  by  v irtualizat ion  technolog ies [97]. In  literature, s ome 

works have addressed the implicat ions o f co-located  interference  effects  such  as  [79,97,98], and  the correlat ion  o f 

resource  ut ilizat ion  between  co-located VMs  [99]. However, interference  parameter remains very litt le e xp lored  

and the works that addressed it have on ly dealt with the in frastructure -level interference  and  have omitted  

communicat ions and interferences between containers [51], software applications and data interdependencies. 

Energy consumption  in  DC level.  Energy  consumpt ion  has  aroused the interest  o f several researchers. Most o f them 

concentrate on  server level energy  consu mpt ion , fewer are the work that  t reated  the consumpt ion  of sto rage [44] 

and  network [100,101] equ ip ments, and energy  consu mpt ion at  the in frast ructure  level (i.e. light ing , coo ling, 

cont ro ls ) is  neg lected . As  ment ioned  above, DC level energy consumpt ion , which depends on the consumpt ion  o f IT 

equ ipment and that at  the network arch itectu re level represen ts 40% of total consumpt ion , which  is  enormous. 

Unfortunately , th is  consumpt ion  has  not  been  sufficient ly  addressed . Interest focus ed  main ly  on  consu mpt ion  at  the 

server level, which  represents 60% of total consu mpt ion, focus ing  on  the stat ic contribut ion  which  represents  70% of 

this  consumpt ion . The ob ject ive was  to  min imize  the number o f act ive  servers  and  thus  the energy consu med by them 

but th is increases their use. The dyna mic cons umpt ion  at  server level has been the sub ject  o f so me work by  
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apply ing  the DVFS techn ique  [48,102] which, app lied  to  the server CP U, can  save up  to  34% of th is consumpt ion  

[103]. 

However, th is  re mains  insufficien t compared to DC level energy  consumpt ion . To  opt imize  th is  consu mpt ion, in 

[104] a  network arch itectu re  fo r DCs  called  Exchanged  Cube-Connected Cycles (ExCCC) was propos ed . By  adopt ing  

this  strategy , we must  rev iew the ent ire  network arch itectu re  which  is not  p ract ical fo r s everal cloud prov iders . 

Rev iewing the energy consumpt ion at DC level allows to improve the retu rn  on  investment o f cloud  prov iders  

sav ing  more energy  in  CDCs. A ls o, opt imizing  th is  consumpt ion  helps  co mbat  po llu t ion  and  g lobal warming  by  

decreasing the CO2 emission . 

Uncertain ty in cloud environment. Cloud  comput ing  is  a  dynamic and h igh ly  changing  env iron ment. These large-

scale  v irtualized  d ist ributed systems  d iffer fro m prev ious env ironments  in  the way  that  they  int roduce  cont inuous 

uncertainty  into  the calcu lat ion  p rocess [105]. Uncertainty  represents a main d ifficu lty  in  cloud  adopt ion. Th is  

creates add it ional challenges in  ter ms o f resource manage ment  and  associated  costs. Indeed, the sources  o f uncertainty  

in  these env iron ments are  mult ip le  and  depend  on  several facto rs. The elast icity  related  p rob lems, the energy 

consu mpt ion and  the dyna mic  p ricing are the important sources of uncertainty accord ing  to  Tchernykh  et  al. [106]. 

In addition to dynamic elasticity , different service levels and real-time constraints, we cite: 

•  Resource and s erv ice  cost: These costs are based  on  many  factors , main ly  invo lv ing  the techn ical characterist ics  o f the 

equ ipment . However, it  is  impossib le  to  obtain  exact  knowledge  about the syste m. Parameters  such as the effective  

processor speed , the nu mber o f availab le  p rocessors and  the actual bandwidth change over t ime [105]. In add it ion , the 

demands  fo r workload  vary  over t ime. Prov iders may  not  know the amount  o f data and  the computat ion  requ ired 

by  users , which  makes  it  very  d ifficu lt, if not  imposs ib le, to have correct knowledge  about users and their actual 

needs. Thus, the workload  in  th is  env ironment  is  unpred ictab le  [107]. It  is  unstab le  and  varies  randomly  over t ime  

dramat ically and depends, in large part, on user behavior. 

•  Virtualizat ion  [108]: Virtualizat ion  makes  it  poss ib le  to  run  mult ip le  operat ing  systems and mult ip le  app licat ions  on  

the same server and at the s ame t ime. W ith the rap id p ro liferat ion  o f v irtual machines and containers , 

admin is trato rs  and  authorized  users  can  create  a large number of VMs  or containers  in  a matter o f minutes. Of ten , 

these elements are t rans ien t and  are re moved  after a  few weeks . Thus , the vo lat ility o f VMs and containers as well 

as the ease of their handling make resources fluctuating and difficu lt to estimate accurately. 

•  Decoupling  between app licat ions  and in frast ructures : The dematerializat ion  and  d isconnect ion  between  hardware  and  

software  in  the cloud  makes  t racking  v irtualized  app licat ions  that  are  not  t rad it ionally  installed, and  thus  the 

estimation of its real resource needs and relative revenues a tedious task. 

To  sum up, the s et o f dynamically v irtualized  and  scalab le IT resources, sto rage, so ftware and  serv ices have ma de it 

impossib le 

 
Fig. 11. Main benefits of consolidat ion service from providers perspective. 

to have e xact knowledge  o f the real needs  o f users  and  their app licat ions which are not p red ictab le and which  

are d ifficu lt to est imate. Th is incompleteness due to  the lack o f in for mat ion  on  app licat ions and  resources creates a 

dimension  o f uncertainty  which great ly depends on the users who  share resources and their behav ior. However, other 

than  the sources o f uncertainty that  can  affect the consolidat ion o f resources , the migrat ion  and conso lidat ion  po licies  

thems elves  represent  sources o f uncertainty affect ing, main ly , p rocess ing  t ime, performance, bandwidth , etc. [108]. 

Like the elasticity  po licies , the total accuracy  o f conso lidat ion  po licies  re mains  s ub ject ive  [107]. Th is  makes  the 

effect  o f any  opt imizat ion  ru le  th rough  the conso lidat ion  process p rone to un- certainty . Few are the works that have 

addressed the uncertainty in the field o f the conso lidat ion o f cloud resources , on ly at IaaS level, which  we quote  fo r 
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exa mple [109] and  [110]. Des p ite  extens ive  research  on  uncertainty  issues  in  computat ional b io logy , decis ion making  

in  economics , etc. [111], a study o f the uncertainty  fo r cloud  comput ing  and  in  ter ms  of resource manage ment is 

limited  [106]. Thus , design ing  conso lidat ion  st rateg ies  in  the presence o f uncertain t ies due to the dynamic  

behav ior o f the e xecut ion context and resources , to  the p ropert ies o f serv ices relat ive to the characterist ics o f the 

cloud environment and to user behavior, represents a challenge. 

Software  license  consolidation . Software  serv ices repres ent the most important  part  o f the evo lut ion  in  the  cloud   

comput ing and do not  ceas e increas ing . Th is is  due to  the popularity  o f the cloud and the importance o f so ftware 

which  are in  the center o f the concerns o f any co mpany . Accord ing to fo recasts between  2016 and  2021, it was  

proven that , in  the corporate  cloud , the SaaS market  will re main dominant even in 2021, represent ing  $97 b illion in  

global spending  [112]. W ith  the increas ing  popularity o f cloud  and  SaaS, the focus  today  is  not  just  on  data  but  on  

develop ment. Unfortunately , s oftware  license conso lidat ion has  not  been invest igated  yet . Literatu re  work focus ed  on  

the techn ical characterist ics  o f equ ipment  and  the opt imizat ion of standard  resources (network, CP U, me mory , etc.) and  

have omitted  software licenses that  are  typ ically  an  even more p recious and  expens ive  resource than compute-power 

[113]. Thus, rev iewing  the manage ment and opt imizat ion  o f so ftware  licenses  in  the co mmercial cloud  has  become a 

prio rity . Licenses must be p rov is ioned  and  released ‘‘on  the fly ’’ like other resources, elast ically, to  avo id  p rob lems of 

un- der/over p rov is ion ing  and overpay ing . In  other words , they must be dyna mically  ad justed accord ing to needs and  

actual use. The aim is  to  fu rther min imize the nu mber o f PMs , VMs  [12] and/or containers in  the co mmercial cloud  

and optimize the overall cost including the cost of licenses in addition to energy cost. 

Securi ty  and privacy. The pervas iveness and openness o f cloud  env ironments  along  with  the access ib ility o f cloud  

serv ices v ia the  internet  cause severe  security  issues  th rough  the conso lidat ion  p rocess. Many  ris ks and attacks  can  

take p lace along th is p rocess. For e xa mple, while migrat ing  ob jects  from one PM to another, if the links  between  

these two  hosts  are  not  safe, the ident ity  o f the dest inat ion  host can  be usurped  and  migrated  ob jects  can  be 

red irected  to  another host, o r migrat ion  can  be in it iated by a malicious host . Unfortunately , conso lidat ion works did  

not g ive much  importance to s ecurity considerat ions [114] which is  one o f the crucial facto rs that  shou ld  be 

cons idered in  the futu re research . In  the literatu re we have ident ified  very  few works that  address security  as [115] 

which on ly  deals with the case of VM conso lidat ion . Many  of the security issues, that  shou ld be addressed , are  

related to the characterist ics o f cloud  systems  and  v irtualizat ion  type. We specified  in  Sect ion  3 that  a  container-based 

arch itectu re  which is  an OS level v irtualizat ion , although it  is a  good v irtualizat ion alternat ive thanks to  its ag ility , 

lightweight and scalab ility  among  others, su ffer from a weak is o lat ion  level [40] and presents enormous risks. 

Unlike VMs that  p rov ide  security  fo r unt rusted  workloads, containers, as CaaS p rov iders such as Google and  A mazon 

cons ider, prov ide su it - ab le env iron ments fo r se mi-t rusted  workloads  [12]. Pract ically , all security  p ropert ies  are  

invo lved  th rough the conso lidat ion  p rocess. W e ident ify  some research quest ions and needs in terms of s ecurity  below 

from a consolidation perspective. 

Authent icat ion and access contro l: noth ing can prevent a malicious  host  to  in it iate  a migrat ion  if the authent icat ion 

step was not  performed  to  estab lish  a t rust between  two  hosts  implied  in conso lidat ion. So , how to guarantee that  the 

migrat ion p rocess is performed  by  an  authorized  person? And  what  po licies  shou ld  be used  to  contro l h is  acces s to  

reduce risks of attacks? 

Confident iality, integrity  and  non-repudiat ion : how to  guaran tee  that  data  and  app licat ions  moved  from source to 

dest inat ion  PM are the sa me and  have no t undergone  modificat ions? How to  p rov ide a  h igh  level o f confidence  so  

that these data and  app licat ions are not d isclos ed?  W ith the de materializat ion and  the mult ip licat ion o f the d ifferent  

levels  o f s erv ice  and  the d ifferent  scenarios and  acto rs invo lved in cloud comput ing how to guarantee  that  the data  

emanate  fro m source  hosts  who  claim to  be it?  Th is concerns the better monito ring  to avo id  the non-repudiat ion  

property. 

Availab ility : how to guarantee the availab ility o f conso lidated  ob jects and serv ice con t inu ity during the migrat ion 

process, especially for a critical applicat ions like real time ones? 

Co mmunicat ion : like co mmunicat ion  costs, t imes  and  inter- dependency  issues th rough  communicat ion  links 

between  PMs during the migrat ion p rocess, how to  secure thes e links to  p rov ide a t rust channel is another quest ion that 

has to be addressed in future works. 

Privacy : how to guarantee that the client’s data and files are not lost or comprom ised? 

For further reading on security requirements in the context of cloud computing , readers may refer to [116]. 

 

9. PRACTICAL REQUIREMENTS AND LIMITATIONS OF WORKLOAD CONSOLIDATION IN CDCS. 

 

We were ab le to conclude  that  the conso lidat ion  serv ice, with - out add ing new hardware, allows to  expand the 

capacity  o f the data center. W ith less hardware it  allows  to  run more workloads  with  lowered  power demands  and  

lower OP EX. Desp ite  the benefits o f conso lidat ion  serv ice  whose the main  ones  are d is cussed  in the p rev ious  sect ion, 

however, there  are st ill many  limitat ions  to  be reso lved. In Sect ion 3, we d is cussed so me negat ive  side effects o f the 
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migrat ion  p rocess  that can be very  important , most ly , in ter ms  o f resource wastage, co mputat ional overhead , 

performance  and  costs  if we do  not  fo res ee  a balance  between  the contrad icto ry ob ject ives. Th is is notab le  

especially if the conso lidat ion  st rategy  and  migrat ion  p rocess  are cont inuous ly  performed  in  short -term intervals so 

that  can  cause an over-cons o lidat ion  that  hampers the capab ilit ies o f the workload migrat ion and the performance of 

the app licat ion . In  add it ion  to  the requ ired  e xpert is e and techn ical know how from the s erv ice  p rov iders  to  monito r 

and  manage their DC systems, there are  many  other aspects related  to implementat ion that repres ents s ome 

downsides and  need  to  be invest igated. The way  the ob jects  (con tainers, s oft- ware, VMs  or data) are  mapped  onto  

machines ( VMs  or PMs ) and the way the conso lidat ion so lut ion is des igned present many  limitat ions and  

requ irements. Here, we focus  on  the implementat ion  related as pects o f conso lidat ion  so lut ions and  the major 

requ irements  and  limitat ions . As  we d iscussed  in  Sect ion  5, work- loads conso lidat ion so lut ions may be performed  

either stat ically  or dynamically. The dyna mic  conso lidat ion  is enab led by  live migrat ion. For p ract ical perspect ive, 

Tuan  Le [117] d iscussed so me live migrat ion so lut ions in commercial v irtualizat ion  p latfo rms  and cloud p lat fo rms . 

The stat ic  allocat ion of ob jects to  machines is  a  source o f power wastage especially  when heurist ic methods  are used 

which  tend  to  seek the local so lut ions  instead  o f g lobal ones. Th is  can  cause the unnecessary usage o f resources  and  

increase the migrat ion  overhead  [118]. As  earliest  open  source software implementat ion to overco me th is, we cite  

Entropy [118] that imple ments  the dynamic  conso lidat ion . It  is  based  on  CSP  to  search the g lobally  opt imal so lut ions 

taking  into  account  the migrat ion overhead . Since the used  Choco so lver to reso lve the CSP prob le m can consider 

on ly one ob ject ive, the authors des igned their so lut ion in  two  phases. They  are executed  in  s equent ial o rder to  t reat  the 

two  cons idered  ob ject ives o f min imizing the number o f us ed machines and min imizing the number of migrat ions. 

The major d rawback of th is  so lut ion  is  due to  the sequent ially  of the two  phases  that  increases  the computat ion  

time and  limits the scalab ility  o f the syste m. The use o f a  cent ral cont ro ller that is  responsib le  in all aspects  o f 

virtual machine  p lacement  opt imizat ion  also  limited  the scalab ility  o f Entropy. So, another d ifficu lty related  to  the 

des ign  and implementat ion  o f conso lidat ion  so lut ions, that can face the s erv ice p rov iders , concerns  the d ist ribut ion 

of conso lidat ion. Des ign ing d ist ributed  so lut ions enab les  the natural scaling and  remedies to  such a cent ralized  

approach  that  can  be very  cost ly , especially, if it  is  imple mented in  large-s cale  cloud  systems  and  geo-d ist ributed  data  

centers, as  d is cussed in Sect ion 5. A s econd implementat ion  frame work o f dynamic VM conso lidat ion and  

hierarch ical d istributed management o f VMs for p rivate clouds called Snooze is g iven in [119]. The management  

hierarchy  is  co mpos ed of th ree layers: local cont ro ller on each  physical node that  manages  v irtual machines it  hosts, 

an  intermediate  layer const ituted  by  group  managers  (GMs ) and  group  leader that  us es  data  about  GMs  and  

cent ralizes  in for mat ion  about  the whole  cluster [119]. A lthough  it part ially  so lves the s calab ility prob lem,  the 

proposed  system is  not ab le to opt imize the p lace ment  o f VMs across all the nodes o f the cluster [120]. A more 

completely  scalab le d ist ributed  VM conso lidat ion implementat ion  so lut ion na med Open  Stack Neat  was p roposed 

by Belog lazov et al. [120]. It  is an open-source software  fo r dynamic  VM conso lidat ion based on the Open  Stack 

plat fo r m. Unlike  Snooze, th is  syste m allows  to  treat the fu ll set o f hosts. Yet , th is so lut ion  p res ents  some scalab i lity 

limitat ions  o f v irtual machine  p lacement  decis ions . In  fact, the d ist ribut ion  o f VM conso lidat ion algorithms does 

not guarantee the total scalab ility of the system s ince, in each contro ller host, on ly one instance of the g lobal 

manager is dep loyed . Th is also creates a  s ing le  po int  o f failure. The authors  d iscussed  the idea o f rep licat ing  the 

global manager to reso lve th is issue, but there st ill a  p rob le m of synchron izat ion  between  them. In  their work [49], 

the authors suggested  a d ist ributed implementat ion  o f the conso lidat ion techn ique, separat ing the parts o f VM  

select ion  and under-load/over-load  detect ion fro m the VM allocat ion  part . They  p lanned  to  run  the first  part  

(conso lidator) in  every  compute  PM and  the second  one on  a separate  contro ller PM. The cited  s yste ms  concern v irtual 

machines conso lidat ion  and  are  detailed  in  [121]. However, the d iscussed  dyna mic, d ist ribut ion  and  s calab ility  aspects  

concern  not  on ly the VM conso lidat ion so lut ions. Another important  challenge  that  faces  serv ice  p rov iders to  be 

ab le  to  imple ment their conso lidat ion so lut ions is related  to  a  funct ional test -bed  to  which  Khan  et  al. d rew atten tion 

in  their work [49]. Bas ed  on  the Open  Stack p lat fo r m and  insp ired  by its  modular arch itectu re  and the mult ip le  

components that o ffer, the authors suggested  to  rep lace the scheduling  approach o f Nova s cheduler which  is  the 

respons ib le fo r the p lacement  o f v irtual machines to  PMs in Open Stack, by their p ropos ed scheduling approach . 

Nova offers many metrics that can be used  to  monito r the cluster and  get  data  about conso lidat ion  parameters. For 

exa mple, Khan et  al. p ropos ed  to  use it  to  gather data  about  energy  consu mpt ion , ut ilizat ion  and  perfor mance. They  

cons idered  that  a  local man- ager, being installed in each VM, by analogy with  [11], can  do  the s ame job as fo r each  

PM. They also suggested  to  install a docker container on  each VM for p recedent d iscussed  systems . Th is al- lows to 

imple ment their conso lidat ion so lut ions in  containerized  v irtual p lat fo r ms  with a  minor modificat ion, since  hyperv isor 

has the access to  VMs  and  containers  so  that  it  is  respons ib le  to  conso lidate  the workload. Moreover, Sareh  et  al. 

have adopted a container- VM arch itectu re  (a CaaS env iron ment), where  app licat ions  are  e xecuted  on  containers  and  

containers  runs  in  VMs, to des ign  their p roposed  container conso lidat ion  system in  [33]. The proposed system was  

based  on  two  main  modules. The first  is  installed  on each  act ive machine  and  g ives in for mat ion  about  their load  

status, and the s econd is  installed  on  a separate node and  is  respons ib le  of conso lidat ion  algorith ms . Like Open  Stack 
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Neat, in th is work, the cent ral un it respons ib le for conso lidat ion  limits  the s calab ility o f the system and creates one 

po int o f failu re. For software  conso lidat ion , a  s imilar approach  o f separat ing  the local manager fro m conso lidato r 

was p roposed . The main  d ifference  with  the p recedent  so lu t ion  was  by add ing  another component  o f monito ring in 

the sa me machine as a conso lidato r. A lthough  the reconfigurat ion p lan (migrat ions) ran  th rough  the local manager 

(installed on each machine), it  is calcu lated  by  the conso lidat ion  manager (cent ral un it ) dep loyed  in a s eparate  host . Th is  

proposed arch itectu re  improves the scalab ility  o f the p ro - posed syste m with regard to  the e xecut ion o f the migration 

plan , but creates a  s ing le  po int  o f failu re  with regard  to the co mpute  o f the s oftware ass ign ments  and  the 

reconfigurat ion map . In the last  so lut ion , each s oftware  is packed  in  a  v irtual container that runs  in  a VM  hosted  in a 

PM. Nevertheless , the quest ion  o f real and  funct ional tes t -bed  re mains  fo r bare metal containerized  p lat - fo r ms  

when  containers run d irect ly  in hard ware. In tel int roduced  the no t ion  o f generic  workloads  that  is  app licat ion 

agnost ic  in Cloud  Integrated  Advances Orchest rato r (CIAO)1 pro ject . Through the s a me syste m, the p roposed  

orchest rato r hand les VMs , containers , and  bare  metal app licat ions  in CIA O cluster. However, on ly  a generic  v iew 

of the arch itectu re  and  its  co mponent’s  des cript ion  was g iven  and  no  official pub licat ion  that  p rov ides a 

des crip t ion  about the cluster opt imizat ion  p rocess and how  it  is  perfor med  and  evaluated  was  found . A  brief 

des crip t ion o f CIA O’s  arch itectu re  is  g iven  here  [49]. To  su m up , there  is  a  large vo lu me of wor ks pub lis hed  in the 

field  o f work load  conso lidat ion s o me of which  pres ents  s o ft ware  imple mentat ion  so lut ions  and are  pub licly  

availab le. In  ter ms o f imple mentat ion, the p rov iders  face, especially, the dynamic, d ist ribut ion , and  scalab ility  aspects  

along  with  the heterogeneity  o f workloads  and  p lat fo r ms. Many  works  are  based  on  the Open  Stack p lat fo r m. For 

real needs  in  the cloud  with  the d ivers ificat ion  o f v irtualizat ion  technolog ies , the heterogeneity  o f p lat fo r ms  and  

the mult ip le  opportun it ies  o f conso lidat ion , b ring  into  ques t ion  the app licab ility  o f certain  p ract ical syste ms  

whos e  generalizat ion  o f their res u lts  s hou ld  requ ire  s ign ificant  effo rts . Finally , we believe  that , with  the emerge nce  

o f cloud  nat ive  arch itectu res , the micro -s erv ices , being independent  and  interoperab le, are  not  const rained  to  

technolog ical un ifo r mity. Thus , managing  the heterogeneity  o f p lat fo r ms  along  with  the afore ment ioned  iss ues  

related to implementat ion of consolidat ion solutions becomes a simpler question to address. 

 

10. CONCLUS ION AND FUTUR WORKS. 

 

The cloud  parad igm is  very p romis ing  compared to  t rad it ional IT systems . It  is  based  on  v irtualizat ion, which 

gives rise  to  v irtualized  data  centers. One o f the major challenges  facing  cloud  data  centers is  related  to  resource  

management  that represents  a p rimary  concern  by  industry  and  acade mics . In  literatu re  stud ies , it was revealed that  

less than 15% on average o f fu ll capacity are used by hosts [122]. Th is incurs other p rob lems , the mos t 

re markab le  are those relat ing  to  energy consumpt ion , costs  and  performance. Virtualizat ion  makes  it  poss ib le  to  reduce 

energy  budget, computat ional cost and  enhance performance. It  has g iven  rise  to  several techn iques enab ling  an efficient 

resource management , such  as  conso lidat ion , which  is  the most  co mmon one. Conso lidat ion  p rocess allows us to reach  

various  ob ject ives such  as  power management , syste m maintenance, fau lt  to lerance, etc. Conso lidat ion  works address 

the importance of p lacing  ob jects  in it ially  o r after migrat ion  in  an  appropriate  manner with the aim of improv ing  

energy efficiency and resource ut ilizat ion  in  cloud  in frast ructures [45] In  th is paper, the not ions o f v irtualized  data  

centers  and  cons o lidat ion  in  cloud  co mput ing  systems  are p resented  in  a ho list ic manner. A  co mprehens ive  survey  on  

IT conso lidat ion  in  the cloud  and  themat ic  taxonomy  are p ro - posed  to  syn thes ize  and  categorize  the reported  

literature. Some relevant  works  from the state-o f-the-art  are investigated  and  analyzed accord ing  to s everal aspects 

related  to  the characterist ics  o f conso lidat ion , parameters , opt imizat ion  and  evaluat ion  methods in  accordance with  

proposed taxono my. In  add it ion, an illust rat ion  and  a d iscussion  o f the resu lts  o f some recent  work has  been  

proposed. Finally , we have summarized  the art icle while synthes izing  the CRI U technology  as  well as  the benefit s of 

work- load  conso lidat ion  on  cloud  prov iders  before  h igh light ing  so me research challenges and t rends in  IT 

conso lidat ion . W e ended  up  pres ent ing main barriers o f conso lidat ion  so lut ions  from an implementat ion  po int  o f 

view. 

Various  lines  o f act ions  may  extend  the current  IT conso lidat ion work on  several axes  as ment ioned in the las t 

sect ion in terms o f interference and  interdependence ob ject ives, security , DC level energy consumpt ion , uncertainty  

of cloud environment and software license consolidation. 

But  also  other aspects  need  to  be addressed . For e xa mple, from an  arch itectu ral po int of v iew, rev is ing the arch iv ing 

of resource  management  in the cloud  has become a necessity  especially  with the emergence o f decentralized  

arch itectu res which have p roven  their advantages in  resource  management  in  the cloud as in  [123]. Regard ing algorithms 

and techn iques , we th ink that e xtend ing the  algorith ms  to  cons ider o ther resources than  the CP U allows to  fu rther 

improve performance  in  CDC and  creates  s imilarit ies  between  thes e algorith ms  which  makes  their co mparison  more 

realist ic  [91]. For the evaluat ion method , develop ing s imulators  fo r the CaaS and  SaaS levels  is another crit ical need  

today. Finally , g iven  the d ifferent  conso lidat ion  scenarios that  can  take p lace in cloud data centers in  add it ion to  the 
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fle xib ility availab le in these env iron ments , we believe that  fu rther e xp loring  hybrid izat ion  poss ib ilit ies  th rough  

differen t service models can improve DC configurat ions and optimize resource management . 

 

REFERENCES 

[1] X. Fu , C. Zhou , Virtual machine select ion  and  p lace ment for dynamic  conso lidat ion  in  cloud  co mput ing  

environment , Front. Comput. Sci. 9 (2015) 322–330, http://dx.do i.o rg/10.1007/s 11704-015-4286-8. 

[2] S. Is maeel, A . Miri, Using  ELM techniques to  p red ict  data  cent re  VM requests, in : Proceedings  of the 2nd  IEEE 

International Conference on Cyber Security and Cloud Computing, IEEE, 2015, pp. 80–86. 

[3] S. Is maeel, A . Miri, Mult ivariate  t ime series  ELM for cloud  data centre workload  prediction , in: Proceed ings, Part  I, of 

the 18th  Internat ional Conference  on HumanComputer Interact ion. Theory , Design , Development and  Pract ice, Vol. 9731, 

2016, pp. 565–576. 

[4] F. Kong, X. Liu, A survey on green-energy-aware power management for datacenters, ACM Comput. Surv. 47 (2014). 

[5] Y.C. Lee, A.Y. Zomaya, Energy  efficient  ut ilizat ion o f resources in  cloud  computing  systems, J. Supercomput. 60 

(2012) 268–280. 

[6] M. Uddin , A. Shah, R. A lsaqour, J. Memon, Measuring efficiency  o f t ier level data centers to implement g reen energy  

efficient data centers,  Middle East J. Sci. Res. 15 (2013) 200–207. 

[7] J. Koomey, Growth in Data Center Elect ricity Use 2005 to 2010, Technical Report, Analyt ics Press, completed  at  the 

request of The New York Times, 2011. 

[8] N. Engbers, E. Taen, Green Data Net, Technical Report, European Commision , 2014. 

[9] A. Shehabi, S. Smith, N. Horner, I. Azevedo, R. Brown, J. Koomey, E. Masanet, D. Sartor, M. Herrlin, W. Lintner, United 

States Data Center Energy Usage Report, Technical Report, Lawrence Berkeley National Laboratory,  Berkeley,  Califo rnia,  

2016. 

[10] T.C. Ferreto , M.A.S. Netto , R.N. Calheiros, C.A.F. De Rose, Server consoli- dat ion with  migrat ion  control for v irtualized 

data centers, Future Gener. Comput. Syst. 27 (2011) 1027–1034. 

[11] A . Tchana, N.D. Palma, I. Safieddine, D. Hagimont , Software consolidat ion as an efficient energy and cost  saving 

solution, Future Gener. Comput. Syst. 58 (2016) 1–12. 

[12] T. Shi,  H.  Ma,  G.  Chen,  Energy-aware  container  consolidation  based on PSO in cloud data centers, in: 2018 IEEE 

Congress on Evolutionary Computation, CEC, 2018, pp. 1–8. 

[13] M. Xu, W . Tian , R. Buyya, A  survey   on   load   balancing   algorithms   fo r v irtual machines p lacement in  cloud  comput ing, 

Concurr. Comput.: Pract. Exper. 29 (2016). 

[14] A. Varasteh, M. Goudarzi,  Server  consolidation  techniques  in  virtualized data centers: A survey, IEEE Syst. J. 11 (2017) 

772–783. 

[15] R.W. Ahmad, A . Gani, S.H. Ab. Hamid , M. Sh iraz, A. Yousafzai, F. Xia, A survey  on  v irtual machine migrat ion  and 

server consolidation frameworks for cloud data centers, J. Netw. Comput. Appl. 52 (2015) 11–25. 

[16] R.W. Ahmad, A. Gani, S.H. Ab. Hamid, M. Sh iraz, F. Xia, S.A. Madani, Virtual machine migration in  cloud data centers: A 

review, taxonomy, and open research issues, J. Supercomput. 71 (2015) 2473–2515. 

[17] A. Choudhary, M.C. Govil, G. Singh, L.K. Awasthi, E.S.  Pilli,  D.  Kapil,  A  critical survey of live  virtual  machine  migrat ion  

techniques,  J.  Cloud  Comput.  6  23  (2017). 

[18] M.H. Sh irvani, A.M. Rahmani, A. Sahafi, A  survey  study on v irtual machine migrat ion and server conso lidat ion 

techniques in DVFS-enab led cloud datacenter: Taxonomy and challenges, J. King Saud Univ.–Comput. Inf. Sci. (2018). 

[19] S. Is maeel, R. Karim, A. Miri, Proactive dynamic  virtual-machine  consol- idation for energy conservation in cloud data centres, 

J. Cloud Comp.  7 (2018). 

[20] B. Bermejo , C. Ju iz, C. Guerrero , Virtualizat ion and consolidat ion : a  systemat ic  rev iew of the past 10 years o f research  

on energy and performance, J. Supercomput. 75 (2019) 808–836. 

[21] A . Ashraf, B. Byholm, I. Porres, Distributed v irtual machine consolidat ion : A systemat ic mapping study, Comp. Sci. 

Rev. 28 (2018) 118–130. 

[22] R.M.B. Abadi, A.M. Rahmani, S.H. A lizadeh , Server consolidat ion  tech- n iques in  v irtualized  data  centers  o f cloud 

environments: A systematic literature review, Softw. - Pract. Exp. 48 (2018) 1688–1726. 

[23] R.M.B. Abadi, A.M. Rahmani, S.H. Alizadeh, Challenges of server consoli- dation in  virtualized  data  centers  and open  

research  issues:  a systematic literature  review,  J.  Supercomput.  76  (2020)  2876–2927. 

[24] B. Kitchenham, S. Charters, Guidelines fo r performing Systematic Liter- atu re Reviews in Software Engineering  

(version 2.3), Technical Report, Keele University and University of Durham, 2007. 

[25] W .A. Hanafy, A.E. Mohamed, S.A. Salem,  A   new  in frastructure  elas- t icity contro l algorithm for containerized cloud, 

IEEE Access 7 (2019) 39731–39741. 

[26] S.C. Mondesire, A. Angelopoulou , S. Sirigampola, B. Gold iez, Combin ing  v irtualization  and  containerizat ion  to  support 

interactive games and simulations on the cloud, Simul. Model. Pract. Theory 93 (2018) 233–244. 

[27] M. Chae, H. Lee, K. Lee, A  performance comparison of linux containers and  virtual machines us ing  docker and KVM, 

http://dx.doi.org/10.1007/s11704-015-4286-8
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb2
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb2
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb2
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb2
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb4
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb4
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb5
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb5
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb5
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb6
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb6
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb6
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb6
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb7
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb7
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb7
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb7
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb8
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb8
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb9
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb9
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb9
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb9
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb9
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb9
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb10
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb10
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb10
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb10
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb11
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb11
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb11
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb11
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb13
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb13
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb13
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb13
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb14
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb14
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb14
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb15
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb15
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb15
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb15
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb16
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb16
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb16
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb16
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb17
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb17
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb17
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb17
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb18
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb18
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb18
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb18
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb18
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb19
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb19
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb19
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb19
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb20
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb20
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb20
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb20
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb21
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb21
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb21
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb22
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb22
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb22
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb22
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb23
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb23
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb23
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb23
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb24
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb24
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb24
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb24
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb25
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb25
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb25
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb25
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb26
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb26
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb26
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb26
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb27
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb27


 

International Journal of Engineering and Information Systems (IJEAIS) 

ISSN: 2643-640X 

Vol. 5 Issue 3, March - 2021, Pages: 64-87 

 

Cluster Comput. 22 (2019) 1765–1775. 

[28] I. Mavrid is, H. Karatza, Combin ing  containers and  v irtual machines to enhance  isolation  and  extend  functionality  on cloud 

computing, Future Gener. Comput. Syst. 94 (2019) 674–696. 

[29] J. Watada, A. Roy, R. Kadikar, H. Pham, B. Xu, Emerging trends, techniques and open issues of containerization: A review, 

IEEE Access 7 (2019) 152443–152472. 

[30] M.K. Hussein , M.H. Mousa, M.A. A lqarn i, A  p lacement arch itectu re  fo r a  container as serv ice (CaaS) in a cloud  

environment, J. Cloud Comp. (2019). 

[31] B. Bermejo , C. Ju iz, Virtual machine conso lidat ion: a  systemat ic rev iew of its overhead  in fluencing  factors, J. 

Supercomput. 76 (2020) 324–361. 

[32] Y. A l-Dhuraib i, F. Paraiso, N. Djarallah, P. Merle, Elasticity  in  cloud  computing : State o f the art and research  

challenges, IEEE Trans. Serv. Comput. 11 (2017) 430–447. 

[33] S.F. Piraghaj, A .V. Dastjerd i, R.N. Calheiros, R. Buyya, A  framework and  algorithm for energy efficient container 

consolidation  in  cloud  data centers, in : 2015 IEEE Internat ional Conference on  Data Science and  Data Intens ive Systems , 

2015, pp. 368–375. 

[34] S. Soltesz, H. Pötzl, M.E. Fiuczynski, A. Bavier, L. Peterson, Container-based operating system  virtualization:  a  scalable,  

high-performance  alternative to hypervisors, Oper. Syst. Rev. 41 (2007) 275–287. 

[35] I. Mavrid is, H.D. Karatza, Performance  and overhead study of containers runn ing on  top  o f v irtual machines, in: 2017 

IEEE 19th Conference on Business Informatics, Vol. 2, CBI, IEEE, 2017, pp. 32–38. 

[36] D. Merkel, Docker: Lightweight linux containers for consistent develop-  ment and deployment, Linux J. 2014 (2014). 

[37] W. Felter, A. Ferreira, R. Rajamony, J. Rubio, An updated performance comparison of virtual machines and linux containers, 

in: 2015 IEEE In- ternational Symposium on Performance Analysis of Systems and Software,  ISPASS, IEEE, 2015, pp. 171–

172. 

[38] B. Kavitha, P. Varalakshmi,  Performance  analysis  o f  virtual  machines and docker containers, in : S.M. R S. (Ed.), 

Data Science Analyt ics and Applicat ions. DaSAA 2017. Communications in  Computer and  Informat ion Science, Vol. 

804, Springer, 2018, pp. 99–113. 

[39] C. Pahl, Containerization and the PaaS cloud, IEEE Cloud Comput. 2 (2015) 24–31. 

[40] I. Alobaidan, M. Mackay , P. Tso, Build  trust in the cloud  computing   - iso lat ion in container based v irtualisat ion, in : 

2016 9th International Conference on Developments in ESystems Engineering, DeSE, IEEE, 2016, pp. 143–148. 

[41] Q. A li, Scaling web  2.0 app licat ions  us ing  docker containers on  vsphere  6.0, 2016, 

https ://b logs.vmware.com/perfor mance/2015/04/scaling -web-  2-0-app licat ions -us ing -docker-containers -vsphere-6-

0.html. 

[42] C. Pahl, A. Brogi, J. So ldani, P. Jamshidi, Cloud container technologies: A state-of-the-art  review,  IEEE  Trans.  Cloud  

Comput.  7  (2019)  677–692. 

[43] N.D. Keni, A. Kak, Adapt ive containerizat ion fo r  microservices  in  d istributed cloud systems, in: 2020 IEEE 17th 

Annual Consumer Communicat ions & Networking Conference, CCNC, IEEE, 2020, pp. 1–6. 

[44] D. Boukhelef, J. Boukhobza, K. Boukhalfa, H. Ouarnoughi, L. Lemarchand, Optimizing the cost of dbaas object placement 

in hybrid storage systems, Future  Gener.  Comput.  Syst.  93 (2019)  176–187. 

[45] Y. Gao, H. Guan, Z. Qi, Y. Hou, L. Liu, A  multi-objective  ant colony system algorithm for virtual machine p lacement in 

cloud computing, J. Comput. System  Sci.  79  (2013)  1230–1242. 

[46] R. Shaw, E. Howley , E. Barrett, An advanced rein forcement learn ing  approach fo r energy -aware v irtual machine  

consolidation in cloud data centers, in : 2017 12th  Internat ional Conference  for Internet  Technology and Secured  

Transactions, ICITST, IEEE, 2017, pp. 61–66. 

[47] E. Dhib, K. Boussetta, N. Zangar, N. Tabbane, Cost-aware v irtual machines p lacement p rob lem under constraints over a 

distributed  cloud in frastruc- ture, in : 2017 Sixth Internat ional Conference on Communicat ions and  Networking, ComNet , 

IEEE, 2017, pp. 1–5. 

[48] P. Arroba, J. Moya, J. Ayala, R. Buyya, Dynamic vo ltage and frequency  scaling -aware dynamic  consolidation  o f 

virtual machines for energy efficient cloud data centers, Concurr. Comput.: Pract. Exper. 29 (2017). 

[49] A.A. Khan, M.  Zakarya,  R.  Khan,  I.U.  Rahman,  M.  Khan,  A.u.R.  Khan, An energy, performance efficient resource 

consolidation scheme for heterogeneous  cloud  datacenters,  J.  Netw.  Comput.  Appl.  150  (2020). 

[50] A. Khan, M. Zakarya, R. Buyya, R. Khan, M. Khan, O. Rana, An energy and performance aware consolidation technique for 

containerized datacenters, IEEE Trans. Cloud Comput. (2019). 

[51] J. Liu, S. Wang, A. Zhou, J. Xu, F. Yang, SLA-driven container consolidation with usage prediction for green cloud 

computing, Front. Comput. Sci  14 (2020)  42–52. 

[52] T. Sh i, H. Ma, G. Chen , Mult i-ob jective  container consolidat ion  in  cloud  data centers, in : T. Mitrov ic, B. Xue, X. Li 

(Eds.), AI 2018: Advances in  Art ificial Intelligence, AI 2018, in :  Lecture  Notes  in   Computer  Science, vo l. 11320, 

Springer, Cham, 2018, pp. 783–795. 

[53] A. Sen, A. Garg, A. Verma, T. Nayak, Cloudbridge: On integrated hardware-software consolidation, ACM SIGMETRICS  

http://refhub.elsevier.com/S1574-0137(21)00006-X/sb27
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb27
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb28
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb28
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb28
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb28
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb29
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb29
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb29
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb29
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb30
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb30
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb30
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb31
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb31
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb31
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb32
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb32
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb32
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb32
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb34
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb34
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb34
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb34
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb35
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb35
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb35
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb35
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb36
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb36
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb37
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb37
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb37
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb37
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb37
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb37
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb38
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb38
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb38
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb38
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb38
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb38
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb39
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb39
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb40
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb40
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb40
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb40
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb40
https://blogs.vmware.com/performance/2015/04/scaling-web-2-0-applications-using-docker-containers-vsphere-6-0.html
https://blogs.vmware.com/performance/2015/04/scaling-web-2-0-applications-using-docker-containers-vsphere-6-0.html
https://blogs.vmware.com/performance/2015/04/scaling-web-2-0-applications-using-docker-containers-vsphere-6-0.html
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb42
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb42
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb42
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb43
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb43
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb43
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb43
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb44
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb44
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb44
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb44
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb45
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb45
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb45
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb45
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb46
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb46
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb46
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb46
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb46
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb46
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb47
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb47
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb47
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb47
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb47
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb47
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb48
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb48
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb48
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb48
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb49
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb49
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb49
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb49
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb50
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb50
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb50
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb50
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb51
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb51
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb51
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb51
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb52
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb52
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb52
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb52
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb52
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb52
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb53
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb53


 

International Journal of Engineering and Information Systems (IJEAIS) 

ISSN: 2643-640X 

Vol. 5 Issue 3, March - 2021, Pages: 64-87 

 

Perform.  Eval.  Rev. 39  (2011). 

[54] U.K. Jena, P.K. Das, M.R. Kabat , Hybrid izat ion o f meta-heuristic algorithm for load  balancing  in  cloud  computing  

environment, J. King Saud Univ. –  Comput. Inf. Sci. (2020). 

[55] W. Zhang, X. Chen , J. Jiang , A   mult i-ob jective  opt imizat ion  method  of in itial v irtual machine fau lt -tolerant p lacement 

for star topological data centers of cloud systems, Tsinghua Sci. Technol. 26 (2021) 95–111. 

[56]  L.  Lv,  Y.  Zhang,  Y.  Li,  K.  Xu,  D.  Wang,  W.  Wang,  M.  Li,  X.  Cao,  Q. 

Liang, Communication-aware container p lacement and reassignment in large-scale internet data centers, IEEE J. Sel. Areas 

Commun. 37 (2019) 540–555. 

[57] N.R. Herbst, S. Kounev , R. Reussner, Elasticity in cloud  comput ing : What it is, and  what it is not, in : Proceed ings of the 

10th International Conference on Autonomic Computing, ICAC 13, 2013, pp. 23–27. 

[58] Y. Sharma, W. Si, D. Sun, B. Javad i, Failu re-aware energy -efficient VM consolidat ion in  cloud comput ing  systems, 

Future Gener. Comput. Syst.  94 (2019) 620–633. 

[59] C.C. Chou , Y. Chen , D. Milo jicic, N. Reddy , P. Gratz, Opt imizing post-copy  live migration  with system-level checkpoint  

using  fabric-attached  mem- ory , in : 2019 IEEE/ACM Workshop on Memory Centric  High Performance   Comput ing, 

MCHPC, IEEE, 2019. 

[60]  J.  Adam,  M.  Kermarquer,  J.B.  Besnard,  L.  Bautista-Gomez,  M.  Pérache, 

P. Carribault, J. Jaeger, A. D.Malony, S. Shended, Checkpoint/restart ap- proaches for a thread-based MPI runtime, Parallel 

Comput. 85 (2019) 204–219. 

[61] R.K. Mehta, J. Chandy, Leverag ing  checkpoint/ restore  to opt imize  ut iliza- t ion  of cloud  compute  resources, in: 2015 

IEEE 40th Local Computer  Networks Conference Workshops, LCN Workshops, IEEE, 2015. 

[62] R. Stoyanov, M. Kollingbaum, Efficient live migrat ion o f linux containers, in : Internat ional Conference on High  

Performance Computing ISC High  Performance 2018, Vol. 11203, Springer, Cham, 2018, pp. 184–193. 

[63] Y. Qiu, C. Lung, S. Ajila, P. Srivastava, LXC container migration  in  cloudlets under mult ipath TCP, in:  2017 IEEE 41st 

Annual Computer Software and Applications Conference, COMPSAC, IEEE, 2017, pp. 31–36. 

[64] H. Xu, Y. Liu, W . W ei, Y. Xue, Migrat ion cost and  energy-aware virtual machine consolidation  under cloud 

environments considering remaining runtime, Int. J. Parallel Programm. 47 (2019) 481–501. 

[65] A . Verma, P. Ahuja, A. Neogi, pMapper: Power and   migrat ion   cost aware app licat ion p lacement in  virtualized  

systems, in: ACM/IFIP/USENIX International Conference  on Distributed  Systems  Plat fo rms  and  Open Distributed 

Processing, Springer, Berlin, Heidelberg, 2008, pp. 243–264. 

[66] W . Darg ie, Est imat ion o f the cost  o f VM migrat ion , in : 2014 23rd  Internat ional Conference on Computer 

Communicat ion and Networks, ICCCN, IEEE, 2014, pp. 1–8. 

[67] Q. Wu, F. Ishikawa, Q. Zhu, Y. Xia, Energy  and  migrat ion cost-aware dy- namic v irtual machine conso lidation  in 

heterogeneous cloud datacenters, IEEE Trans. Serv. Comput. 12 (2019) 550–563. 

[68] P.K. Sinha, S.S. Doddamani, H. Lu , K. Gopalan , Mwarp : Accelerat ing intra-host live container migrat ion v ia  memory 

warp ing, in : IEEE INFO- COM 2019 - IEEE Conference on Computer Communicat ions Workshops,  INFOCOM 

WKSHPS, IEEE, 2019, pp. 508–513. 

[69] N.M. TYJ, V. G, Adapt ive deduplicat ion o f v irtual machine images using AKKA stream to accelerate live migrat ion 

process in cloud environment, 

J. Cloud Comput. 8 (2019). 

[70] S. Nadgowda, S. Suneja, N. Bila, C. Isci, Voyager: Complete container state migration, in : 2017 IEEE 37th International 

Conference on Distributed Computing Systems, ICDCS, IEEE, 2017, pp. 2137–2142. 

[71] Z. Gong, X. Gu , J. Wilkes, PRESS: Predictive  elastic resource scaling for cloud systems, in: 2010 International Conference 

on Network and Service Management, IEEE, 2010, pp. 9–16. 

[72] F. Farahnakian, P. Liljeberg, J. Plosila, LiRCUP: linear regression based CPU usage prediction algorithm for live migration of 

virtual machines in data centers, in: Proceedings of the 39th EUROMICRO Conference on Software Engineering  and  

Advanced  Applications,  2013,  pp.  357–364. 

[73] J.E. Hajlaoui, M.N. Omri, D. Benslimane, A  QoS-aware approach fo r d iscovering and selecting configurable  IaaS cloud 

services, Comput. Syst.: Sci. Eng. 32 (2017). 

[74] Z. Li, X. Yu, L. Zhao, A  strategy  game  system  for  QoS-efficient  dynamic virtual machine consolidation  in data  centers,  

IEEE Access 7 (2019) 104315–104329. 

[75] S.K. Addya, A.K. Turuk, B. Sahoo, A. Satpathy, M. Sarkar, A  game theoretic approach to estimate fair cost of VM placement 

in cloud data center, IEEE  Syst. J. 12 (2018) 3509–3518. 

[76] L. Guo, G. Hu, Y. Dong, Y. Luo, Y. Zhu , A  game based  consolidat ion  method  of v irtual machines in  cloud data  

centers with energy and load constraints, IEEE Access 6 (2018) 4664–4676. 

[77]  Z.A. Mann, Resource optimizat ion across the cloud stack, IEEE Trans. 

Parallel Distrib. Syst. 29 (2018) 169–182. 

[78] R. Zhang, Y. Chen, B. Dong, F. Tian, Q.  Zheng,  A  genetic  algorithm- based energy-efficient  container  placement  strategy  

http://refhub.elsevier.com/S1574-0137(21)00006-X/sb53
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb53
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb54
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb54
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb54
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb54
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb55
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb55
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb55
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb55
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb56
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb56
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb56
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb56
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb56
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb58
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb58
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb58
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb58
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb59
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb59
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb59
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb59
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb59
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb59
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb60
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb60
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb60
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb60
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb60
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb61
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb61
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb61
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb61
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb62
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb62
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb62
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb62
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb63
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb63
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb63
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb63
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb64
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb64
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb64
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb64
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb65
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb65
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb65
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb65
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb65
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb65
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb66
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb66
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb66
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb66
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb67
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb67
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb67
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb67
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb68
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb68
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb68
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb68
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb68
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb68
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb69
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb69
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb69
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb69
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb70
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb70
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb70
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb70
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb71
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb71
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb71
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb71
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb73
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb73
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb73
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb73
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb74
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb74
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb74
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb74
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb75
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb75
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb75
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb75
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb76
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb76
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb76
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb76
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb77
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb77
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb78
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb78


 

International Journal of Engineering and Information Systems (IJEAIS) 

ISSN: 2643-640X 

Vol. 5 Issue 3, March - 2021, Pages: 64-87 

 

in  caas,  IEEE  Access 7  (2019)  121360–121373. 

[79] L.C. Jersak, T. Ferreto , Performance-aware server consolidat ion  with  ad- justable  interference  levels, in : SAC ’16: 

Proceedings of the 31st Annual ACM Symposium on Applied Computing, 2016, pp. 420–425. 

[80] H. Liu , H. Jin , C.Z. Xu, X. Liao , Performance and  energy modeling fo r live migrat ion of v irtual machines, Cluster 

Comput. 16 (2013) 249–264. 

[81] R.N. Calheiros, R. Ranjan , A. Belog lazov, C.A .F. De Rose, R. Buyya, Clouds im: A  too lkit  for modeling  and  s imulat ion 

of cloud computing environ- ments and evaluation of resource provisioning algorithms, Softw. 

- Pract. Exp. 41 (2011) 23–50. 

[82] A. Belog lazov , R. Buyya, Opt imal on line determinist ic  algorithms  and adaptive heuristics fo r energy  and  performance  

efficient  dynamic  con- solidation  o f v irtual machines in  cloud  data  centers, Concurr.  Comput. Pract. Exp . 24 (2012) 1397–

1420. 

[83] B. W ickremas inghe, R.N. Calheiros, R. Buyya, Cloudanalyst : A  cloudsim- based v isual modeller fo r analys ing cloud 

comput ing  env ironments  and applicat ions, in : 2010 24th  IEEE International Conference on  Advanced In formation  

Networking and Applications, IEEE, 2010, pp. 446–452. 

[84] S.F. Piraghaj, A. Dastjerd i, R.N. Calheiros, R. Buyya, Container-cloudsim: an env ironment for modeling  and s imulat ion 

of containers in cloud data centers, Softw.-Pract . Exp. 47 (2017) 505–521. 

[85] N. Mansouri, R. Ghafari, B.M.H. Zade, Cloud  computing  s imulators : A  comprehensive rev iew, Simul. Model. Pract . 

Theory (2020). 

[86] A . Is mail, Energy -driven cloud simulat ion : exist ing surveys, s imulation  supports, impacts and challenges, Cluster 

Comput. (2020). 

[87] L. Peterson, A . Bavier, M.E. Fiuczyns ki, S. Muir, Experiences  bu ild ing PlanetLab, in : Proceed ings o f the 7th Symposium 

on Operating Systems Design and Implementation , 2016, pp. 351–366. 

[88] K. Park, V.S. Pai, Comon: a mostly -scalab le monito ring  system for p lanet lab , ACM SIGOPS Oper. Syst. Rev . 40 (2006) 

65–74. 

[89] H.J. Reiss C, Google Clusterusage Traces: Format+ Schema, Technical Report, Google Inc, Mountain View, CA, USA, 2011. 

[90] SPECjms 2007: indust ry -standard  bench mark fo r evaluat ing  the perfor mance o f enterpris e mess age-oriented  

middleware servers based on JMS, 2007, http://www.spec.o rg/ jms 2007/ . 

[91] S. Di, D. Kondo , W. Cirne, Host  load  pred ict ion  in   a   google  compute  cloud  with  a  bayes ian  model, in : SC ’12: 

Proceedings of the International Conference on High Performance Computing, 2012, pp. 1–11. 

http://refhub.elsevier.com/S1574-0137(21)00006-X/sb78
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb78
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb80
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb80
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb80
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb81
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb81
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb81
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb81
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb81
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb82
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb82
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb82
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb82
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb82
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb82
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb83
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb83
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb83
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb83
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb83
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb83
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb84
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb84
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb84
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb84
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb85
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb85
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb85
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb86
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb86
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb86
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb88
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb88
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb88
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb89
http://refhub.elsevier.com/S1574-0137(21)00006-X/sb89
http://www.spec.org/jms2007/

