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Abstract—Blockchain technology is most likely to change the next decade of business. It enables transfer of digital property from 

one Internet user to another in a secure way without any intermediaries. The consequences of this breakthrough technology have a 

vast potential in all areas of business. Information Technology (IT) provides ready to use, end-to-end solutions and allow small 

businesses to focus on their core business. Recent innovations in IT have positively impacted businesses. With the emergence of 

blockchain technology, the convergence of telecom and computing is finally reaching maturity in a unified platform for doing 

business in the 21st century. In this paper, we study the various ways in which blockchain technology can help small businesses and 

propose a framework that helps in choosing the appropriate blockchain application in the context of business process reengineering. 
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1. INTRODUCTION  

Information technology provides ready to use, end-to-end solutions and allow small businesses to focus on their core business. 

Recent innovations in digital technology such as blockchain can play a significant role in spurring the growth of small businesses. 

Blockchain technology enables transfer of digital property from one Internet user to another in a secure way without any 

intermediaries. The consequences of this breakthrough technology have a vast potential to positively influence all business enterprises 

including small businesses. Small and medium scale enterprises account for more than 90 percent enterprises in most OECD 

(Organization for Economic Cooperation and Development) nations and provide about 80 percent of economic growth (Scupola, 

2009). Significant research shows that these businesses contribute to economic growth in multiple ways. Their presence in an economy 

leads to more competitive large enterprises that can outsource some of their activities to smaller firms. Compared to their relatively 

small sizes, they create more jobs than large firms (Passerini, 2012). Smaller size is an advantage, particularly in terms of the ability 

to anticipate and respond to changes and achieve a deeper and closer interaction with the customers. 

 Information is an important asset that gives small businesses a competitive advantage in the new economy. Information access 

plays a critical role in the informed decision making process, making it easy for these businesses to make good competitive decisions 

(Modimogale, 2011). The ability of small businesses to survive in an increasingly competitive global environment is largely predicated 

upon their capacity to leverage information as a resource. In today’s fierce competitive environment, small businesses need to be 

highly responsive and adaptive to demands of customers, actions of competitors, and changes in economic conditions (Rashaniphon, 

2011). Data analytics can be as useful to small businesses by identifying those business processes that are capable of exploiting the 

new innovations in that area. 

This paper is organized as follows. First, we briefly describe the current scenario pertaining to small businesses. This is followed 

by a brief overview of blockchain technology. The next section proposes a framework that will help adopt the appropriate information 

technology followed by a section on blockchain applications for small businesses. Concluding remarks form the last section. 

2. SMALL BUSINESSES 

Even though the economic importance of small and medium scale enterprises has been known, they were considered comparatively 

unimportant during the great Internet boom during the 1990s and early 2000s (Passerini, 2012). Use of broadband information 

technology required extensive investment in technological assets and a long term access to capital. Such capital requirements were 

not available to small businesses. Today small businesses can compete and excel due to continual improvements in Internet 

technology as well as breakthroughs in cloud computing and mobile connectivity. 

Access to capital and an established brand name are the main advantages of large organizations. One of the greatest advantages 

small businesses have is flexibility. Many small businesses have a single owner who is free to change policies, and technologies 

(Sadowski, 2002). For example, the owner of a small grocery store can decide to use broadband to create an automatic reorder system 

with suppliers. Small businesses can offer new services and change internal processes without having to clear a multitude of 

committees that would exist in a large organization. Cloud computing, and open source software have brought down the investment 

requirements and costs. This has resulted in the availability of broadband technologies to small businesses to streamline business 

processes, grow the customer base, and enlarge existing offerings. 

According to Kirchoff’s typology (Kim, 2004), small firms can be classified based on two dimensions: innovation and growth 

as shown in Appendix I. Core firms represent where innovation and growth are low, whereas Glamorous firms have innovation and 

growth at a high level. Constrained companies have low growth potential but high innovation potential. Ambitious firms have high 
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growth potential but low innovation potential. This paper mostly focuses on Core firms. Mills (2015) classifies small businesses 

based on types of firms – whether they are sole proprietorships, B2B, etc. – as indicated in Appendix II. Most of the Core small 

businesses are either sole proprietorships, or local businesses serving consumers and other local businesses. Lower costs of 

Information Technology (IT) deployment, mobility advantages supported by broadband, and an IT services support system (now 

directly available as-a-service) can help the more IT conservative small firms (such as ‘core’ as indicated in Appendix I) to transition 

to the new mobile apps (Passerini, 2012). 

There is a lack of knowledge about the potential benefits of information technology and strategies to support small businesses in 

achieving their business objectives. Small businesses face the challenge that generally they are owner managed and the owner makes 

all or most of the decisions about the business (Fillis, 2004; Spencer, 2006). Unfortunately, owner-manager’s limitations become 

limitations of the business. Information technology needs to be considered a key player for the small business in reaching its goals. 

As information technology is perceived to be expensive by small businesses, they often do not budget for it. The other problem with 

regard to the cost of IT is that small businesses may invest in unnecessarily big solutions due to sales pitches, hype of specific 

products or market patterns without considering their real need [Grandon, 2004). Technology is constantly evolving which raises 

two issues. On the one hand the small businesses need to monitor the kind of technologies that their clients are using and try to make 

sure that they are ready to serve them. On the other hand, the small businesses s do not need to change every time there is a change 

in technology as this depends upon the focus area of the small businesses. The competitiveness of a small business depends on the 

way in which IT is used to support business processes. 

3. BLOCKCHAIN TECHNOLOGY 

The beginnings of blockchain technology go back to a white paper published by S. Nakamoto (2008) where the concept of bitcoin 

was introduced. Blockchain is a distributed computing architecture that leads to a global database of interfaces and data which will 

integrate multiple machines and plugin various sources of data (Morabito, 2017). Blockchain technology is built around the theory of 

“distributed ledger” in which the ledger is stored and maintained on a distributed computer network (Froystad, 2016). The ledger 

brings about the possibility of the network as a whole to cooperatively produce, develop and record past transactions as well as 

consecutive digital events. 

Blockchain technology is a data store that has the following characteristics: 

 It subsists within a decentralized peer-to-peer network,  

 Specific users can write it,  

 It employs the use of digital signatures and communication security to authenticate user identity,  

 Its scheme makes it very difficult to alter historical records,  

 Its scheme makes it very easy to detect any attempt to alter historical records,  

 Financial transactions are typically a constituent part,  

 Specific users and an extensive audience can read it, 

 It is reproduced throughout the network virtually in real-time. 

As stated by Zheng (2018), blockchain applications have attracted attention due to the following reasons. 

 Decentralization. In a conventional centralized transaction system, each transaction needs to be validated through the 

central trusted agency (e.g., the central bank) inevitably resulting the cost and the performance bottlenecks at the central 

servers. On the other hand, a transaction in the blockchain network can be conducted between any two peers (P2P) 

without the authentication by the central agency. In this manner, blockchain can significantly reduce the server costs 

(including the development cost and the operation cost) and mitigate the performance bottlenecks at the central server.  

 Persistency. Since each of the transactions spreading across the network needs to be confirmed and recorded in blocks 

distributed in the whole network, it is nearly impossible to tamper. Additionally, each broadcasted block would be 

validated by other nodes and transactions would be checked. So any falsification could be detected easily.  

 Anonymity. Each user can interact with the blockchain network with a generated address. Further, a user could generate 

many addresses to avoid identity exposure. There is no longer any central party keeping users’ private information. This 

mechanism preserves a certain amount of privacy on the transactions included in the blockchain.  

 Auditability. Since each of the transactions on the blockchain is validated and recorded with a timestamp, users can 

easily verify and trace the previous records through accessing any node in the distributed network. In Bitcoin blockchain, 

each transaction could be traced to previous transactions iteratively. It improves the traceability and the transparency of 

the data stored in the blockchain. 

With reference to small businesses, applications suitable for blockchain technology can be studied under the following three 

categories: ‘Creating Unbreakable Contracts,’ “Safer Data Storage for an affordable Price,’ and ‘Reduced Complexity in Supply 

Chains’ (TechHQ, 2019). Businesses deal with contracts on a daily basis. Blockchain can fill up this part of business by creating smart 

contracts. As the name suggests, smart contracts are self-executed, coded agreements that deliver guaranteed outcomes if the 
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predetermined conditions are met. The significant difference from paper contract is that smart contract is digitized and that it cannot 

be tampered with in any way because it is in a blockchain. 

There are certain advantages in using blockchain for data storage compared to cloud computing. Cloud servers are centralized at 

the service provider’s end and users are legitimately concerned about the possibilities of breaches and cyber-attacks. With blockchain, 

users can store data in a safer digital space, for a reasonable price. The stored data is encrypted and will only accessible to those who 

have the crypto-key. Many small businesses will find themselves at some level in a complex supply chain. Shipping and logistics 

operations can be admin-hevy, resource-swallowing process to organize and keep track of. Blockchain can serve as a central repository 

for all documents, records, and data relating to shipping and logistics information, with each partner involved able to gain real-time 

visibility across the entire supply chain they are part of and adjust their operations accordingly. 

Small businesses can leverage information technology (IT) in two different ways. One way is to enhance operational support and 

transaction processing activities. Small businesses adopt and use simple IT innovations without any form of planned strategy to 

integrate other aspects of business (Qureshil, 2009). In this approach, any form of IT-based competitive advantage is accidental rather 

than planned. The second way is typically taken to use IT to improve interaction and relationship with customers. A majority of small 

businesses depend on a small number of customers who purchase large amounts of goods and services. These major customers 

influence the price of goods and services provided by small businesses. Close relationships among small businesses and customers 

enable these businesses to respond quickly to any change in customer requirements. 

Levy (2001) has proposed an analytical framework that incorporates both forms of strategic focus. In this FocusDominance Model 

(Appendix III), customer dominance is compared with strategic focus. This framework provides four different strategies to IT 

adoption. The “Efficiency” quadrant consists of small businesses that exploit simple systems such as word processing and 

spreadsheets. The “Coordination” quadrant consists of small businesses that have a need to increases market share and their customer 

base. The “Collaboration” quadrant indicates those small businesses that attempt to incorporate emerging technologies to manage 

relationships with major customers. The “Innovation:” quadrant consists of those businesses that actively seek to adopt new IT 

innovations to achieve competitive advantage. 

In a follow-up study, Levy (2002) investigated 43 small businesses to observe their positions in the FocusDominance Model. The 

results revealed that most of the small businesses make only one move, from “efficiency” to “coordination” or from “efficiency’ to 

“collaboration.” Small businesses taking either one of these paths tend to avoid losing control and stay within their current markets. It 

was also observed that only 17 out of the 43 small businesses wanted to move to the “innovation” quadrant perhaps due to environment 

scan that indicated possible business growth. 

Blockchain technology can be a critical part in business process engineering (BPR) sought by many small businesses. Business 

process reengineering (BPR) began as a private sector technique to help organizations to fundamentally rethink how they do their 

work in order to dramatically improve customer service, cut operational costs, and become more competitive (Bogdanoiu, 2014; 

Dowson, 2015). A key stimulus for reengineering has been the continuing development and deployment of sophisticated information 

systems and networks. BPR involves changes in structures and in processes within the business environment. 

Redesign, retooling, and re-orchestrating form the key components of BPR that are essential for an organization to focus on the 

outcome that it needs to achieve. The entire technological, human, and organizational dimensions may be changed in BPR. Information 

technology plays a major role in business process reengineering as it provides office automation, it allows the business to be conducted 

in different locations, provides flexibility in manufacturing, permits quicker delivery to customers and supports rapid and paperless 

transactions (Bogdanoiu, 2014; Wu, 2005). 

The BPR technique implements organizational change based on rapid change, employee empowerment, and training and support 

by information technology. In order to implement BPR to an enterprise, the following key actions need to take place: 

 Selection of the strategic processes for redesign,  

 Simplify new processes – minimize steps – optimize efficiency – modeling,  

 Organize a team of employees for each process,  

 Organize the workflow – document transfer and control,  

 Assign responsibilities and roles for each process,  

 Automate processes using information technology,  

 Train the process team to efficiently operate the new process,  

 Introduce the redesigned process into the new organizational structure. 
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Applying BPR techniques to small businesses differ substantially from the way large enterprises deal with this issue. BPR concept 

requires an organization to have a strategy and then set business objective to achieve that strategy. In order to achieve the objective 

effectively, organization can apply BPR concepts to put the right processes in place (Rashaniphon, 2011; Wailgum, 2009). However, 

in the case of many small businesses, this classical approach may not be workable. Most of the successful people in small businesses 

are hands on persons and most likely they do not even bother about the word ‘strategy’, especially in the business environment of 

developing countries. It is more effective to try out hands on approach to make changes quickly. They are only looking for short term 

objectives. 

 Here are some guidelines that are especially relevant to small businesses (Mansar, 2007):  

 Read the market for your business clearly by SWOT (Strengths, Weaknesses, Opportunities, and Threats) analysis,  

 Develop a strategy that optimizes cost, quality, time, and flexibility,  

 Execute the developed strategy by strengthening the processes identified for reengineering and without interfering 

unnecessarily. 

Small businesses can leverage techniques and tools that have become increasingly available as open source software such as 

‘Alfresco’ software for content management (Passerini, 2012). Along with the traditional knowledge management processes that 

include acquisition/creation, storage and retrieval, dissemination and application, SMEs benefit from various size based advantages. 

For example, in the area of knowledge storage and retrieval, the proximity of project teams to the company owner enables quicker and 

more frequent transactions compared to large organizations. 

 

4. FRAMEWORK FOR ADOPTION OF INFORMATION TECHNOLOGY 

Although technology can create new or modified business practices at a rapid rate, successful adoption of new best practices must 

stand up to market forces. Technology and the marketplace are continually reshaping business activities and as a consequence, business 

strategies. An organization must continually work towards an alignment that fits into the organization’s business strategy and IT 

strategy. This alignment should improve the likelihood that new initiatives are explicitly linked to areas that are critical to successful 

business performance, provide a source of competitive advantage. The role of IT should be that of a strategic enabler for competitive 

success, rather than just an operational supporter. 

In the first stage, existing business processes are examined. The number of processes is indeed very large as these pertain to 

upstream and downstream of the supply chain as well as operations related to the specific business. The gamut of these 

processes/interactions is also very diverse. The analysis is conducted along the three dimensions of complexity, criticality and cost. 

Socio-technical factors are considered in the second stage. Not only will this help towards transparency, but it will also make 

acceptance by constituents easier, Socio-technical factors pertain to exacerbated accountability dysfunctions that can occur as a 

consequence of automation. According to Bovens (2005) the major categories of dysfunctions are: Rule-obsession, and Proceduralism. 

Before manual procedures are automated, it has to be ensured that there are no problems due to such dysfunctions. 

Rule-obsession or Output-obsession refers to the focus on outcomes over process. ‘Proceduralism’ refers to increased emphasis 

on procedures to avoid responsibility and accountability. Strict adherence to procedures cam render the bureaucracy to lose the ability 

to balance procedures with corporate values. Relying heavily on encoded computer procedures can undermine the effectiveness of 

organizations. 

Processes are restructured in the third stage. Automating legacy procedures that afforded plenty of opportunities for inefficiency 

will not yield results. At this stage, the results of data analytics are used to modify processes (Mills, 2015; Passerini, 2012). The main 

objective of restructuring various processes before transforming them into digital interactions is to improve the effectiveness as a 

system. When automated processes result in disintermediation, it is necessary that the relevant entities are on board with new 

procedures. After completion of the restructuring stage, we are ready for implementing in the fourth and final stage. 

The degree of automation can vary across a wide range. Smith (2010) states a scale of nine degrees of automation starting from 

the first level where the computer offers no assistance to the ninth level where the computer decides everything. In between these 

extremes, there are several levels where a varying degree human-computer interaction occurs. The appropriate level of IT intervention 

depends on the particular interaction that has to be automated. 

This framework also provides a means of evaluating extensive (if not comprehensive) series of business process transactions. 

Depending upon the value of the parameters of the given transaction, we are able to make inferences on the potential of that transaction 

for potential of IT intervention. This naturally opens up a wide arena of analysis, particularly for others who wish to specialize and 

focus specifically on the dynamics and characteristics of specific interactions where IT intervention is useful. This approach is effective 

since it focuses on specific critical processes of small businesses and renders overall improvement. 
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5. BLOCKCHAIN APPLICATIONS FOR SMALL BUSINESSES 

In this section, we analyze those blockchain applications that are appropriate for small businesses. Research methodology used 

here combines theoretical findings with empirical findings that results in final recommendations for small businesses regarding use of 

blockchain applications. The two applications that stand out as most appropriate for small businesses are (i) the use of smart contracts 

and (ii) reduction of complexity in supply chains. 

Businesses deal with contracts such as vendor contracts, payment terms, signing contracts, etc., on a daily basis. Blockchain can 

fill up this part of business dealings with smart contracts. Smart contracts are self-executed, coded agreements that deliver guaranteed 

outcomes if the predetermined conditions are met. It is similar to a paper contract where terms are laid out. The difference is the 

digitization which means that the contract cannot be tampered with in any way because it is in a blockchain. For example, assume that 

a small business decides to hire the services of a freelance designer to produce advertisements. The firm could discuss and decide on 

the number of deliverables the designer should produce each month at a set price. Once both parties agree a smart contract can be put 

in place to facilitate the agreement. For small businesses, this is a risk-free way to manage and regulate relationships with their vendors 

and subcontractors. Even when applied to a bigger scale, smart contracts do not need a lawyer to facilitate the agreement. As long as 

conditions are met, transfers can happen without fail. 

Many small businesses will find themselves on some rung within a complex supply chain. Functions such as shipping and logistics 

can be admin-heavy, resource swallowing process to organize and keep track of. With each supply chain partner relying on one 

another’s organization, punctuality, and accuracy, if one part of the chain breaks, as a result of errors or delays, businesses can be 

affected and damage partner relationships. Blockchain can serve as a central repository for all documents, records, and data relating 

to shipping and logistics information, with each partner involved able to gain real-time visibility across the entire supply chain they 

are part of and adjust their operations accordingly. The benefits stated here are some of the most common ways blockchain works for 

small businesses as agreements and contracts increasingly go online. 

6. CONCLUSION 

Small businesses can benefit from using techniques made available by blockchain technology. New technologies are paving the 

way for new market creation. As a direct result of this, we have seen new small businesses emerging to cater niche markets as an 

alternative to impersonal commercial companies. Blockchain technology and business process engineering have been used 

successfully in the corporate world. However, using these techniques for small businesses can pose some problems. The basic building 

blocks of IT implementation consist of digitized versions of interactions among various business processes. In this paper, we have 

presented a framework that can identify and categorize the different types of business processes/transactions. Restructuring these 

processes and then using the appropriate blockchain application in a systematic way affords a practical approach to leverage blockchain 

technology. Monitoring the critical success factors will help in evaluating the success of these measures. Future work in this area 

focuses on developing a comprehensive framework that will enable entrepreneurs and researchers to point out the potential priority 

areas that can use blockchain applications and also yield a realistic estimate of resources needed to achieve such transformation. In 

addition, such an approach will also help in giving a better insight into business process restructuring. 
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