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Abstract: 10T (Internet of Things)-based healthcare monitoring systems integrate data connectivity, storage, security, and analytical
techniques to enhance patient monitoring, improve data analysis, and support better clinical decision-making, ultimately leading to
improved patient outcomes. This paper presents a comprehensive review of techniques in loT-based healthcare monitoring system
that addresses the critical aspects of data connectivity, storage, security, and analysis to improve patient outcomes and enhance
healthcare delivery. 10T devices in healthcare collect and transmit data using various connectivity technologies such as Wi-Fi,
Bluetooth, and mobile networks to continuously monitor vital signs, medication adherence, and environmental data. Also, this paper
explores secure and scalable data storage solutions, including blockchain technology, to ensure the integrity, confidentiality, and
availability of patient data. Additionally, the vulnerabilities and threats in 10T healthcare systems and security measures such as
encryption and privacy-preserving techniques are discussed. Data analysis techniques such as descriptive analytics, diagnostic

analytics, predictive analytics, and anomaly detection are also explored in this review.
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1. INTRODUCTION

The Internet of Things (loT) has emerged as a
transformative technology in the healthcare sector, offering
unprecedented opportunities to enhance patient care, improve
operational efficiency, and reduce healthcare costs. 10T-based
healthcare monitoring systems leverage a network of
interconnected devices, sensors, and wearables to collect,
transmit, and analyze patient data in real-time, enabling
continuous and remote monitoring of patients' health status as
in [1]. This paradigm shift from traditional healthcare practices
to loT-driven solutions has the potential to revolutionize the
way healthcare is delivered, particularly in managing chronic
diseases, monitoring elderly patients, and providing
personalized treatment plans. The backbone of any loT-based
healthcare monitoring system is its data connectivity. The
system relies on wireless technologies such as Wi-Fi,
Bluetooth, Zigbee, or cellular networks to transmit data
collected from various sensors.

Data from these devices is transmitted to centralized servers,
cloud platforms, or local storage systems for analysis.
Continuous and uninterrupted connectivity ensures data
remains up-to-date and available for real-time monitoring,
allowing healthcare professionals to track patients’ conditions
remotely as in [2].

In an loT-based healthcare monitoring system, data storage is
typically managed through cloud platforms, local servers, or
hybrid models. Cloud storage offers scalability, reliability,
and remote access to data, while local storage solutions ensure
data availability even in the case of internet connectivity
disruptions. Proper storage systems are essential to ensure that

large volumes of patient data are organized, retrievable, and
efficiently maintained over time as in [3]. However, with
sensitive healthcare data being transmitted and stored, data
security becomes a critical aspect of an loT-based healthcare
system. Protection against unauthorized access, data
breaches, and cyberattacks is paramount. Advanced
encryption techniques, secure authentication mechanisms,
and robust firewalls help safeguard data privacy and integrity
as in [4]. Data analysis plays a vital role in deriving
meaningful insights from the vast amounts of data collected
by 10T devices as in [5]. Machine learning and artificial
intelligence algorithms can be employed to analyze loT
healthcare data, providing predictive analytics, anomaly
detection, and personalized treatment plans as in [6]. This
review aims to provide a holistic view of loT-based healthcare
monitoring systems, highlighting the integration of data
connectivity, storage, security, and analytical techniques, as
well as their limitations. By addressing these critical aspects,
IoT healthcare systems can overcome the challenges
associated with data management and security, paving the
way for improved patient care and enhanced healthcare
delivery.

1.1 10T-BASED HEALTHCARE
SYSTEM OVERVIEW

loT-Based Healthcare Monitoring System (HMS) generally
consists of four interconnected layers which are, the
Perception Layer, which uses biomedical sensors and
wearable devices to collect patient data such as heart rate,
blood pressure, and temperature, the Network Layer, which
securely transmits this data through communication
technologies like Bluetooth, Wi-Fi, or GSM, the Processing
Layer, which stores, manages, and analyzes the transmitted
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data using cloud computing, artificial intelligence, and data
analytics tools to detect anomalies or generate health insights,
and the Application Layer, which presents the processed
information to end users such as doctors, patients, or
healthcare administrators via mobile apps, dashboards, or
electronic health record systems for timely diagnosis,
monitoring, and decision-making as in [7]. The system
overview is described in fig. 1 as shown
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Fig.1. IoT Healthcare Monitoring System Overview

1.2 Data Connectivity Techniques

This handles the secure communication between sensing
devices and data processing systems by transmitting medical
data from the sensory layer to cloud servers or databases using
various communication protocols as in [8]. The various data
connectivity techniques in healthcare monitoring systems are
described in figure 2 as shown;
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Figure 2. Data connectivity techniques

Techniques used in data connectivity may include:

o Mobile and Web Applications: Mobile and Web
Applications are usually integrated with wearable devices and
electronic health records, mobile and web applications to
allow patients to monitor vital signs, track medication
adherence, log symptoms, and provide remote access to
patient data. Features such as reminders, alerts, and
teleconsultations enhance patient engagement and adherence
to treatment plans. This enables data exchange between
mobile apps and healthcare systems (e.g., Electronic Health
Records). Facilitating the integration of healthcare monitoring
systems with other applications and services as in [9].

e Cellular Networks: Cellular networks enhance real-
time, remote transmission of patient data from wearable
devices or mobile health (mHealth) applications to healthcare
providers. These networks, include 4G/LTE which provides
broadband internet access, 5G for higher speeds, and greater

capacity, ideal for advanced healthcare applications such as
remote surgery and real-time data analytics. LoRaWAN
(Long Range Wide Area Networks) are designed for long-
range communication with low data rates, suitable for loT
devices in healthcare as in [10]. Authors in reference [11],
demonstrated an loT-based patient monitoring system using
LoRa for efficient long-range data transfer with minimal
energy use. The NFC (Near Field Communication) is used for
short-range data exchange, such as patient identification and
quick data transfer between devices as in [12].

e RFID (Radio Frequency ldentification) and NFC
(Near Field Communication): RFID and NFC technologies
are primarily used for patient identification, tracking, and
secure data exchange. Reference [13] implemented an RFID-
based hospital management system for tracking patient
movement and ensuring medication safety, while authors in
reference [14] developed an NFC-based glucose monitoring
system for diabetic patients

e Interoperability Standards: These are established
protocols and guidelines that enable different systems,
devices, applications, or organizations to effectively
exchange, interpret, and use data, ensuring that disparate
technologies can work together seamlessly, regardless of their
manufacturer or platform, promoting consistency, accuracy,
and efficiency in data communication. interoperability
standards such as HL7 (Health Level Seven) are commonly
used in health monitoring system to support the integration,
sharing, and retrieval of electronic health information
between healthcare providers and applications as in [15], and
FHIR (Fast Healthcare Interoperability Resources) enable
interoperability between different healthcare systems using
RESTful Application Programming Interfaces as in [16].

Each protocol offers unique advantages based on their
application. BLE and ZigBee are suitable for wearable and
short-range body area networks, Wi-Fi is effective for high-
bandwidth data, GSM and LoRa are essential for remote
healthcare, and RFID/NFC provide identification and
authentication support. The choice of protocol depends on
power constraints, required data rate, network range, and
environmental factors.

1.3 Data Storage Techniques

Data storage systems play a crucial role in healthcare
monitoring by ensuring that patients’ medical information is
securely stored, efficiently retrieved, and easily shared among
healthcare professionals. Data Storage Techniques are
described in figure 3 as shown;
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Fig. 3. Data Storage Techniques

e  Cloud Storage: this provides centralized patient
records that prevents data loss due to system failures or
cyber-attacks with automatic backups as in [17]. This makes
it essential for a modern, efficient, and secure healthcare
monitoring system. It enhances data security, real-time data
access, scalability, collaboration, Al-driven analytics, and
cost-effectiveness. Cloud storage, such as public cloud offers
scalable storage solution with robust security features as in
[18]. while private cloud, and hybrid cloud allow flexibility
in data management as in [19]. Platforms like Google Cloud
Healthcare APIl, Amazon Web Services (AWS) HealthLake,
and Microsoft Azure Health Data Services utilizes cloud
storage.

e  Distributed Storage Systems: Distributed storage
systems such as Hadoop Distributed File System (HDFS)
and Ceph are used to store data across multiple locations or
devices to enhance redundancy and reliability.

e  Database Management Systems (DBMS): DBMS
efficiently manage large volumes of data, support regulatory
compliance, and enable real-time updates and monitoring of
patient health as in [20]. DBMS used in 10T healthcare
monitoring system such as the relational databases uses
structured query language (SQL) for data storage and
management, NoSQL database which handle unstructured
data and are more flexible for varying data types (e.g.,
MongoDB, Cassandra) as in [21], data Lakes which
facilitating big data analytics and machine learning
applications, and lastly data Warehousing for enabling
analysis and reporting for generating insights from historical
patient data.

e  Edge Storage: This is used to stored data locally on
devices or edge servers, reducing latency and bandwidth,
ensuring continuous operation even if the central cloud is
temporarily unavailable. Useful for real-time monitoring and
immediate data processing as in [22].

e  Blockchain: Provides a decentralized and secure way
to store and share healthcare data, ensuring data integrity and
privacy. This is also Useful for maintaining a tamper-proof
record of patient data.

Each storage system has distinct benefits and limitations.
DBMS use for Local storage is suitable for smaller clinics or
offline operations that handle moderate amounts of patient
data. Cloud systems offer scalability but depend on stable
internet, edge and fog systems improve latency but have
limited storage capacity, blockchain enhances security but
may be slower for large data volumes. Therefore, hybrid
architectures combining cloud—edge—blockchain approaches
are increasingly being adopted for efficient healthcare data
management as in [23].

1.4 Data Analysis Techniques

Data analysis techniques (figure 3) in healthcare
monitoring systems enable the extraction of valuable insights
from patient data. By effectively analyzing data, providers can
identify trends, predict risks, and personalize treatment plans
for patients, enabling better decision-making and improved
patient care.
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Fig. 4. Data Analysis Techniques

o Descriptive Analytics: Statistical analysis is achieved
by collecting and organizing data from various sources such
as electronic health records, wearable devices, and diagnostic
tools to identify patterns, track patient progress, and monitor
key health indicators. It also provides clear visualizations and
reports, in the form of charts, graphs, and dashboards,
enabling healthcare providers to detect early signs of
deterioration, and make informed decisions. care A 2024
review of patient-centric healthcare analytics highlights how
descriptive statistics and dashboards help healthcare providers
track trends in wearable device data, EHR data, and
operational metrics as in [24]. Moreover, descriptive analytics
typically describe what happened, not why or what will
happen next, limiting its scope for proactive intervention as in
[25].

e Diagnostic Analytics: This includes root cause
analysis which identifies the underlying causes of health
issues or anomalies in the data, and correlation analysis
conducted to examines the relationships between different
parametric, such as the relationship between blood pressure
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and heart rate as in [26]. However, many health systems lack
interoperability and detailed context, making such analyses
weaker or prone to spurious correlations

e Predictive Analytics: Predictive analytics uses
machine learning models such as regression, decision trees,
random forests, and neural networks, to predict future health
outcomes based on historical data, time series analysis to
identify trends and patterns over time in other to predicting
disease progression or patient deterioration, and risk
stratification models to identify patients at risk of adverse
events based on various health indicators as in [27].

e  Prescriptive Analytics: this utilizes optimization
algorithms to provide recommendations for treatment plans or
interventions based on predictive models as in [28],
simulation models to evaluate the potential outcomes of
various treatment options as in [27], and clinical decision
support systems (CDSS) algorithms to provide treatment
recommendations based on patient data and clinical
guidelines as in [29].

e Anomaly Detection: This technique employs
Statistical Methods to identify outliers in patient data that may
indicate potential health issues (e.g., sudden spikes in heart
rate) and machine learning techniques to identify abnormal
data patterns that require further analysis as in [30].

o Real-Time Analytics: Real-time analytics uses stream
processing tools like Apache Kafka and Apache Flink to
analyze data generated, while event detection is conducted to
identify significant events or anomalies in real-time data, such
as sudden changes in vital signs.

e Natural Language Processing (NLP): This technique
employs text analysis to extract meaningful information from
unstructured text data, such as patient notes, feedback, and
medical reports, and sentiment analysis to analyze patient
feedback and reviews to understand their satisfaction and
areas for improvement in care.

e BigData Technologies: Big data technologies include
Hadoop and Spark frameworks that handle large datasets,
enabling advanced analytics on big data collected from
remote monitoring systems as in [31]. Cloud-based analytics
solutions for scalable storage and processing of health data.

e Image and Signal Processing: this includes medical
imaging analysis for analyzing images from MRI, CT scans,
and X-rays to detect abnormalities as in [32], and Signal
Processing, which analyzes signals from ECG, EEG, and
other medical devices to monitor patient health

1.5 Data Security

Data security challenges in loT (Internet of Things)
encompass a variety of threats that exploit vulnerabilities in
connected devices. These attacks can lead to significant data
breaches, financial losses, and service disruptions as in [33].
The most common data security attacks in loT are node
capturing adversaries, malicious code injection attacks,
eavesdropping, denial-of-service (DoS) attacks, man-in-the-
middle attacks, and service interruption attacks. Attackers
may gain access to the 10T network, capture data, or deprive

legitimate users of using the services of loT applications as in
[34]. Implementing data security techniques in remote
healthcare monitoring systems ensures that all devices used in
remote monitoring have robust security measures, including
regular software updates and patch management to protect
patient information and maintaining trust in digital health
technologies as in [35]. The techniques to ensure data security
are as follows:

e  Security Protocols: Security protocols in a health
monitoring system are essential for ensuring the
confidentiality, integrity, and availability of sensitive patient
data. These protocols encompass authentication and
authorization mechanisms (like multi-factor authentication
and biometric verification), used to verify the identity of users
and devices to prevent unauthorized access as in [36], and
blockchain technique that provides a secure and transparent
way to manage and share healthcare data, ensuring data
integrity and privacy. Secure communication protocols are
created to secure tunnels for data transmission, especially
when accessing remote monitoring systems from external
networks using VPNs (Virtual Private Networks). They also
ensure that APIs used for data exchange are secured with
authentication and encryption measures. For example, authors
in reference [37], demonstrated a hybrid cryptography scheme
tailored to 10T platforms to secure user information in remote
monitoring.

e Encryption: Encryption converts patient data into
unreadable formats unless the correct decryption key is used.
For instance, hybrid cryptography schemes combining
symmetric and asymmetric encryption have been proposed to
secure loT-enabled medical platforms as in [37]. Encryption
technique such as Data-at-Rest protects stored data from
unauthorized individuals as in [38], and Data-in-Transit,
which utilizes protocols like TLS (Transport Layer Security)
to safeguard data between devices and servers during
transmission as in [39].

e Access Control: Access control Verifying user
identity  (authentication) and controlling what an
authenticated user can access (authorization) are fundamental
security controls. Role-based access control (RBAC), multi-
factor authentication (MFA), and biometric verification are
increasingly recommended in healthcare 10T scenarios to
restrict access to those with appropriate clearance as in [40].

e Data Anonymization and De-ldentification: This
process removes personally identifiable information (PII)
from datasets to protect patient identities, especially when
using data for research or analysis as in [41].

e Regular Security Audits and Assessments: This uses
penetration test to simulate attacks and evaluate system
defenses, and conducts periodic audits to identify
vulnerabilities and ensure compliance with relevant
regulations (e.g., HIPAA).

e Intrusion Detection and Prevention Systems (IDPS):
IDPS implements systems that monitor network traffic for
suspicious activity, enabling quick responses to potential
threats. A hybrid meta-heuristic model proposed in 2023
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introduced dynamic reconfiguration of encryption/hashing
parameters and integrated blockchain to enhance security
performance in Internet-of-Medical-Things (IloMT) networks
under attack scenarios as in [42].

e Data Backup and Recovery: This technique is
employed to back up data regularly to secure locations to
prevent loss due to breaches or system failures, and develop
and test disaster recovery plans to ensure quick restoration of
services after a security incident.

e Security Awareness Training: this training is
employed to educate healthcare staff about security best
practices, phishing attacks, and data handling to reduce
human error as a vulnerability.

e Compliance with Regulations: Compliance with
regulations is employed to ensure 10T healthcare practitioners
adhere to regulations such as HIPAA, GDPR, and others that
govern data protection in healthcare. This involves enforcing
strict controls over data access and handling as in [43].

Limitations in data security systems

Although encryption ensures data confidentiality, it
introduces computational overhead and requires substantial
processing power especially in resource-constrained 10T
medical devices. if encryption keys are lost or compromised,
patient data may become inaccessible or exposed as in [44].
While multi-factor and biometric authentication improve
access control, they may impact user experience and delay
emergency access to patient data, IDSs often generate high
false-positive rates, burdening healthcare administrators with
irrelevant alerts as in [42].

2. CONCLUSIONS

The integration of loT-based healthcare monitoring
systems, encompassing data connectivity, storage, analysis,
and security, represents a transformative advancement in
healthcare delivery. These systems enable continuous, real-
time monitoring of patients' vital signs and health data
through connected devices and sensors, facilitating early
detection and intervention for various health conditions. This
paper has reviewed the techniques used in data connectivity,
such as wireless communication protocols, mobile and web
Applications, cellular Networks, and so on. This ensures
seamless integration for data transmission between devices
and cloud services. The use of cloud-based, blockchain and
distributed storage systems discussed in this paper, ensures
scalable and secure data management, while advanced
analytics techniques such as descriptive analytics, predictive
analytics, anomaly detection, natural language processing
(NLP) and big data technologies reviewed in this paper
provide insights for trend analysis and predictive
maintenance. Additionally, the implementation of such
systems also presents significant challenges, particularly in
ensuring data security and privacy. However, this paper
highlights measures, including strong authentication,
encryption, and compliance with relevant regulations, that are
essential to protect sensitive patient information from

potential breaches and unauthorized access. By addressing
these challenges, loT-based healthcare monitoring systems
can significantly enhance the quality of patient care, reduce
healthcare costs, and improve overall health outcomes.
Moving forward, with the right advancements in data
connectivity, storage, and analysis, and addressing challenges
related to data security, loT-based healthcare monitoring
systems have the potential to transform healthcare into a more
efficient, responsive, and patient-centered industry.
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