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Abstract: The work reveals the main capabilities and conceptual aspects of modern SCADA packages, which are widely used to
automate production processes. A detailed study of the functional characteristics of three wired systems has been carried out:
InTouch, iFix and WinCC. A comparison of their technical capabilities, architecture, supported protocols, visualization tools,
security mechanisms and economic aspects of implementation is carried out. Particular attention is paid to the analysis of potential
risks and threats associated with the implementation of SCADA systems in production. Technical integration challenges,
cybersecurity issues, organizational risks and compatibility problems with existing equipment are considered. On the basis of the
study, strategies for minimizing risks are proposed, and practical recommendations for choosing the optimal system depending on
the specifics of the enterprise are developed. The results of the study are of practical value for enterprises planning to modernize
production or introduce new automation systems. The presented materials can be used to make a reasonable choice of an SCADA
system and develop an effective strategy for its implementation, taking into account the potential risks and features of a particular
production.
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1. INTRODUCTION

Automation and robotization provide faster data collection
and accurate processing, which allows reducing the human
factor and increasing the efficiency of modern industries in any
industry [1-5].

SCADA systems (Supervisory Control and Data
Acquisition) are an integral part of modern automation
technologies that allow you to effectively control and manage
production, energy, transport and other complex technical
processes. Their relevance in the modern world is due to the
rapid development of technologies, the growing demand for
effective resource management, and the increase in the level of
requirements for the reliability and safety of technological
processes.

One of the key factors in the relevance of SCADA systems
is their ability to provide continuous monitoring and control of
technological processes in real time. This is especially
important for enterprises in the energy sector, water supply, oil
and gas industry, and other industries, where even minor
failures can lead to significant economic losses or dangerous
situations. SCADA allows you to quickly identify and
eliminate deviations from normal functioning, thereby
minimizing risks and increasing the efficiency of systems.

Another important aspect is the integration of SCADA
systems with modern Internet of Things (loT) and cloud
computing technologies. This provides the ability to analyze
large amounts of data, predict the operation of systems, and

optimize processes. For example, in industry, SCADA systems
help analyze energy consumption, identify weaknesses in
production cycles, and reduce costs by automating processes.

Security is another important factor in the relevance of
SCADA systems. With the increasing number of cyberattacks
on critical infrastructure, SCADA systems are constantly
being improved to ensure a high level of data protection and
communications reliability. Developers are implementing new
methods of authentication, data encryption, and intrusion
protection, making these systems more resilient to external
threats.

It is also worth noting the role of SCADA in promoting
sustainable development. With the ability to accurately track
the consumption of energy, water and other resources, these
systems help reduce their use and reduce their negative impact
on the environment. For example, in water supply, SCADA
allows you to reduce water losses, and in the energy sector, it
can increase the efficiency of energy generation and
distribution.

Therefore, the introduction into production really opens
up wide opportunities for automation, increasing efficiency
and optimizing processes. However, this process has its own
challenges that require attention.

Thus, the problem of studying the opportunities and risks
of integrating SCADA packages into production is extremely
relevant, since it includes a comprehensive analysis of the
advantages and challenges that arise when implementing the
latest ones.
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The purpose of the study is to study and analyze the main
features of using SCADA packages.

Therefore, to achieve this goal, the following tasks are
provided:

« overview of the main functionality of SCADA packages;
* evaluate the advantages of SCADA packages;
« analyze SCADA packages with each other;

* investigate the main risks and threats associated with
SCADA packages for production;

« strategies for minimizing the risks of implementing
SCADA packages;

» recommendations for choosing a system.
2. RELATED WORK

Research on the analysis and comparison of SCADA
packages is an important part of modern approaches to
automation of production processes. This part of the work
discusses existing scientific works that highlight the features,
advantages and disadvantages of various SCADA systems, as
well as their application in industrial conditions.

Considerable attention is paid to comparing functionality,
reliability, scalability, compatibility with industry standards,
and the cost of implementing such systems. In particular, the
literature analyzes popular SCADA packages, such as
WinCC, InTouch, Master Scada, Trace Mode.

In [6], we are talking about SCADA systems operating on
the basis of web-based SCADA technologies. Such systems
allow you to remotely monitor and manage production
processes through web browsers on computers or mobile
devices. The article summarizes the research of the platform
software (PS) for SCADA and offers ideas for its
development. The main emphasis is on studying current
trends and technologies for creating platforms that ensure data
security, simplify the maintenance and expansion of systems,
and contribute to the integration of key technologies of the
fourth industrial revolution into industry. This, in turn, helps
companies in digital transformation and optimization of
production processes.

The work [7] is devoted to the analysis of modern SCADA
systems, which are key for the automated management of
critical infrastructures. The authors focus on studying the
vulnerabilities of these systems that arise due to their
connection to the Internet and integration with cloud
technologies and the Internet of Things (loT). The work
covers an overview of existing SCADA architectures,
analyzes real-world attacks on these systems, and evaluates
threat detection methods and test environments to investigate
them. At the end of the article, the main problems that need to
be solved to improve the security of SCADA systems in the
future are considered.

The paper [8] analyzes the vulnerabilities of SCADA
systems, which are the basis of critical infrastructures such as
water supply, energy, and transport. The study covers
SCADA architecture, attack types, intrusion detection
techniques (IDS), and test environments. The authors
proposed a classification of vulnerabilities, threats, and IDS
and pointed out key challenges and open issues in the field of
SCADA security for further research.

Many scientific papers emphasize the advantages of using
SCADA systems to increase the efficiency of production [9-
14]. For example, a study [9] highlights the use of SCADA
systems on wrapping machines using PLC and Wonderware
InTouch in car manufacturing. The work demonstrates the
integration of an SCADA system with a database for data
collection and processing, which is an important step for the
automation of wrapping machines in industry.

[10] describes the development and implementation of the
InTouch SCADA system to automate the production process
of tires for two-wheeled vehicles in the context of the
development of the Industry 4.0 concept. The article presents
an SCADA system designed to monitor and control 6
vulcanization machines using HMI Wonderware InTouch for
control and visualization. The control system uses a
Mitsubishi PLC with an Ethernet module QJ71E71-100 for
communication, and the database was created in Microsoft
Access.

[11] describes the development and implementation of an
automated production line control system for sorting and
adjusting parts using WinCC software.

[12] also describes the effective implementation of
WinCC to control the production line for sorting and adjusting
parts.

As for the effective implementation of iFIX in production,
then, in the work [13], the authors successfully describe the
development of a warning signal system for an automated
cigarette production line based on PLC and iFIX software.

In the work [14], the iFIX 6.5 software was used to
monitor and control the operation of solar panels in real time.
It was used as part of a SCADA system to automate the
process, where the condition of the panels was monitored,
potential malfunctions were detected using predictive
diagnostics, and the panels were automatically shut down
when symptoms of future malfunctions were detected. iFIX
6.5 allows you to provide reliable control and management of
solar panels, as well as an interface for users that allows you
to effectively monitor the status of the system.

In [15], an SCADA system was used to effectively control
and monitor the entire production line for the production of
stainless pipes. It provides automation of data collection,
processing and analysis of information, which allows you to
increase production efficiency and the level of management.
The SCADA system was developed in the C# language.
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There are also works that investigate specific aspects of
SCADA systems in critical infrastructure. For example, in the
work [16], the SCADA system was used in the context of loT
infrastructures for critical industries such as energy and water
supply, where devices such as smart meters and water valves
are used. The article focuses on the use of SCADA to control
and monitor these infrastructures, which are becoming
increasingly complex due to the vast amount of data from
sensors and control devices.

Protection of critical infrastructure networks for smart
grids, SCADA and other industrial control systems is
presented in [17].

Many studies mainly consider certain aspects of SCADA
systems, their functionality and applications in various fields,
in particular in the automation of production processes,
critical infrastructure monitoring and security. However, a
detailed comparison of SCADA systems is lacking. In
addition, not enough attention has been paid to the main risks
associated with the introduction of SCADA packages into
production.

Thus, the literature review indicates the need for further
research aimed at a comprehensive comparison of SCADA
systems, taking into account both the possibilities and risks of
their implementation.

3. ANALYSIS OF THE MAIN CAPABILITIES OF SCADA
PACKAGES

In this section, we will review and analyze the main
features of SCADA packages that are used.

Thus, let's consider the 3 most influential SCADA
systems.

Let's start with the InTouch SCADA system from
Wonderware (AVEVA), which is one of the most common
and popular systems for controlling, monitoring and
visualizing production processes at enterprises. It is designed
to create human-machine control (HMI) interfaces and is used
in various industries such as energy, food processing, oil and
gas, water supply, chemical production, and many others.
InTouch provides a convenient and reliable way to track
processes, collect and analyze data, and manage equipment in
real time (Fig. 1).

The InTouch system stands out for its scalability,
flexibility and ease of integration with other automation
systems. It supports a wide range of industrial communication
protocols and standards, such as OPC, Modbus, DDE,
Ethernet/IP, and others, making it easy to interact with PLCs
(Programmable Logic Controllers), sensors, actuators, and
other devices. The software has a user-friendly graphical
interface for creating control panels and mnemonic diagrams,
which can include a variety of visualization elements, such as
graphs, charts, animated objects, and status indicators.
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Fig. 1. Settings windows in the InTouch system

One of the main advantages of InTouch is its ease of use
thanks to its intuitive development environment. Even users
with minimal coding skills can quickly create graphical
screens and scripts to automate processes. At the same time,
the system supports complex scenarios for developers who
require a high level of customization and integration. To do
this, the QuickScript scripting language is used, which allows
you to create management logic, interact with data, and
implement custom functions.

InTouch provides powerful tools for collecting,
processing, and archiving data. It can work with historical
data, recording all events, parameter changes, and
emergencies for further analysis and reporting. This makes
the system indispensable for analyzing trends, finding
anomalies, and optimizing processes. Additionally, the
system supports integration with databases such as Microsoft
SQL Server, allowing you to store large amounts of data and
use it for business intelligence.

One of the key features of InTouch is the ability to work
with remote clients. Thanks to web technologies and mobile
applications, operators can access the system in real time from
anywhere in the world. This allows flexibility and mobility in
the management of production processes, which is especially
important for large enterprises with distributed production
sites. The system also supports alarm and alert functions,
which allows you to quickly respond to emergencies and
minimize downtime or loss.

Security in SCADA systems plays a critical role, and
InTouch provides a wide range of data protection and access
control. It supports user authentication, differentiation of
access rights, as well as the ability to keep audit logs, which
allows you to track all the actions of operators and
administrators. This ensures compliance with modern
cybersecurity standards and reduces the risks of unauthorized
access to the system.

Due to its reliability, scalability, and ease of configuration,
InTouch remains one of the leaders in the SCADA solution
market. It allows enterprises to optimize production
processes, reduce operating costs, increase resource
efficiency, and improve product quality. This solution is
suitable for both small enterprises and large corporations that
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need comprehensive monitoring and management of their
production assets.

Next, let's take a closer look at iFIX because it is a
powerful and flexible SCADA system developed by GE
Digital (General Electric), which is used to monitor, control
and automate production and technological processes. It is
widely used in various industries, such as energy, chemical
production, the food industry, water supply, oil and gas
processing, as well as in pharmaceuticals and transport. The
main tasks of iFIX are process visualization, data collection,
processing and analysis, real-time equipment management, as
well as optimization of technological processes to increase
their efficiency and safety (Fig. 2).
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Fig. 2. Settings windows in the iFIX system

One of the key features of iFIX is its modular architecture,
which allows you to scale the system from small local
solutions to large distributed network systems. It supports
integration with a large number of hardware through
standardized communication protocols such as OPC,
Modbus, DNP3 and BACnet, making it easy to connect PLCs,
process controllers, sensors and other automation devices. In
addition, the system can work with databases such as
Microsoft SQL Server to store historical data and generate
reports.

iFIX offers a user-friendly graphical environment for
creating human-machine control (HMI) interfaces.
Development tools allow you to create intuitive mnemonic
diagrams that reflect the state of equipment, process
parameters, graphs, diagrams, and other visual elements. With
support for animation and dynamic objects, operators can
monitor equipment operation in real time, track parameter
changes, and detect deviations. In addition, iFIX provides
functionality for creating scripts in the VBScript language,
which makes it possible to implement complex control and
automation logic.

The iFIX system has powerful capabilities for data
collection and analysis. It supports working with real and
historical data, which allows you not only to monitor the
current state of processes, but also to analyze trends, identify
anomalies, and predict potential problems. Reporting
functionality and trend graphs provide users with detailed
information to make informed decisions. In addition, the
system can integrate with other GE Digital solutions, such as

Historian, to efficiently store and analyze large amounts of
data.

Separately, the alert and alarm system in iFIX should be
noted. It allows you to configure flexible algorithms for alerts
about emergency situations and deviations of parameters, as
well as keep a log of events and user actions. This provides a
high level of control over critical processes and minimizes
response time to problems.

From a security point of view, iFIX supports modern
mechanisms for user authentication and authorization, which
allows you to differentiate access to the system depending on
roles and powers. It also supports data encryption and keeps
audit logs to ensure compliance with cybersecurity standards.
This makes the system suitable for use in critical industries
where data protection issues are a priority.

An important advantage of iFIX is its integration with
modern technologies such as cloud services and mobile
devices. This allows operators to access data and monitor
processes from anywhere in the world through web browsers
or mobile applications. Thanks to this, enterprises get more
opportunities for remote management, increasing the
efficiency of their work.

Thus, iFIX is a universal solution for monitoring,
managing and automating production processes, which
combines high functionality, reliability and ease of use. Its
modularity, scalability, and support for modern technologies
make this system the best choice for businesses of various
sizes and industries looking to increase their efficiency,
reduce costs, and ensure high product quality.

And another most common system is WinCC (Windows
Control Center) - this is a powerful and flexible SCADA
system developed by Siemens that is designed to monitor,
control and automate industrial and technological processes.
It is widely used in various industries, including mechanical
engineering, energy, chemical manufacturing, food
processing, water supply, and transportation and construction.
WiIinCC combines functionality for data collection,
visualization, analysis, and archiving, providing effective
real-time management of production processes.

The main features of WinCC are:

¢ WInCC supports both small on-premises automation
systems and large distributed networks with thousands of data
collection points. It can work as a standalone application on
one PC or as a client-server system for several operator
stations. Thanks to the modular architecture, the system is
easily expandable and customizable to specific user
requirements;

¢ WinCC is compatible with a large number of industrial
communication protocols such as OPC, Modbus, Profibus,
Profinet, DNP3, and BACnet, allowing for easy integration
with PLCs, controllers, sensors, and other automation
devices. In addition, it supports integration with databases
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(SQL Server) and ERP systems (e.g., SAP) for data exchange
at the enterprise management level;

e WiInCC offers an intuitive graphical environment for
creating human-machine control (HMI) interfaces (Fig. 3).
Operators can use mnemonic diagrams, graphs, diagrams, and
animated objects to visualize production processes. With
support for animations and dynamic elements, WinCC
provides convenient control and monitoring of the state of
equipment and processes;
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Fig. 3. Configuration window in the WinCC system

e WinCC has built-in tools for collecting, archiving, and
analyzing historical data. It supports working with large
amounts of information and provides detailed reports, graphs,
and trends. This allows you to analyze production parameters,
identify anomalies and predict possible equipment
malfunctions. Archives can be stored in standard databases,
which facilitates their further analysis;

e WinCC includes a powerful alarm management
system. It allows you to set up notifications about parameter
deviations or emergencies, as well as keep logs of events and
actions of operators. Messages can be received via SMS,
email or mobile applications, which allows you to quickly
respond to critical situations;

e WinCC supports work through web interfaces and
mobile devices, which allows operators and engineers to
control processes from anywhere in the world. This is
especially useful for businesses with geographically
distributed facilities where centralized control and
management are required,;

o the system meets modern cybersecurity requirements.
It provides access rights differentiation, user authentication,
data encryption and audit logging. This allows you to protect
the system from unauthorized access and increase the level of
security in critical industries such as energy and
transportation;

e WinCC supports the use of scripts based on VBScript
and ANSI C, which makes it possible to configure complex
control and automation algorithms. This makes the system
flexible to solve non-standard tasks and adapt to specific
processes.

WinCC is part of the Totally Integrated Automation (TIA)
Portal ecosystem, enabling seamless integration with other
Siemens products such as SIMATIC S7 series PLCs, operator
panels, drive systems and remote access tools. This allows
you to create a single environment for managing and
monitoring all aspects of production, from the lower level of
automation to the upper level of control.

Types of WinCC solutions:

e WinCC Runtime Advanced — a solution for small and
medium-sized HMI systems running on a single PC or
operator panel;

e WiIinCC Runtime Professional — for large-scale
SCADA systems with the ability to work in client-server
mode;

e WiInCC V7 is a classic version for building large
distributed SCADA systems;

e WinCC Unified is a modern cloud solution with the
ability to integrate with loT and big data analytics.

4, COMPARISON OF SCADA PACKAGES

This section compares the most common SCADA
packages used to automate production processes [18, 19]. The
goal is to analyze their functionality, compatibility and cost-
effectiveness in order to provide recommendations for
choosing the optimal solution for specific conditions. The
comparison is based on key criteria such as functionality, cost
of ownership, support and technical assistance, as well as the
level of security, etc.

Let's analyze the characteristics and functionality of
SCADA packages (Table 1).

Table 1: Analysis of characteristics and functionality of
SCADA packages
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# Criterion InTouch iFix wWinCC
1 | Developer AVEVA GE Digital | Siemens
Single to
2 | Scalability S"?Z‘!L?”d Localand | large
distributed | network
systems s
Supported OPC, OPC, OP_C,
3 Modbus Modbus, Profibus
protocols BACHet
4 Il?terfa_lce gnd Gr_aphically Powerful Intuitive
visualization intense
5 Alarms and SMS, email | SMS, email SMS,
notifications email
6 Remote Web access, | Web access Web
access mobile access
Supports Multi-level AD
multi-level | authenticati | support;
authentica- on; the
tion; integration | ability to
User integration with AD. | customiz
7 | authentica- with e roles.
tion Windows
Active
Directory
(AD).
Flexible Advanced High
distribution role model | granulari
of access for users. ty of
Access rights; access
8 | control (role- | sgnaration of rights
based model) | actions for for
different objects.
roles.
You can set Data Encrypti
up a secure encryption on for
channel via in commun
Windows communicat | ication
Data Communicat ion via OPC
9 encryption ion channels. UA and
Foundation other
(WCF) that protocol
supports S.
TLS/SSL.
Built-in Support for | Compre
security cybersecurit | hensive
features, y standards; | protectio
Protection compatible integration | n against
10| against cyber with with attacks;
attacks AVEVA antiviruses. IEC
cybersecurit 62443
y products. certificat
ion.
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Compliance | Compliance | Complia
Compatibility with with nce with
11 with ISA/IEC ISA/IEC ISA/IEC
cybersecurity 62443 62443 62443
standards standards. standards. | standard
S.
QuickScript Visual VBS,
(own Basic for | ANSIC,
scripting Application C++
language), s (VBA), Jyepes
support for pidtrymka ODK
12| Programming | VBS, .NET C# via (Open
NET Develop
er Kit),
VBA,
Scriptsl
mprove
ERP, MES, | ERP, MES, TIA
SQL, OPC OPC Portal,
UA/DA, UA/DA, ERP,
Historian, Historian, MES,
.NET, REST | REST API, OPC
API, databases UA/DA,
databases (Oracle, MS | database
(Oracle, MS | SQL), SAP, S
SQL), SAP integration | (Oracle,
13| Integration with other MS
GE SQL),
products SAP,
REST
API,
Plant
Intellige
nce,
integrati
on with
S7
Cloud Partial Partial Full
14| solutions and support support support
loT
15| Cost MeQium— Medium High
high

As for the cost, this is a subjective assessment, which may
vary depending on: region, specific configuration, number of
licenses and special conditions from suppliers.

Analysis of Comparative Table 1 of SCADA packages
shows that all three solutions reviewed — InTouch by
AVEVA, iFix by GE Digital and WinCC by Siemens — are
professional and reliable high-level systems.

In terms of basic functionality, these systems are quite
similar to each other. They support major industrial protocols,
including OPC, have built-in SMS and email notification
capabilities, provide web access, and offer robust security
systems with data encryption.

However, there are certain differences between them.
WinCC from Siemens stands out for the most comprehensive
support for cloud solutions and 0T technologies, but at the
same time has the highest cost. InTouch is characterized by
powerful graphics capabilities and is offered at a medium-
high price. iFix has good integration with other GE products
and is positioned in the middle price range.

The choice of a specific system largely depends on the
existing infrastructure of the enterprise, the available budget,
the scale of the project, and the specific functionality
requirements. For example, if a business already uses Siemens
equipment, then WinCC may be the most logical choice,
despite the higher cost. For projects with a limited budget or
without the need for advanced functionality, iFix may prove
to be the optimal solution.

Each of these SCADA systems has its own strengths and
may be the best choice in a particular situation, depending on
individual needs and implementation conditions.

5. MAIN RISKS AND THREATS ASSOCIATED WITH THE
IMPLEMENTATION OF SCADA PACKAGES IN
PRODUCTION

When working with InTouch, it may be difficult to
integrate legacy hardware and optimize the graphical interface
for large systems.

iFix exhibits certain limitations when scaling and may
require additional resources to ensure fault tolerance.

WinCC, despite its reliability, can cause problems when
integrating with third-party hardware.

Among the key challenges, cybersecurity can be
highlighted. Despite the built-in protection mechanisms, each
system has its own vulnerabilities. InTouch needs regular
updates to protect against new threats and carefully configure
WCF channels. iFix may have security difficulties when
integrating with older systems. WinCC, although IEC 62443
certified, requires constant monitoring and updating of
security policies.

Also, we will highlight organizational challenges, namely,
the human factor. The implementation of any SCADA system
requires proper training of personnel. Employees must master
specific programming languages: QuickScript for InTouch,
VBA for iFix, or ANSI C for WIinCC. Insufficient
qualifications can lead to configuration errors and system
vulnerabilities.

We will also include economic aspects as important
challenges. Every system has hidden costs. InTouch and iFix
may require additional integration and scaling costs. WinCC,
having the highest initial cost, also requires a significant
investment in staff training and support.

It is important to pay attention to operational risks such as
reliability and fault tolerance. All three systems have different
approaches to ensuring fault tolerance. InTouch can have
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problems when working with large amounts of data. iFix
sometimes shows instability in complex configurations.
WinCC can put additional strain on the network infrastructure.

And, let's pay attention to compatibility and integration in
the same way that each system has its own integration features:

e InTouch may have difficulties with some protocols and
databases;

o iFix sometimes shows problems when integrating with
cloud services;

¢ WinCC can be difficult when working with non-Siemens
equipment.

So, let's offer strategies for minimizing the risks of
implementing SCADA packages:

1. Development of a comprehensive plan for personnel
training.

2. Conducting a detailed audit of the existing infrastructure
before choosing a system.

3. Creation of backup systems and disaster recovery plans.
4. Regular security audits and system updates.

5. Phased implementation with testing at each stage.
When choosing a system, it is worth considering:

¢ InTouch is optimal for medium-sized enterprises with the
need for powerful visualization;

e iFix is suitable for enterprises with limited budgets and
existing GE infrastructure;

¢ WiInCC is best suited for large enterprises, especially
with Siemens equipment.

6. CONCLUSION

In this study, a comprehensive analysis of three leading
SCADA packages was carried out: InTouch, iFix and WinCC.
The main results of the study are:

1. A detailed analysis of the functionality of each system
was carried out: InTouch by AVEVA with an emphasis on
graphical visualization and scalability; iFix by GE Digital,
with its modular architecture and integration capabilities;
WinCC from Siemens with full support for cloud technologies
and loT.

A comparative analysis of the systems was performed
according to 15 key criteria, including scalability, supported
protocols, security, programming and cost. This made it
possible to determine the strengths and characteristics of each
system.

2. The main challenges (risks) of the implementation of
SCADA packages have been identified and analyzed,
including: technical challenges in integration and scaling;
cybersecurity issues; organizational risks associated with the
human factor; economic aspects of implementation;
operational risks and compatibility issues.

Practical recommendations have been developed on:
strategies for minimizing risks during implementation;
selection of the optimal system depending on the specifics of
the enterprise; planning the implementation process and staff
training.

The practical value of the study lies in the fact that its
results can be used by enterprises in the selection and
implementation of SCADA systems, which will reduce risks
and optimize the cost of automation of production processes.

As a result, the key result of the study was the creation of
a comprehensive comparative characteristic of three leading
SCADA packages (InTouch, iFix and WinCC), which allows
a reasonable approach to the choice of the optimal automation
system depending on the specifics of the enterprise. The
analysis covers not only the technical characteristics of the
systems, but also the economic aspects of implementation,
potential risks and ways to minimize them. The results of the
study are of practical value for enterprises planning to
modernize or implement new systems for automation of
production processes.
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