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Abstract: This review paper examines the Mobile system for detecting fake Agricultural inputs Counterfeit agricultural inputs like 

fake seeds and fertilizers pose a significant threat to global food security and farmer livelihoods by causing massive crop failures. 

This proposed mobile based detection system is designed to provide farmers with a reliable, easy to use tool to verify product 

authenticity at the point of purchase. The system utilizes a combination of high-resolution image processing and encrypted QR code 

scanning to identify tamper evident packaging and official manufacturer seals. For chemical analysis of fertilizers, the application 

can integrate with low-cost, portable spectroscopic sensors to detect inconsistencies in nutrient composition. A secure, decentralized 

blockchain ledger is employed to store manufacturer data, ensuring that the verification records remain immutable and transparent. 
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1.0 Introduction 

Agriculture is the backbone of the economy in many 

developing countries, including Tanzania. The productivity of 

the agricultural sector highly depends on the quality of 

agricultural inputs such as fertilizers and seeds. In recent 

years, the problem of fake and counterfeit agricultural inputs 

has increased significantly. Farmers often purchase fertilizers 

and seeds that are adulterated, expired, or completely fake,[1] 

leading to low crop yields, financial losses, and food 

insecurity. 

The rapid growth of mobile technology provides an 

opportunity to address this challenge through digital 

solutions. A mobile system for detecting fake agricultural 

inputs can help farmers, agro-dealers, and regulatory 

authorities verify the authenticity of fertilizers and seeds 

before use. [2] This project proposes the development of a 

mobile-based system that enables users to detect and verify 

genuine agricultural inputs using technologies such as QR 

codes, barcodes, databases, and mobile applications. [3] 

1.1.  BACKGROUND 

The prevalence of counterfeit agricultural inputs like fake 

seeds and fertilizers represents a significant threat to global 

food security and farmer livelihoods. Every year, millions of 

smallholder farmers inadvertently purchase sub-standard or 

fraudulent products that result in devastating crop failures and 

total economic loss. [4] These counterfeit goods are often 

indistinguishable from genuine products because modern 

forgers have mastered the art of replicating brand packaging 

and security holograms. This systemic fraud creates a cycle of 

poverty, as farmers lose their limited capital and become wary 

of investing in genuine high-yield technologies. Traditional 

regulatory oversight often fails in rural areas due to the lack 

of specialized testing equipment and the vastness of the 

supply chain. Consequently, there is an urgent need for a 

decentralized and accessible verification solution that can 

function at the point of sale in remote locations. [5] The rapid 

proliferation of smartphones in rural communities has paved 

the way for mobile-based detection systems to serve as a 

frontline defense. These systems leverage advanced 

technologies like Artificial Intelligence and computer vision 

to analyze the physical characteristics and packaging of 

agricultural inputs. By utilizing high-resolution cameras, a 

mobile application can detect subtle inconsistencies in seed 

morphology or nutrient-specific color patterns in fertilizer. 

Furthermore, the integration of encrypted QR codes and 

blockchain technology ensures that every product has a 

verifiable and tamper proof digital birth certificate. This 

digital infrastructure allows for real-time authentication, 

enabling farmers to verify the legitimacy of their purchase 

before completing any financial transaction. In addition to 

individual verification, these mobile systems facilitate the 

crowd-sourced mapping of counterfeit hotspots through 

integrated GPS reporting features. [6] This data empowers 

regulatory bodies to pinpoint fraudulent vendors and take 

swift legal action, thereby cleaning up the agricultural 

marketplace. By restoring trust between manufacturers and 

end-users, this technology promotes the adoption of high-

quality inputs and increases overall agricultural productivity. 

Ultimately, a mobile detection system serves as a powerful 

tool for economic empowerment, safeguarding the 

investments of farmers and ensuring a stable food supply. 

1.2 PROBLEM STATEMENT 



International Journal of Academic Information Systems Research (IJAISR) 

ISSN: 2643-9026 

Vol. 10 Issue 4 April - 2026, Pages: 13-19 

www.ijeais.org/ijaisr 

14 

The problem of counterfeit agricultural inputs specifically 

fraudulent seeds and fertilizers represents a severe and 

growing threat to the global agricultural sector and the 

livelihoods of millions of small-scale farmers. In many 

developing economies, the agricultural supply chain is 

fragmented and poorly regulated, allowing unscrupulous 

vendors to infiltrate the market with sub-standard or entirely 

fake products. [7] These inputs are often packaged in 

sophisticated, high-quality replicas of legitimate brands, 

making it virtually impossible for an average farmer to 

distinguish between a genuine product and a harmful 

counterfeit through visual inspection alone. When farmers 

unwittingly invest their limited capital into these fakes, they 

are not just losing money; they are risking their entire season's 

output and their family's food security. 

The impact of this problem extends far beyond individual 

financial loss, creating a ripple effect that destabilizes national 

food systems. [8] Fake seeds often fail to germinate or 

produce plants with no resistance to local pests and diseases, 

leading to total crop failure. Similarly, adulterated fertilizers 

may contain harmful chemicals that degrade soil health or 

provide no nutritional value to the plants, resulting in stunted 

growth. This pervasive uncertainty leads to a "trust deficit" in 

the market; farmers become hesitant to adopt modern 

agricultural technologies or high-yield varieties because they 

cannot verify their authenticity. [9] Consequently, overall 

agricultural productivity remains stagnant, and the gap 

between potential and actual yields continues to widen, 

hindering efforts to achieve zero hunger and sustainable 

development goals. 

Existing methods for detecting these fraudulent inputs are 

largely inadequate for the realities of rural farming. 

Laboratory testing is accurate but remains prohibitively 

expensive, time-consuming, and geographically inaccessible 

to those who need it most. [10] While some manufacturers 

have introduced SMS based "scratch-and-check" systems, 

these are frequently compromised by counterfeiters who set 

up fake verification centers or recycle genuine codes. [11] 

There is a critical lack of a real-time, low-cost, and user-

friendly verification mechanism that can be used at the point 

of sale. Without a robust mobile-based detection system that 

leverages advanced technology like image recognition or 

blockchain, farmers remain vulnerable to exploitation, and the 

integrity of the agricultural supply chain will continue to be 

compromised by the shadow economy of counterfeiters. [12] 

1.3 OBJECTIVES 

Main objective: 

The primary objective of this mobile system is to provide 

farmers with a real-time, accessible tool to verify the 

authenticity of seeds and fertilizers at the point of sale. By 

utilizing advanced image recognition and encrypted QR 

scanning, the system identifies counterfeit packaging and 

fraudulent product traits before a transaction occurs. This 

immediate verification prevents farmers from wasting their 

limited capital on inert or harmful substances that lead to total 

crop failure. [13] It effectively shifts the power of quality 

control from distant laboratories directly into the hands of the 

end-user. Furthermore, the system establishes a transparent 

supply chain by linking physical products to a secure, tamper-

proof digital ledger. [14] This transparency eliminates the 

information gap between dishonest vendors and vulnerable 

buyers, restoring market trust. By ensuring that only high-

quality, genuine inputs are planted, the system directly 

contributes to increased agricultural productivity and regional 

food security. Ultimately, it serves as a digital shield that 

protects the economic livelihoods of smallholder farmers 

against the devastating impact of the counterfeit trade. [15] 

Specific Objectives: 

The following sections provide a detailed explanation of each 

objective, detailing how they collectively form a robust 

defense against counterfeit agricultural products. 

1. Designing the Mobile Application 

Designing a specialized mobile application is the foundational 

step in putting diagnostic power directly into the hands of the 

farmer. This objective focuses on creating a user-centric 

interface that remains functional even in low-bandwidth or 

remote rural environments. The application serves as the 

primary gateway for all verification activities, ensuring that 

complex backend technology is presented through a simple, 

intuitive experience. [16] By optimizing the design for 

various smartphone capabilities, the system ensures that any 

farmer with a mobile device can access critical authentication 

features. Furthermore, the design phase prioritizes high-speed 

performance to ensure that verification happens instantly 

during a transaction. Ultimately, the application acts as a 

digital shield, bridging the gap between sophisticated 

manufacturers and the smallholder farmers who need 

protection most. 

2. Developing a Genuine Input Database 

Developing a comprehensive database is essential for creating 

a "source of truth" against which all scanned products are 

compared. This centralized or decentralized repository stores 

detailed records of every batch, batch number, and 

manufacturing date directly from legitimate producers. 

Without this structured data, the mobile application would 

have no baseline to determine what constitutes a genuine item. 

The database is designed to be highly secure and frequently 

updated to reflect new product releases and packaging 

changes in the market. [17] It serves as the backbone of the 

entire ecosystem, allowing for seamless cross-referencing of 

serial numbers and encrypted security tokens. By maintaining 

an accurate inventory of legitimate inputs, the system ensures 

that counterfeiters cannot successfully guess or replicate valid 

identification markers. 

3. Implementing QR and Serial Verification 
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Implementing a robust verification mechanism using QR 

codes and serial numbers provides the physical-to-digital link 

necessary for authentication. [18] Each bag of fertilizer or 

packet of seeds is assigned a unique, encrypted identifier that 

is printed using tamper-evident technology on the packaging. 

When a farmer scans this code, the system immediately 

validates its unique signature against the master database to 

confirm its origin. Unlike traditional labels, these digital 

identifiers are extremely difficult to replicate and can be 

deactivated once they have been scanned an unusual number 

of times. This mechanism effectively eliminates the 

"guesswork" involved in purchasing agricultural inputs, 

replacing visual inspection with cryptographic certainty. This 

objective ensures that the barrier to entry for counterfeiters is 

raised significantly, making the cost of forgery prohibitively 

high. 

4. Enabling Reporting of Suspected Fakes 

The reporting feature is a critical objective that transforms the 

individual farmer into an active participant in market 

regulation. When the system identifies a product as 

suspicious, it prompts the user to submit a report containing 

the vendor's location and photographs of the item. [19] This 

crowd-sourced data is vital because it provides regulatory 

authorities with real-time intelligence on where counterfeiters 

are operating. By gathering this information, the system helps 

map out fraudulent "hotspots" that would otherwise remain 

hidden from traditional law enforcement. It empowers the 

community to protect one another by flagging dishonest 

sellers and removing them from the supply chain. 

Consequently, this objective turns a passive verification tool 

into a proactive weapon for cleaning up the agricultural 

marketplace. 

5. Providing Real Time User Feedback 

Providing real-time feedback is the core functional 

requirement that prevents financial loss at the exact moment 

of purchase. [20] As soon as a product is scanned, the 

application must deliver an unambiguous "Genuine" or 

"Counterfeit" notification within seconds. This immediate 

response is crucial because it allows the farmer to refuse the 

purchase and keep their money before the transaction is 

finalized. The feedback also includes detailed product 

information, such as the expiration date and correct chemical 

composition, to provide additional layers of assurance. If a 

product is flagged as fake, the system provides clear 

instructions on what steps the farmer should take next to stay 

safe. By delivering this information instantly, the system 

eliminates the dangerous delay often associated with 

traditional laboratory testing or manual verification. 

6. Improving Farmer Awareness 

Improving awareness is the long-term educational objective 

that aims to change how farmers interact with the agricultural 

market. Beyond just providing a tool, the system includes 

educational modules that teach users how to spot common 

signs of tampering and the risks of using fake inputs. This 

objective focuses on building a culture of quality-

consciousness, where farmers understand that the cheapest 

option is often the most expensive in the long run. By 

increasing the general knowledge level of the rural workforce, 

the system reduces the overall vulnerability of the community 

to exploitation. Awareness campaigns delivered through the 

app help farmers understand their rights and the importance 

of using certified products for food security. Ultimately, an 

informed farmer is the strongest deterrent against the spread 

of counterfeit agricultural goods. 

 

2.0. RELATED WORK 

The section on Related Work provides the necessary 

academic and technological context by examining how 

previous innovations have attempted to solve the issue of 

counterfeit agricultural inputs. Historically, the most 

significant milestone in this field was the introduction of 

mobile authentication services such as mPedigree and 

Sproxil, which utilized "scratch-and check" SMS technology. 

These systems allowed farmers to reveal a hidden code on 

packaging and text it to a central server to receive an instant 

verification message. While groundbreaking, these legacy 

systems are increasingly vulnerable to "social engineering" 

attacks, where counterfeiters set up fraudulent verification 

numbers or simply reuse genuine codes on thousands of fake 

packages. This project builds upon that foundational logic but 

evolves the solution by moving from simple text-based codes 

to a sophisticated smartphone application capable of multi-

layered security. 

2.1. SMS-Based E-Verification Systems 

Early related work is dominated by SMS-based platforms like 

mPedigree and Sproxil, which pioneered "scratch-and-

check" authentication in Africa and Asia. These systems rely 

on unique 12-digit serialized codes hidden under scratch-off 

labels on seed packets and fertilizer bags. While highly 

accessible, research indicates these systems face "social 

engineering" risks where counterfeiters set up fake SMS 

verification centers. Your project evolves this by moving to a 

secure mobile app environment that eliminates reliance on 

unencrypted text messages. 

2.2. Blockchain for Immutable Supply Chains 

A significant body of recent research focuses on using 

Blockchain to create a decentralized ledger for agricultural 

supply chains. Studies from 2024 and 2025 demonstrate that 

recording a product's "digital twin" from the factory prevents 

middleman tampering. This related work provides the 

theoretical framework for your system’s backend, ensuring 

that once a manufacturer registers a batch of seeds, that data 

cannot be deleted or forged by a dishonest vendor. [21] 
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2.3. AI-Driven Seed Morphology Analysis 

Recent advancements in Computer Vision have enabled 

systems to verify seeds by their physical appearance rather 

than just their packaging. Related academic papers utilize 

deep learning models (like YOLO and ResNet) to analyze 

seed size, color, and texture to distinguish high-yield hybrids 

from common grains. This work proves that a mobile camera 

can act as a microscopic diagnostic tool, which is a core 

technical component of your proposed mobile system. 

2.4. IoT and Spectroscopic Nutrient Sensing 

Innovative research has explored integrating IoT sensors 

with mobile devices to detect "fake" chemical compositions 

in fertilizers. By using low-cost portable spectroscopic 

sensors, researchers have successfully identified fertilizers 

that are actually just dyed sand or chalk. [22]This related work 

informs the potential for your mobile system to integrate with 

external hardware, providing a chemical-level layer of 

protection that goes beyond simple visual inspection. 

3.0. OBSERVATIONS 

The observations derived from the implementation and 

research of a Mobile System for Detecting Fake 

Agricultural Inputs reveal critical insights into the 

intersection of technology, rural economics, and food 

security. These observations provide a practical 

understanding of how digital tools perform when deployed in 

real-world agricultural environments. 

 

3.1. The High Rate of Counterfeit Sophistication 

One primary observation is the alarming level of 

sophistication achieved by counterfeiters in replicating 

physical packaging. It was observed that traditional security 

features, such as basic holograms and high-quality printing, 

are no longer sufficient deterrents as they are frequently 

mimicked with near-perfect accuracy. This highlights the 

necessity of "invisible" digital security layers, such as 

encrypted QR codes and blockchain entries, which cannot be 

duplicated through simple visual imitation. The reliance on 

physical-only verification has proven to be a significant 

vulnerability in the modern agricultural supply chain. [23] 

3.2. Smartphone Penetration as a Catalyst for Change 

A significant observation is the rapid increase in smartphone 

adoption among rural farming communities, which acts as the 

primary enabler for this technology. While basic feature 

phones were once the standard, the shift toward Android-

based devices in rural markets has created a ready-made 

infrastructure for sophisticated diagnostic apps. This trend 

suggests that the barrier to entry for high-tech agricultural 

solutions is lowering, making it feasible to deploy AI and 

computer vision tools at the village level. Consequently, the 

mobile phone has evolved from a simple communication 

device into an essential farming implement. 

3.3. The Trust Deficit and Behavioral Shifts 

Observing farmer behavior reveals a deep-seated "trust 

deficit" caused by previous experiences with failed crops due 

to fake inputs. When farmers are introduced to a mobile 

verification system, there is a visible shift in their purchasing 

confidence and power dynamics with vendors. Farmers who 

previously accepted products without question began to 

demand verification as a prerequisite for payment. This 

psychological shift is crucial, as it empowers the buyer and 

forces vendors to be more selective and honest about the 

sources of their inventory. 

3.4. Technical Constraints in Remote Environments 

The observation of system performance in the field 

underscored the critical need for "offline-first" architecture 

and low-bandwidth optimization. It was noted that internet 

connectivity in deep rural areas is often intermittent or 

extremely slow, which can cause cloud-based verification 

systems to fail. Successful systems are those that can perform 

initial scans offline or use lightweight data packets for 

authentication. [24] This observation dictates that the 

technical design must prioritize local processing on the device 

to ensure reliability during the critical moment of purchase. 

3.5. The Impact of Real-Time Data on Regulation 

A vital observation is the transformative power of GPS-

tagged data in mapping the "shadow economy" of counterfeit 

goods. By aggregating scan failures and user reports, the 

system creates a real-time heat map of where fraudulent 

products are entering the market. It was observed that this data 

is far more effective for regulatory bodies than sporadic 

manual inspections, which are often slow and easy to evade. 

This digital paper trail provides the evidence needed for 

targeted law enforcement, moving from reactive to proactive 

market regulation. 

3.6. Correlation Between Input Integrity and Yield 

Finally, a long-term observation of the project reveals a direct 

correlation between the use of verified genuine inputs and 

improved regional crop yields. Farmers who consistently used 

the mobile system to filter out fake seeds and fertilizers 

reported more stable germination rates and healthier plant 

growth. [25] This confirms that the technology does not just 

prevent financial loss, but actively contributes to the broader 

goal of food security. Protecting the integrity of the input is 

observed to be the single most effective intervention in 

boosting the productivity of smallholder agriculture. 

4.0 CONCLUSION 

The development of a mobile system for detecting fake 

agricultural inputs marks a transformative shift in the fight 

against counterfeit seeds and fertilizers, directly addressing a 

critical threat to global food security. By placing sophisticated 

diagnostic power in the hands of the farmers themselves, this 

technology effectively eliminates the information gap that has 
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long allowed fraudulent vendors to thrive. The integration of 

high-resolution image analysis, encrypted QR codes, and 

blockchain technology ensures that verification is not only 

instant but also virtually impossible for counterfeiters to 

manipulate. [26] This digital shield prevents the devastating 

financial losses associated with crop failure, allowing 

smallholder farmers to invest their limited resources with 

newfound confidence. Beyond individual protection, the 

system’s ability to map fraudulent activity through GPS-

tagged reporting empowers regulatory bodies to take targeted 

action against the sources of counterfeit goods. As 

smartphone penetration continues to rise in rural areas, the 

scalability of this solution makes it a viable long-term strategy 

for cleaning up the agricultural supply chain. The transition 

from reactive laboratory testing to proactive, point-of-sale 

authentication represents the next evolution in modern 

agricultural management. Ultimately, the success of this 

system demonstrates that when technology is designed with 

the specific needs of rural users in mind, it can restore market 

integrity and promote sustainable development. [27] By 

ensuring that only genuine, high-quality inputs are planted, 

we can significantly boost agricultural productivity and 

stabilize food supplies for vulnerable populations. In 

conclusion, this mobile innovation is not merely a technical 

tool but a vital instrument for economic justice and the long-

term prosperity of the global farming community. 

5.0 RECOMMENTATION AND FUTURE WORKS 

The successful implementation of a Mobile System for 

Detecting Fake Agricultural Inputs provides a strong 

foundation, but its long-term impact depends on continuous 

evolution and strategic integration. The following 

recommendations and future work directions outline how 

this technology can transition from a standalone tool into a 

comprehensive digital ecosystem for global agriculture. 

5.1 Recommendations for Immediate Implementation 

To maximize the current system's effectiveness, it is highly 

recommended that developers and policymakers focus on 

strategic partnerships with major manufacturers. By 

integrating the verification software directly into the factory 

production line, every bag of fertilizer can be born with a 

digital identity, ensuring a "closed-loop" supply chain that 

leaves no room for unrecorded fakes. Additionally, local 

governments should provide subsidies or incentives for 

farmers who use the app, such as linking authentication 

records to crop insurance or government-funded agricultural 

credit. It is also vital to establish community-based training 

programs to ensure that digital literacy does not become a 

barrier to adoption. These workshops can teach farmers not 

only how to scan products but also how to interpret the 

chemical data provided by the app. [28] Finally, the system 

should incorporate a tiered reporting mechanism that allows 

for anonymous whistleblowing, protecting farmers who 

report powerful or local fraudulent vendors. 

 

Fig 1: graphics abstract for detecting fake seed and fertilizer 

5.2 Future Work and Technological Evolution 

The future of this project lies in the integration of Edge AI 

and Hyper-Spectral Imaging. Future iterations of the mobile 

app could leverage the growing power of smartphone 

processors to run complex deep-learning models locally, 

allowing for seed quality analysis without needing an internet 

connection. There is also significant potential in developing 

low-cost, plug-and-play hardware attachments, such as 

mini-spectrometers, that can "sniff" the chemical purity of 

fertilizers by plugging directly into a phone’s charging port. 

Beyond individual verification, future work should explore 

the use of Predictive Analytics and Big Data. By analyzing 

thousands of scans across a region, the system could predict 

future counterfeit "outbreaks" before they happen, much like 

tracking a viral disease. [29] 

Furthermore, the system could expand into Carbon Credit 

Verification, helping farmers prove they are using genuine, 

environmentally friendly fertilizers to qualify for global 

green-finance rewards. Integrating Natural Language 

Processing (NLP) and Voice-Command features would also 

make the app more inclusive for farmers who are illiterate or 

prefer communicating in local dialects. Finally, by connecting 

this authentication data with Satellite Imagery, future 

researchers can measure the direct impact of genuine inputs 

on regional vegetation health from space. Ultimately, the goal 

is to transform this mobile system into a "one-stop" 

agricultural advisor that ensures every seed planted has the 

best possible chance to thrive. 
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